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1. Introduction

In this document we propose that OAM element is added to the architecture presented in the TR. The reason being that secure communication will be required for all traffic between OAM and H(e)NB.
*********************************FIRST  CHANGE*************************************
4.2
System architecture of HNB

Editor’s Note: This section describes the security architecture of UMTS network with HNB.  
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Figure 1: system architecture of HNB
Description of proposed system architecture:

· Air interface between UE and HeNB should be backwards compatible with air interface in E-UTRAN;

· HeNB access operator’s core network via a Security Gateway. The backhaul between HeNB and SGW may be insecure. 

· Security Gateway represent operator’s core network to perform mutual authentication with HeNB. Mutual authentication may need support of authentication server or PKI.

· Security tunnel is established between HeNB and Security Gateway to protect information transmitted in backhaul link.

· Secure communication is required to Operation, Administration and Maintenance (OAM). This becomes even more important if OAM is placed outside the operator’s network.
*********************************SECOND  CHANGE*************************************
1.1. 4.3
System architecture of HeNB

Editor’s Note: This section describes the security architecture of EPS network with HeNB.  
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Figure 2: system architecture of HeNB

Description of proposed system architecture:

· Air interface between UE and HeNB should be backwards compatible with air interface in E-UTRAN;

· HeNB access operator’s core network via a Security Gateway. The backhaul between HeNB and SGW may be insecure. 

· Security Gateway represent operator’s core network to perform mutual authentication with HeNB. Mutual authentication may need support of authentication server or PKI.

· Security tunnel is established between HeNB and Security Gateway to protect information transmitted in backhaul link.

· Secure communication is required to Operation, Administration and Maintenance (OAM). This becomes even more important if OAM is placed outside the operator’s network.
*********************************END  OF  CHANGE*************************************
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