Page 1
-


3GPP TSG SA WG3 Security — S3#52
S3-08950
23-26 September 2008
Sophia-Antipolis, France
Source:
Motorola, BT, Ericsson, InterDigital, Nokia, Nokia Siemens Networks, Qualcomm
Title:
pCR to TR 33.812, Remote management of USIM application for M2M equipment, to add a trust model for alternative 4 as new section.
Document for:
 Approval
Agenda Item:
9.1, Remote management of USIM application for M2M equipment
Work Item / Release:
Release 8
Abstract of the contribution:

A trust model is presented describing to what extent the entities in the revised Alternative 4 are required to trust each other.  It is proposed that the new section be inserted at the end of the revised section on network architecture alternative 4.
This contribution is actually a pCR but since all the text proposed is new text, revision marks are not used.
5.2.x.x 
Trust Model

A trust model is presented so that it is clear what reliance the roles have on each other.  The trust model takes the form of statements about the tasks that each role is expected and trusted to perform.  Where this trust and expectation of one role is held by particular other roles, this is mentioned.  Standard trust relations that already exist within mobile networks are not described in detail. Expectations that are part of most commercial arrangements (e.g. that bills will be paid, contracts complied with) are also not mentioned.  In order to avoid duplication, expectations upon roles are given (e.g. what A is trusted to do by B) but not the expectations upon others that each roles holds (i.e. the list of roles trusted by the SHO are not given).

The roles that are discussed in this trust model are:

· M2ME User/Subscriber (M2ME U/S)

· M2ME Supplier (M2MES)

· Platform Validation Authority (PVA)

· Registration Operator (RO)

· 3GPP Visited Network Operator (VNO)

· 3GPP Selected Home Operator (SHO)

Additionally, technical functions that are discussed include:

· Initial Connectivity Function

· Discovery and Registration Function (DRF)

· Download and Provisioning Function (DPF)

The roles/technical functions and the trust that is placed on them by other roles/technical functions are as follows.

Role: M2M Equipment User/Subscriber (EU/S) 

The M2ME U/S is trusted to be in legitimate possession of any passwords that the M2ME U/S is required to use.
Role: M2M Equipment Supplier (M2MES)

The M2MES which manufactures the M2M terminals that host the TRE is trusted by the RO (including its DPF function) and the SHO to

· manufacture terminals that meet relevant security requirements on USIM hosting in the TRE
· generate and provision P-IMSIs in accordance with industry guidelines

· generate and provision other initial connectivity credentials (e.g. algorithm, K) in accordance with standards

· securely transmit initial connectivity credentials and P-IMSI to chosen RO

· generate device credentials in line with industry guidelines/standards

· supply correct information to the PVA to enable it to verify the identity and compliance of the terminal.

Role: Registration Operator (RO) 

The RO is trusted by the M2ME U/S (and SHO, where applicable) with respect to a particular terminal to carry out the Technical Functions of DRF and DPF, as described below.
Technical Function: Initial Connectivity Function
The ICF of an RO is trusted by the M2MES and VNO to:
· securely receive and store initial connectivity credentials and P-IMSIs from M2MESs that have chosen the RO

· securely generate (if not received from M2MES) authentication vectors for P-IMSIs registered with the RO

· securely transmit authentication vectors for specific P-IMSIs to VNO on request from VNO
· securely maintain keys (K) and parameters

Technical Function: Discovery and Registration Function (DRF) 

The DRF of a RO is trusted by the M2ME U/S, VNO, and SHO to
· correctly discover the SHO and route the M2ME to the SHO
Technical Function: Downloading and Provisioning Function (DPF) 

Editor’s note: it is FFS whether the DPF belongs to the RO or SHO, depending e.g. on considerations of deployment of SS7-MAP signalling. In the present document, it is assumed that the DPF belongs to the RO.
The DPF of an RO is trusted by the M2ME User/Subscriber to

· securely generate USIM keys and parameters, if instructed to do so by RO
· carry out specified activities (e.g. using the PVA to authenticate the terminal) prior to USIM/ISIM download
· securely receive USIM keys and parameters from the SHO, or alternatively to generate same and transmit them to the SHO for operational use.

· securely download and provision the USIM keys (K) and parameters to the M2ME.
Role: Visited Operator (VO) 

The VO is trusted by the M2ME User/Subscriber, ES, RO and SHO, following the standard trust model for 3GPP network operators.
Role: Selected Home Operator (SHO) 

The SHO is trusted by the M2ME User/Subscriber to accept requests to register the User’s M2ME if obliged to by contract with the User/Subscriber 

Role: Platform Validation Authority (PVA) 

The PVA is trusted by the SHO and by the RO or its DPF to

· correctly authenticate the identity and compliance status of M2ME and report status back to RO (or DPF of the RO).


