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1
Opening of the meeting

The SA3 Chairman, Valtteri Niemi, opened the meeting, which was hosted by ETSI.

2
Agreement of the agenda

S3-080930
Draft Agenda for SA WG3 meeting #52





Source: SA WG3 Chairman

Abstract: 

Agenda

Discussion: 

The Chairman presented the proposed agenda.

PUCI was agreed to be discussed before IMS. There were no further comments.

Decision: 

The document was approved.



3
Assignment of input documents

4
Report of relevant issues from SA#41

S3-080931
Report from SA3#52





Source: SA WG3 Secretary

Abstract: 

Meeting reports

Decision: 

The document was noted.



S3-080932
Report from SA#41 Plenary





Source: SA WG3 Chairman

Abstract: 

Meeting reports

Discussion: 

Thev SA3 Chairman presented the report SA#41 from the plenary.

Concerning the work on MBMS, there is an AP from SA to review NDS aspects for the newly created WID. Vesa Lehtorvita will address this AP.

ACTION:
Review MBMS WID (SP-080442) concerning NDS.

(action on: Vesa Lehtorvita / due by: 2008-11-12)

Decision: 

The document was noted.



5
Incoming LS’s sent to SA3 about SAE/LTE and IMS

S3-081098
Algorithm Implementation Roadmap





Source: GSMA SG

Abstract: 

Reports and Liaisons from other groups

Decision: 

The document was noted.



6
Work areas
6.1
IMS security
S3-080933
Information for 3GPP SA3 about status and outlook on Prevention of Unsolicited Communication (PUC) work in TISPAN





Source: TISPAN

Abstract: 

IP Multimedia Subsystem

Discussion: 

Anand prasad presented the LS. This will be answered in the November meeting.

Decision: 

The document was postponed.



S3-080934
IMS initiated and controlled PSS and MBMS User Service





Source: TISPAN

Abstract: 

IP Multimedia Subsystem

Discussion: 

Valtteri Niemi presented the LS. This will be answered in the November meeting.

Decision: 

The document was postponed.



S3-080994
Answer LS on 'New WID on Protection against Unsolicited Communication for IMS (PUCI)'





Source: SA1

Abstract: 

IP Multimedia Subsystem

Discussion: 

Anand prasad presented the LS.

Decision: 

The document was noted.



S3-080999
Response to LS on IMS initiated and controlled PSS and MBMS User Service Architecture





Source: SA2

Abstract: 

IP Multimedia Subsystem

Discussion: 

Valtteri Niemi presented the LS. This will be answered in the November meeting.

Decision: 

The document was postponed.



S3-081003
LS response to LS on IMS initiated and controlled PSS and MBMS User Service: Architecture





Source: SA4

Abstract: 

IP Multimedia Subsystem

Decision: 

The document was noted.



6.1.1
LS

S3-081000
Creation of a SA-wide work item for work on ICS and IMS session continuity in Release 9





Source: SA2

Abstract: 

IP Multimedia Subsystem

Discussion: 

Valtteri Niemi presented the LS.

ACTION:
review relevant WID from the security part

(action on: Supporting companies / due by: 2008-11-14)

Decision: 

The document was noted.



S3-080996
Reply LS on Creation of a SA-wide work item for work on ICS and IMS session continuity in Release 9





Source: SA1

Abstract: 

IP Multimedia Subsystem

Discussion: 

Valtteri Niemi presented the LS.

Decision: 

The document was noted.



S3-081001
Reply-LS on Creation of a SA-wide work item for work on ICS and IMS session continuity in Release 9





Source: SA2

Abstract: 

IP Multimedia Subsystem

Discussion: 

Valtteri Niemi presented the LS.

Decision: 

The document was noted.



S3-081004
LS response to LS on Creation of a SA-wide work item for work on ICS and IMS session continuity in Release 9





Source: SA4

Abstract: 

IP Multimedia Subsystem

Discussion: 

Valtteri Niemi presented the LS.

Decision: 

The document was noted.



S3-080979
Definition of terms ISIM and ISIM application in TS 33.203, TS 24.229 and TS 23.228





Source: CT6

Abstract: 

IP Multimedia Subsystem

Decision: 

The document was noted.



S3-081164
LS from SA Plenary on IMC





Source: SA Plenary

Discussion: 

Valtter Niemi presented the LS. Collin Blanchard supported the statement of the LS.

ACTION:
create CR for next meeting on IMC security requirements

(action on: Adrian Escott / due by: 2008-11-14)

Decision: 

The document was noted.



S3-081165
LS to OMA on media security





Source: SA3

Decision: 

The document was approved.



6.1.2
SIP digest

S3-081007
Removal of SIP Digest Authentication Vector EditorÆs Note





Source: Nokia Corporation, Nokia Siemens Networks, CableLabs

Abstract: 

IP Multimedia Subsystem

Discussion: 

Wolf Moeller presented the CR. Some minor revisions are necessary but the change itself is agreed in principle. The CR will be re-submitted for the November meeting.

Decision: 

The document was agreed.



S3-081008
Usage of AVs for authentication of Register and Non-Register messages





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

IP Multimedia Subsystem

Discussion: 

Wolf Moeller presented the CR. The CR will be re-submitted for the November meeting.

Decision: 

The document was agreed.



6.1.3
Co-existence

S3-081011
Editorial corrections in Annex P3 and P.4.2





Source: Telecom Italia

Abstract: 

IP Multimedia Subsystem

Discussion: 

Mauro Castagno presented the CR.  The CR will be re-submitted for the November meeting.

Decision: 

The document was agreed.



S3-081032
Consistent handling of integrity-protected flag





Source: Ericsson

Abstract: 

IP Multimedia Subsystem

Discussion: 

Bengt Salin presented the CR.  The added check has to happen before the check that existed in the first place. This must be amended when the CR will be resumbitted.

Also, the wording must be improved. Agreed in principle.

Decision: 

The document was noted.



6.1.4
Media security

S3-080997
Reply LS on IMS media protection





Source: OMA

Abstract: 

IP Multimedia Subsystem

Discussion: 

Bengt Salin presented the LS. For short term the OMA proposal is accepted.  For long term Option 1 will be developed further to make cooperation with OMA even stronger. TR finalization: March Plenary; the following WID will be decided at that time.

A reply will be drafted along these lines (S3-081165).

Decision: 

The document was noted.



S3-081034
IMS Media Security Deployment Scenarios





Source: Ericsson

Abstract: 

IP Multimedia Subsystem

Decision: 

The document was revised to S3-081149.



S3-081149
IMS Media Security Deployment Scenarios





Source: Ericsson, Qualcomm

(Replaces S3-081034)

Discussion: 

Bengt Salin presented the contribution. Some kind of requirement for the visibility is necessary. Also the Y proposal could be a sub-bullet.

Decision: 

The document was noted.



S3-081035
IMS Media Security Comparison of solution proposals





Source: Ericsson

Abstract: 

IP Multimedia Subsystem

Discussion: 

Bengt Salin presented the contribution.

Decision: 

The document was noted.



S3-081102
Comments on S3-081035 ('IMS Media Security Comparison of solution proposals ')





Source: Nokia Siemens Networks

Abstract: 

IP Multimedia Subsystem

Discussion: 

Peter Schneider presented the contribution.

The table was reviewed. There were several comments on the table from Ericsson. Dony He asked what is the view on other solutions that are not present on the table.

It was decided to have two tables: one for e2e and one for end-to-middle.

ACTION:
participate in email discussion completing the table for media security solutions comparison

(action on: Contributors to media security / due by: 2008-11-14)

ACTION:
Chair email discussion on Media Security

(action on: Peter Howard / due by: 2008-11-14)

Decision: 

The document was noted.



S3-081082
Approaches to IMS media security





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

IP Multimedia Subsystem

Discussion: 

Guenther Horn presented the contribuiton.

Decision: 

The document was noted.



S3-081083
Pseudo CR on requirements section





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

IP Multimedia Subsystem

Discussion: 

Guenther Horn presented the contribuiton.

The needed changes were discussed and noted byt the Rapporteur. The pCR was agreed with these changes.

Decision: 

The document was agreed with modifications.



S3-081033
IMS Media Security use cases and requirements (pCR)





Source: Ericsson

Abstract: 

IP Multimedia Subsystem

Discussion: 

Bengt Salin presented the contribution. There was some discussion and the Rapporteur noted the changes to be applied implementing the pCR.

Decision: 

The document was agproved with modifications.



S3-081103
Comments on S3-081033 ('IMS Media Security use cases and requirements (pCR)')





Source: Nokia Siemens Networks

Abstract: 

IP Multimedia Subsystem

Decision: 

The document was noted.



S3-081085
SDES in end-to-middle scenarios





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

IP Multimedia Subsystem

Discussion: 

Peter Schneider presented the contribution.

Decision: 

The document was approved.



S3-081087
MIKEY alternative for IMS Media





Source: Qualcomm Europe

Abstract: 

IP Multimedia Subsystem

Discussion: 

Some changes have to be applied.

Decision: 

The document was approved with modificaitons.



S3-081088
Update of ticket based media security solution





Source: Ericsson

Abstract: 

IP Multimedia Subsystem

Discussion: 

Bengt Salin presented the contribution.

Decision: 

The document was approved with modifications.



S3-081168
Media Security TR





Source: Rapporteur (Vodafone)

Decision: 

The document was email.



S3-081169
Media Security Comparison Tables





Source: Rapporteur (Vodafone)

Decision: 

The document was email.



6.6 GBA
S3-080937
LS Response on Use of Public IMS identities in GBA Push





Source: CT4

Abstract: 

GAA and support for subscriber certificates

Discussion: 

Vesa Lehtorvita presented the LS.

Decision: 

The document was noted.



S3-080974
DISC-GBA push requirements





Source: Huawei

Abstract: 

GAA and support for subscriber certificates

Discussion: 

Lydia Xu presented the contribution.

Decision: 

The document was noted.



S3-080975
CR-GBA push requirements





Source: Huawei

Abstract: 

GAA and support for subscriber certificates

Discussion: 

Lydia Xu presented the contribution. Marc Blommaert suggested that functionally it is not necessary to add this.

The second requirement was agreed. A revision is necessary.

Decision: 

The document was revised.



S3-081162
CR-GBA push requirements





Source: Huawei

(Replaces S3-080975)

Decision: 

The document was withdrawn.

After an offline discussion among Marc Blommaert, Vesa Lehtorvita and Lydia Xu, it was decided that indication for key was out of scope of 33.223 for GPI, but it could be studied whether it was relevant in the scope of the generic push layer, i.e. TS 33.224.

S3-081010
Push NAF authorization





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

GAA and support for subscriber certificates

Discussion: 

Marc Blommaert presented the contirbution. There are some changes to be applied.

ACTION:
Revise CRs to new baseline

(action on: GBA authors / due by: 2008-11-14)

Decision: 

The document was revised.



S3-081163
Push NAF authorization





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-081010)

Decision: 

The document was agreed.



S3-081036
GBA-Push corrections and updates





Source: Ericsson, Nokia Corporation, Nokia Siemens Networks

Abstract: 

GAA and support for subscriber certificates

Decision: 

The document was noted.



S3-081037
GBA-Push resolution of editors notes and corrections





Source: Ericsson, Nokia Corporation, Nokia Siemens Networks

Abstract: 

GAA and support for subscriber certificates

Decision: 

The document was agreed.



S3-081039
Proposed LS Response on Response on Use of Public IMS identities in GBA Push





Source: Ericsson

Abstract: 

GAA and support for subscriber certificates

Discussion: 

Vesa Lehtorvita presented the draft reply LS.

With some slight modifications the LS will be sent.

Decision: 

The document was revised.



S3-081161
Proposed LS Response on Response on Use of Public IMS identities in GBA Push





Source: Ericsson

(Replaces S3-081039)

Decision: 

The document was agreed.



6.9 SAE/LTE

6.9.1
Security architecture

S3-080940
TR 33.922 v1.0.0





Source: MCC

Abstract: 

SAE/LTE security

Discussion: 

For information. The TR was viewed for information by the SA plenary.

Should there not be any contributions, the document will go for approval for SA#42.

Decision: 

The document was noted.



S3-081132
TR 33.821 v0.9.0





Source: MCC

Decision: 

The document was agreed.



S3-081108
Giving CT6 secondary responsibility for TR 33.812 (Update of S3-081077)





Source: Vodafone, Orange, T-Mobile

Decision: 

The document was withdrawn.



S3-081110
Reply to S3-080978





Source: SA3

Discussion: 

Mireille Paulliac presented the LS. It was decided to add a sentence concerning potential Rel-8 USIM decision from the group; in the first paragraph it was added that if this was agreed then the following considerations are valid. It was also agreed to change the first sentence from 'agreed' to 'considering'.

Decision: 

The document was approved.



S3-081117
pCR to 33.401 on GUTI





Source: Alcatel-Lucent

Decision: 

The document was agreed.



S3-081126
RAN plenary brief on security





Source: RP

Decision: 

The document was withdrawn.



S3-081166
RAN plenary brief on security





Source: RP

Discussion: 

Valtteri Niemi presented the contribution. There was some discussion of the status of completion of the action points given by RAN.

Decision: 

The document was noted.



S3-080998
Reply LS on S1 Overload Control





Source: SA2

Abstract: 

SAE/LTE security

Discussion: 

Marc Blommaert presented the LS. There were no comments.

Decision: 

The document was noted.



S3-080938
Reply LS on SAE interworking with Pre-REL8 system





Source: CT4

Abstract: 

SAE/LTE security

Discussion: 

Vesa Lehtorvita presented the LS. It was agreed that no CRs are needed.

Decision: 

The document was noted.



S3-080993
LS on E-UTRAN security related issues





Source: RAN3

Abstract: 

SAE/LTE security

Discussion: 

Adrian Escott presented the LS.

Decision: 

The document was noted.



S3-081015
DRAFT Reply LS on E-UTRAN security related issues





Source: Ericsson

Abstract: 

SAE/LTE security

Discussion: 

Karl Norrmann presented the draft reply LS.

Concerning question 5, Colin Blanchard commented that hiding the number of eNBs is topology hiding. This is illegal in some countries (at least in the UK) as there must be a map of where all the antennas are placed. Alf Zugenheimer pointed out that this is not the case with multi-cell; also, this list is not necessary for DOCOMO.

Guenther Horn pointed out that the Cell-ID is known to the eNB with the current understandings. Peter Howard pointed out that RAN3 could be referring to different types of topology hiding, as this is possibly not very useful information to an attacker or to a competing operator.

Alf Zugenheimer proposed that a topology hiding solution could be moved to Release 9. It was agreed that a low cost solution could be inserted, but this is not an essential feature for Release 8.

Decision: 

The document was revised to S3-081109.



S3-080978
Reply LS on Rel-8 UICC parameters





Source: CT6

Abstract: 

SAE/LTE security

Discussion: 

Mireille Paulliac presented the LS.

Decision: 

The document was noted.



S3-081109
DRAFT Reply LS on E-UTRAN security related issues





Source: Ericsson

(Replaces S3-081015)

Discussion: 

Karl Norrman presented the draft LS. Some editorials to be made.

Decision: 

The document was revised.



S3-081175
DRAFT Reply LS on E-UTRAN security related issues





Source: Ericsson

(Replaces S3-081109)

Discussion: 

Karl Norrman presented the LS.

Decision: 

The document was approved.



S3-081014
Storage of EPS AKA security context in the UE





Source: Gemalto

Abstract: 

SAE/LTE security

Discussion: 

Mireille Paulliac presented the LS.

CT6 has decided to create Rel-8 USIMs. Mireille Paulliac suggested that this could be used in the EPS specifications, without being mandatory. Come Berbain suggested that as this will exist it should be foreseen to be used. Heiko Kruse supported the views.

Alf Zugenheimer suggested this would add complexity. Adrian Escott supported this view. Mireille Paulliac pointed out storing the keys in the USIM is the way this is handled currently.

The past LS S1-080741 was reviewed by the group.

Guenther Horn pointed out that plastic roaming is not such a frequent practice; Heiko Kruse and Come Berbain disputed that; Come Berbain said that either all the parameters should be stored in the USIM or none.

Decision: 

The document was noted.



S3-081016
pCR: storage of EPS AKA security context





Source: Gemalto

Abstract: 

SAE/LTE security

Decision: 

The document was noted.



S3-080962
CR-Key storage in UE





Source: HUAWEI, ZTE

Abstract: 

SAE/LTE security

Discussion: 

Lydia Xu presented the contribution.

It was agreed that the first change is acceptable.

The second part will be discussed later on during the meeting.

Decision: 

The document was noted.



S3-081018
pCR: storage of UMTS security context after handover





Source: Gemalto

Abstract: 

SAE/LTE security

Discussion: 

Mireille Paulliac presented the pCR.

The cover sheet should be corrected.

Guenther Horn pointed out that these are the same changes proposed in S3-081106 among others.

The START should be put into zero, at least for the Idle case. Some arrangement should be devised for the active case.

The content was agreed in principle.

Decision: 

The document was noted.



S3-081092
pCR: storage of EPS AKA security context after security interworking





Source: Gemalto

Abstract: 

SAE/LTE security

Decision: 

The document was noted.



S3-081057
Correction of definition and usage of Key Set Identifier (KSI) in EPS





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Guenther Horn presented the contribution.

"Cached" was agreed to be removed.

Some checking of the definition has to be done; Alf Zugehnmeier will check the 18 instances.

Some further changes must be applied to the pCR.

ACTION:
check the 18 instances relating to the definitions in S3-081057

(action on: Alf Zugenmaier / due by: 2008-11-12)

Decision: 

The document was revised to S3-081111.



S3-081086
Inter RAT mobility security clarifications





Source: NTT DOCOMO, NEC

Abstract: 

SAE/LTE security

Discussion: 

Alf Zugenmaier presented the first part of the contribution, which was revised.

Anand Prasad presented the second part of the contribution. This part was merged in 1142

Decision: 

The document was revised to S3-081112.



S3-081111
Correction of definition and usage of Key Set Identifier (KSI) in EPS





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-081057)

Discussion: 

Guenther Horn presented the contribution.

Decision: 

The document was agreed.



S3-081058
Storage of EPS security context in non-volatile memory of ME





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Guenther Horn presented the contribution.

Decision: 

The document was agreed.



S3-081112
Inter RAT mobility security clarifications





Source: NTT DOCOMO, NEC

(Replaces S3-081086)

Discussion: 

Alf Zugenmaier presented the contribution. There is a clash wit 1111 in the EPS security context data definition. This will be removed.

Decision: 

The document was agreed.



S3-081059
Correction of definition and usage of Key Set Identifier (KSI) in EPS





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Guenther Horn presented the contribution.

It was agreed to change the ME to UE. There are some further changes to be applied which will be included in the revision.

Decision: 

The document was revised to S3-081113.



S3-081060
Correction of handling of EPS security contexts in the ME





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Guenther Horn presented the contribution.

The title must be amended (remove "in the ME"). Dony He pointed out that the last sentence has to be amended. This was agreed.

Decision: 

The document was revised to S3-081114.



S3-081113
Correction of definition and usage of Key Set Identifier (KSI) in EPS





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-081059)

Decision: 

The document was agreed.



S3-081061
Correction of storage of security contexts during state transitions





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Guenther Horn presented the contribution. Adrian Escott pointed out that the first change is an optimization and should not be mandatory; it was agreed to change shall to should in 7.2.5.1 in that perspective. Mireille Paulliac suggested changing the ME to UE.

Ahmad Muhanna pointed out that in 7.2.6.3 the shall should be changed to should also. This was agreed. A revision will be necessary.

Decision: 

The document was revised to S3-081115.



S3-081114
Correction of handling of EPS security contexts in the ME





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-081060)

Decision: 

The document was agreed.



S3-081068
Introducing the generic term eKSI for the Key Set Identifier in E-UTRAN





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Guenther Horn presented the contribution.

Mauro Castagno asked for clarification on the reason to change the terminology; Guenther Horn pointed that in UTRAN to E-UTRAN handovers this change is necessary.

The figures have to be amended; this was agreed.

It was agreed that it is not allowed to map the cached content.

With the change on the figures the pCR is revised.

Decision: 

The document was revised to S3-081116.



S3-081115
Correction of storage of security contexts during state transitions





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-081061)

Discussion: 

Some possibility of clash with other CR's to be taken into account (1123).

Decision: 

The document was agreed.



S3-080936
LS on Definition of Globally Unique Temporary UE Identity





Source: CT4

Abstract: 

SAE/LTE security

Discussion: 

Alec Brusilovsky presented the LS.

Decision: 

The document was noted.



S3-081116
Introducing the generic term eKSI for the Key Set Identifier in E-UTRAN





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-081068)

Discussion: 

Some possibility of clash with other CR's to be taken into account (figures).

Decision: 

The document was agreed.



S3-081002
Reply LS on Definition of Globally Unique Temporary UE Identity





Source: SA2

Abstract: 

SAE/LTE security

Discussion: 

Alec Brusilovsky presented the LS.

Decision: 

The document was noted.



S3-081084
PCI confusion more common than thought





Source: Qualcomm Europe

Abstract: 

SAE/LTE security

Discussion: 

Adrian Escott presented the contribution.

Decision: 

The document was noted.



S3-081104
Revision of 081093





Source: NTT DOCOMO

Abstract: 

SAE/LTE security

Discussion: 

Alf Zugenmaier presented the contribution which was discussed in conjunction with S3-0801084.

The reply to 990 will be used to evaluate the contribution.

Decision: 

The document was noted.



S3-081093
Fixing PCI confusion problem





Source: NTT DOCOMO

Abstract: 

SAE/LTE security

Decision: 

The document was revised to S3-081104.



S3-081042
Key separation in E-UTRAN





Source: Ericsson

Abstract: 

SAE/LTE security

Discussion: 

Obsoleted by the reply to 990.

Decision: 

The document was noted.



S3-081118
LS on PCI clarification (reponse to 990)





Source: SA3

(Replaces S3-081093)

Decision: 

The document was approved.



S3-081043
Key separation in E-UTRAN (PCR)





Source: Ericsson

Abstract: 

SAE/LTE security

Discussion: 

Obsoleted by the reply to 990.

Decision: 

The document was noted.



6.9.2
AKA, Algorithm and KDF negotiation

S3-080973
P-CR-Transfering unused AVs





Source: Huawei

Abstract: 

SAE/LTE security

Discussion: 

Dony He presented the contribution.

It was agreed to incorporate some further changes to the CR.

Storage on the other side is approved as an option but some repetitions of this should be identified in the document.

Ahmad Muhanna pointed out that 6.1.4 and 6.1.5 should be amended as the AVs should not be forwarded to other MMEs from an MME, but only to the MME that the AV was received from. This was agreed.

A revision is necessary.

Decision: 

The document was revised to S3-081119.



S3-081119
P-CR-Transfering unused AVs





Source: Huawei

(Replaces S3-080973)

Discussion: 

Dony He presented the contribution.

Decision: 

The document was agreed.



S3-081048
Review of LTE algorithm selection and handling (disc)





Source: Ericsson

Abstract: 

SAE/LTE security

Discussion: 

Karl Norrman presented the contribution.

Decision: 

The document was noted.



S3-081049
Review of LTE algorithm selection and handling (PCR)





Source: Ericsson

Abstract: 

SAE/LTE security

Discussion: 

Karl Norrman presented the contribution.

Clause 3 is agreed.

The changes in 7 were agreed.

Changes in 9 was reviewed subsequently. 9.1.1 was merged into 1152.

It was proposed to ask SA2 if it is possible to transfer context between SGSNs and MMEs. This was agreed (LS will be 1153).

Decision: 

The document was merged.



S3-080971
P-CR-Bidding down attack





Source: Huawei

Abstract: 

SAE/LTE security

Discussion: 

Dony He presented the pCR. The two pCRs have to be merged, concerning clause 9 only (plus the figure).

Decision: 

The document was merged.



S3-081120
Algorithm selection (Merge of 1049 and 971)





Source: Huawei, Ericsson

(Replaces S3-080971)

Discussion: 

Karl Norrman presented the contribution.

Decision: 

The document was agreed.



S3-081079
KDF negotiation





Source: NTT DOCOMO

Abstract: 

SAE/LTE security

Discussion: 

Alf Zugenmaier presented the contribution.

Decision: 

The document was noted.



S3-080963
Discussion on KDF Negotiation





Source: Huawei

Abstract: 

SAE/LTE security

Discussion: 

Lydia Xu presented the contribution.

Decision: 

The document was noted.



S3-080985
Discussion paper: Remove KDFs negotiation for EPS





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Marc Blommaert presented the contribution, discussed in conjunction with the previous two.

It was proposed that a hook should be added to be able to add such a proposed functionality in the future.

An offline session will take place on this.

Also, for the next meeting there will be an attempt to come up with a joint P-CR for TR 33.821 that that gathers the rationales why KDF negotiation was dropped from Rel-8. This can be based on the docs 985, 963 and 1079.
Karl Norrman suggested that the offline session concluded that no action is required now.
Decision: 

The document was noted.



S3-080986
P-CR 33.401: KDFs for EPS shall not be negotiated





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Category must be F. MCC will be doing these changes.

Decision: 

The document was agreed.



S3-081121
Reply to LS on KeNB handling at handover (991)





Source: SA3

Decision: 

The document was approved.



6.9.3
Key derivation

S3-080991
LS on KeNB handling at handover





Source: RAN2

Abstract: 

SAE/LTE security

Discussion: 

Alf Zugenmaier presented the LS.

Decision: 

The document was noted.



S3-081050
E-UTRAN handover key derivations correction (PCR)





Source: Ericsson, NEC, Nokia, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Karl Norrman presented the contribution. The pCR will be revised.

Decision: 

The document was revised to S3-081122.



S3-081122
E-UTRAN handover key derivations correction (PCR)





Source: Ericsson, NEC, Nokia, Nokia Siemens Networks

(Replaces S3-081050)

Discussion: 

Some potential clashes to be taken into account.

Decision: 

The document was agreed.



S3-081025
PCR:33401 Proc-KeNB1





Source: ZTE Corporation, HUAWEI

Abstract: 

SAE/LTE security

Discussion: 

Lu Gan presented the contribution. A similar effect is included in 1050.

Decision: 

The document was merged with 1122.



S3-080959
Disc-Clarification on KeNB Forward Security Solution





Source: HUAWEI, ZTE

Abstract: 

SAE/LTE security

Discussion: 

Lydia Xu presented the contribution.

Decision: 

The document was noted.



S3-080960
CR-Clarification on KeNB Forward Security Solution





Source: HUAWEI, ZTE

Abstract: 

SAE/LTE security

Discussion: 

Lydia Xu presented the contribution. It was decided to agree the the content of 7.2.8, to be merged into 1122.

Decision: 

The document was noted.



S3-081040
Simplifications of handover key derivations (disc)





Source: Ericsson, Qualcomm

Abstract: 

SAE/LTE security

Discussion: 

Karl Norrman presented the contribution.

Decision: 

The document was noted.



S3-081041
Simplifications of handover key derivations (PCR)





Source: Ericsson, Qualcomm

Abstract: 

SAE/LTE security

Discussion: 

Karl Norrman presented the contribution.

Decision: 

The document was agreed.



S3-081075
P-CR 33.401: Forward security key derivation simplification (changes on top of S3-081050)





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Marc Blommaert presented the contribution.

Per Christofferson supported the deletion of C-RNTI. Come Berbain suggested that the deletion of C-RNTI could be agreed if the PCI was used. Alf Zugenmaier suggested that in the last meeting Orange had some concerns about uniqueness of the keys sent if the PCI mechanism is removed and only C-RNTI is kept; Come Berbain pointed out that there should be some kind of amendment to avoid this.

Decision: 

The document was rejected.



S3-081078
P-CR 33.401: Key handling fixes (changes on top of S3-081050)





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Marc Blommaert presented the contribution. It was decided to take the pCR offline and rework some of the Qualcomm concerns.

Decision: 

The document was revised.



S3-081123
P-CR 33.401: Key handling fixes (changes on top of S3-081050)





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-081078)

Discussion: 

Marc Blommaert presented the contribution.

The changes are not against the interim baseline, but assuming the implementation of 1050; this is not compliant to the 3GPP rules. MCC will amend this.

Decision: 

The document was agreed.



S3-081080
P-CR 33.401: Forward security key derivation simplification from S1 signaling point of view (changes on top of 1050)





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Marc Blommaert presented the contribution. There was some discussion and it was agreed that for X2 and S1 there is no topology hiding issue. However the issue remains in general open.

It was agreed to produce a pCR based on this (S3-081124) and an LS (S3-081125).

S3-080180 LS from RAN2 was subsequently reviewed. It was discussed that in question 2 RAN2 suggests that C-RNTI may not be truly random, depending on the implementation.

Alf Zugenmaier suggested that this may imply more testing for operators. The Chairman pointed out that the majority of the companies prefer to eliminate the binding. This will be reflected in 1122. This was agreed.

Decision: 

The document was revised.



S3-081124
P-CR 33.401: Forward security key derivation simplification from S1 signaling point of view (changes on top of 1050)





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-081080)

Discussion: 

Marc Blommaert presented the contribution. Some changes were applied online.

Decision: 

The document was agreed.



S3-081101
Reply to S3-080866 on EPS Key Derivation Function Inputs





Source: ETSI SAGE

Abstract: 

SAE/LTE security

Discussion: 

Per Christofferson presented the LS.

Decision: 

The document was noted.



S3-081013
PCR: Input paramaters to K_ASME derivation





Source: Ericsson, TeliaSonera

Abstract: 

SAE/LTE security

Discussion: 

Karl Norrman presented the contribution.

Decision: 

The document was revised to S3-081128.



S3-081128
PCR: Input paramaters to K_ASME derivation





Source: Ericsson, TeliaSonera

(Replaces S3-081013)

Decision: 

The document was agreed.



S3-081073
P-CR 33.401: Annex A corrections to the KDF input parameters





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Guenther Horn presented the contribution. Some section renumbering should be applied (annex A). Alec Brusilovsky pointed out that figure 6.2-3 in 33.401 should be revised accordingly. This was agreed. Also, the text in the same clause should be changed from is to shall to become normative.

The title change should go away also.

The contribution should be compared with 1122 and some parts of it should go to this. This was agreed.

Decision: 

The document was revised to S3-081127.



S3-081127
P-CR 33.401: Annex A corrections to the KDF input parameters





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-081073)

Decision: 

The document was agreed.



S3-081081
CR 33.220: Add FC number space value allocations and clarification on length parameter





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Guenther Horn presented the contribution. Alf Zugenmaier suggested that perhaps this is not the right place for this input. Guenther Horn replied that the FC values have to be in this specification to give the correct guidance.

This pCR has to be rechecked and re-approved in the November meeting.

Decision: 

The document was agreed.



S3-081125
LS on forward security





Source: SA3

Discussion: 

Marc Blommaert presented the contribution. It was decided not to send this LS as there were clashes with CRs.

Decision: 

The document was rejected.



6.9.4
Integrity and ciphering mechanisms

S3-080987
LS NULL integrity protection algorithm





Source: RAN2

Abstract: 

SAE/LTE security

Discussion: 

Alec Brusilovsky presented the LS.

Guenther Horn proposed to send a reply based on the input he gave to the list. Peter Howard suggested some modifications so as not to ask for a test case specification. Alec Brusilovsky pointed out that this could leave some security breaches.

Alf Zugenmaier expressed a preference for the dummy key because of concerns for bidding down attacks. He also asked to postpone decision for the November meeting. Guenther Horn pointed out there is no advantage in respect to NULL algos on bidding down.

Alcatel-Lucent expressed a preference for NULL. Valtteri Niemi pointed out that there already is a protection for bidding down.

It was agreed to take a tentative decision for NULL (slight preference) and keep a reservation to change opinion in November in case dummy key is a preferred solution.

Decision: 

The document was noted.



S3-080988
LS on AS Message Exception list (Follow up on S3-080502)





Source: RAN2

Abstract: 

SAE/LTE security

Discussion: 

Marc Blommaert presented the LS.

Decision: 

The document was noted.



S3-080990
LS on RRC Connection Re-establishment





Source: RAN2

Abstract: 

SAE/LTE security

Discussion: 

Alf Zugenmaier  presented the LS.

Decision: 

The document was noted.



S3-081017
Discussion: RLF recovery procedure





Source: Ericsson

Abstract: 

SAE/LTE security

Discussion: 

Karl Norrman presented the contribution.

ACTION:
add 1017 analysis to 33.821

(action on: Dajiang Zhang / due by: 2008-12-13)

Decision: 

The document was noted.



S3-081020
RLF recovery procedure





Source: Ericsson

Abstract: 

SAE/LTE security

Discussion: 

This will be merged with 1009 to 1131.

Decision: 

The document was merged.



S3-081009
Addition of short MAC-I calculations





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

This will be merged with 1020 to 1131.

Decision: 

The document was merged.



S3-080977
pCR to 33.401 to introduce EPS algorithms





Source: TeliaSonera

Abstract: 

SAE/LTE security

Discussion: 

Per Christofferson presented the contribution. A reference should be found for the standard incrementing function. MCC will do this.

Decision: 

The document was agreed.



S3-081053
P-CR to 33.401: Addition of missing requirements to drop messages with wrong or missing MAC





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Marc Blommaert presented the contribution.

Decision: 

The document was revised to S3-081107.



S3-081107
P-CR to 33.401: Addition of missing requirements to drop messages with wrong or missing MAC





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-081053)

Discussion: 

Marc Blommaert presented the contribution. Some text has to be produced to be used in the reply LS on this issue. This was agreed.

Decision: 

The document was revised.



S3-081133
P-CR to 33.401: Addition of missing requirements to drop messages with wrong or missing MAC





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-081107)

Decision: 

The document was agreed.



S3-080989
Reply LS on Counter check procedure





Source: RAN2

Abstract: 

SAE/LTE security

Discussion: 

Karl Norrman presented the LS.

Decision: 

The document was noted.



S3-081021
Counter check procedure





Source: Ericsson, Alcatel-Lucent, LG, TeliaSonera, Qualcomm

Abstract: 

SAE/LTE security

Discussion: 

Karl Norrman presented the contribution.

Decision: 

The document was noted.



S3-081105
Comments to S3-081021 on Counter Check procedure





Source: Nokia Corporation, Nokia Siemens Networks, Huawei, ZTE

Abstract: 

SAE/LTE security

Discussion: 

Marc Blommaert presented the commenting contribution. There was some discussion on the contributions.

Peter Howard  suggested that this feature is not currently used but might be useful. Alf Zugenmaier said that DOCOMO is not really interested in this feature. 

Valtteri Niemi suggested that if at least one operator needs counter check procedure then this must be implemented in any case for all.

George Babutt supported Peter Howard's view to keep this in. Huawei said that there can be Chinese operators that might need this feature.

Come Berbain pointed out that if there is not a mechanism to protect after detecting the attack then there is no clear advantage to introduce this. Marc Blommaert suggested that such a mechanism is typically not standardized (e.g. introduced in OAM).

The Chairman proposed to keep the feature in.

Decision: 

The document was noted.



S3-081129
LS reply to RAN2 on NULL IP





Source: SA3

Decision: 

The document was approved.



S3-081130
LS reply on exception list





Source: SA3

Decision: 

The document was approved.



S3-081131
merge of 1020 and 1009





Source: Nokia, Ericsson

Decision: 

The document was agreed.



S3-081134
LS on AS/NAS integrity checks





Source: SA3

Decision: 

The document was approved.



S3-081135
Reply LS on counter check procedure





Source: SA3

Decision: 

The document was approved.



S3-081167
KDF negotiation pCR





Source: Ericsson

Decision: 

The document was noted.



6.9.5
Security establishment and mobility aspects

S3-080972
P-CR-NAS uplink and downlink ciphering





Source: Huawei

Abstract: 

SAE/LTE security

Discussion: 

Dony He presented the pCR. Alf Zugenmaier pointed out the ciphering/deciphering change is not crystal clear in the fiigure.

Guenther Horn pointed out that the change in the text changes the sequence with respect to GSM and UMTS in that incoming ciphering is after SMC and outgoing is after Security Mode Complete.

Alf Zugenmaier suggested that AS and NAS protection are enabled in different times in the current specification and this should be changed to enabling in the same time. An LS will be drafted.

Decision: 

The document was revised to S5-081137.



S3-081137
LS on NAS and AS uplink/downlink ciphering





Source: Huawei

(Replaces S3-080972)

Decision: 

The document was withdrawn.



S3-081136
P-CR-NAS uplink and downlink ciphering





Source: SA3

Discussion: 

Dony He presented the contribution.

Decision: 

The document was agreed.



S3-081138
LS reply on IRAT HO security





Source: SA3

Decision: 

The document was approved.



S3-081139
LS reply on cipher activation at HO





Source: SA3

Decision: 

The document was approved.



6.9.6
Mobility with GSM, UMTS networks

S3-080935
LS on Combination of SMC and Attach or TAU





Source: CT1

Abstract: 

SAE/LTE security

Discussion: 

Karl Norrman presented the LS.

Decision: 

The document was noted.



S3-080992
Response LS on Intersystem RAT handover security





Source: RAN2

Abstract: 

SAE/LTE security

Discussion: 

Alec Brusilovsky presented the LS. A reply will be drafted in S3-081138.

Decision: 

The document was noted.



S3-081023
IRAT mobility





Source: Ericsson

Abstract: 

SAE/LTE security

Discussion: 

Karl Norrman presented the contribution. There was some discussion on the benefits of map context. It was clarified that ISR is necessary.

Decision: 

The document was noted.



S3-081024
DRAFT LS on IRAT mobility





Source: Ericsson

Abstract: 

SAE/LTE security

Decision: 

The document was revised to S3-081153.



S3-081153
LS on IRAT mobility





Source: SA3

(Replaces S3-081024)

Decision: 

The document was approved.



S3-080961
Dis-Key stroage in UE





Source: HUAWEI, ZTE

Abstract: 

SAE/LTE security

Discussion: 

Lydia Xu presented the contribution.

Guenther Horn pointed out that storing the context would be useful in some cases.

Decision: 

The document was noted.



S3-081054
P-CR 33.401: Clarification on cipher activation at IRAT handover





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Marc Blommaert presented the contribution.

The decision on this pCR depends on the result of S3-081139; noted for this meeting.

Decision: 

The document was noted.



S3-081055
P-CR 33.401: Clarification on the activation of integrity protection for IRAT handovers





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Marc Blommaert presented the contribution.

The decision on this pCR depends on the result of S3-081139; noted for this meeting.

Decision: 

The document was noted.



S3-081066
Discussion of security capabilities of SGSN capable of HO between GERAN and E-





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Guenther Horn presented the contribution.

Decision: 

The document was noted.



S3-081067
Corrections to security procedures for mobility between E-UTRAN and GERAN





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Guenther Horn presented the contribution. The first bullet in 10.2.1 must be removed. The pCR will be converted to draft CR to avoid confusion in the LS.

Decision: 

The document was revised.



S3-081140
Corrections to security procedures for mobility between E-UTRAN and GERAN





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-081067)

Decision: 

The document was agreed.



S3-081106
revision of S3-081062 on idle mode mobility from E-UTRAN to UTRAN





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Guenther Horn presented the contribution. Some minor revisions will be applied. Agreed on the principle.

Decision: 

The document was revised to S3-081142.



S3-081142
revision of S3-081062 on idle mode mobility from E-UTRAN to UTRAN





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-081106)

Decision: 

The document was agreed.



S3-081096
P-CR 33.401 Security  Context selection on idle inter-RAT  mobility





Source: ZTE

Abstract: 

SAE/LTE security

Discussion: 

Zhimeng Teng presented the contribution. The UTRAN side is being altered in this contribution. This can be avoided by 1106.

Decision: 

The document was noted.



S3-081064
Correction of handover procedure from E-UTRAN to UTRAN





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Guenther Horn presented the contribution. There are some changes to be done.

Decision: 

The document was revised to S3-081143.



S3-081143
Correction of handover procedure from E-UTRAN to UTRAN





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-081064)

Decision: 

The document was agreed.



S3-081026
PCR 33401 TAU K_eNB Derivation





Source: ZTE Corporation

Abstract: 

SAE/LTE security

Discussion: 

Lu Gan presented the contribution. Category should be F, MCC will handle this. Also the changes are not shown (where the one stops and the other one starts). MCC will handle this.

Decision: 

The document was agreed.



S3-081052
Discussion: Inter-RAT change from GERAN/UTRAN to E-UTRAN with mapped context





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Marc Blommaert presented the contribution.

Decision: 

The document was noted.



S3-081051
P-CR 33.401: Inter-RAT change from GERAN/UTRAN to E-UTRAN with mapped context





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Marc Blommaert presented the contribution. No comments.

Decision: 

The document was agreed.



S3-081063
Correction of idle mode mobility from UTRAN to E-UTRAN





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Guenther Horn presented the contribution.

Decision: 

The document was revised to S3-081152.



S3-081152
Correction of idle mode mobility from UTRAN to E-UTRAN





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-081063)

Decision: 

The document was agreed.



S3-081065
Correction of Handover from UTRAN to E-UTRAN





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Guenther Horn presented the contribution. Adrian Escott expressed a concern on the contribution. A revision will be produced while the pCR is tentatively agreed.

Decision: 

The document was revised to S3-081148.



S3-081148
Correction of Handover from UTRAN to E-UTRAN





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-080964
DISC-Preventing UTRAN/GERAN->eUTRAN Inter-RAT HO for UE with SIM Access





Source: Huawei

Abstract: 

SAE/LTE security

Discussion: 

Lydia Xu presented the contribuiton.

Decision: 

The document was noted.



S3-080965
CR-Preventing UTRAN/GERAN->eUTRAN Inter-RAT HO for UE with SIM Access





Source: Huawei

Abstract: 

SAE/LTE security

Discussion: 

Lydia Xu presented the contribuiton.

Decision: 

The document was noted.



S3-080970
P-CR-Miscellaneous editorial modifications





Source: HUAWEI, ZTE

Abstract: 

SAE/LTE security

Discussion: 

This will be merged with 1122 and the rest will be put in 1154.

Decision: 

The document was merged.



S3-081154
P-CR-Miscellaneous editorial modifications





Source: HUAWEI, ZTE

(Replaces S3-080970)

Decision: 

The document was withdrawn.



S3-081141
LS on security procedures corrections on mobility (UTRAN/E-UTRAN)





Source: SA3

Decision: 

The document was approved.



S3-081022
PCR: Removal of editor's notes that are resolved or are related to new functionality





Source: Ericsson

Abstract: 

SAE/LTE security

Discussion: 

Karl Norrman presented the contribution.

Guenther Horn pointed out that there should be an Editor's Note on the fact that a 3rd use case for key change on the fly may have to be added for clause 7.2.2.

It was agreed to put a note in the meeting minutes instead.

Decision: 

The document was agreed.



6.9.7
Mobility with non-3GPP networks

S3-080995
Reply LS on credential storage for interworking of non-3GPP Accesses





Source: SA1

Abstract: 

SAE/LTE security

Decision: 

The document was noted.



S3-081095
Thoughts on EAP-AKAÆ





Source: Qualcomm Europe

Abstract: 

SAE/LTE security

Discussion: 

Adrian Escott presented the contribution. The group's feeling is that such a drastic change came too late at this stage of review. Noted.

Decision: 

The document was noted.



S3-081069
Clarification of indication of type of authentication from AAA to HSS





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Guenther Horn presented the contribution.

Decision: 

The document was agreed.



S3-080956
Adding EMSK derivation in clause 6.2





Source: ZTE

Abstract: 

SAE/LTE security

Discussion: 

Yinxing Wei presented the contribution. Category should be F. Also the baseline is not complete (6.2 is partially missing).

It was agreed that after step 12 it could be stated that the use of EMSK is specified in the appropriate clause.

Decision: 

The document was revised.



S3-081155
Adding EMSK derivation in clause 6.2





Source: ZTE

(Replaces S3-080956)

Decision: 

The document was agreed.



S3-080958
The Setting  of AMF separation bit for untrusted access





Source: Huawei

Abstract: 

SAE/LTE security

Discussion: 

Lydia Xu presented the contribution. Some revisions have to be applied.

Decision: 

The document was revised to S3-081156.



S3-081156
The Setting  of AMF separation bit for untrusted access





Source: Huawei

(Replaces S3-080958)

Decision: 

The document was agreed.



S3-081070
Resolution of EditorÆs note on tunnel fast re-authentication





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Guenther Horn presented the contribution.

Decision: 

The document was agreed.



S3-081091
Finalising the PMIP security requirements





Source: Qualcomm Europe

Abstract: 

SAE/LTE security

Discussion: 

Adrian Escott presented the contribution. There was some discussion and it was decided to revise the contribution to make the wording softer.

Decision: 

The document was revised.



S3-081157
Finalising the PMIP security requirements





Source: Qualcomm Europe

(Replaces S3-081091)

Decision: 

The document was agreed.



S3-081044
MIPv4 SPI Collision Avoidance





Source: Samsung

Abstract: 

SAE/LTE security

Discussion: 

Rajvel presented the contribution.

One editor's note has been removed by a previous CR; this was not reflected in the interim version. This has to be taken into account by MCC.  

Category should be F (MCC to amend).

Decision: 

The document was agreed.



S3-081045
MIPv4 support for Additional PDN connectivity





Source: Samsung

Abstract: 

SAE/LTE security

Discussion: 

Rajvel presented the contribution. Category should be F (MCC to handle this).

It was clarified that the APN is used as a parameter here only to have key uniqueness.

Decision: 

The document was agreed.



S3-081046
MN-HA Key generation during initial attach or additional PDN connectivity





Source: Samsung

Abstract: 

SAE/LTE security

Discussion: 

Rajvel presented the contribution. Category should be F (MCC to handle this).

Decision: 

The document was agreed.



S3-081047
Handling of Mobility Keys during Re-authentication





Source: Samsung

Abstract: 

SAE/LTE security

Discussion: 

Rajvel presented the contribution. Category should be F (MCC to handle this).

Decision: 

The document was agreed.



S3-081089
Fast re-authentications for DSMIPv6





Source: Qualcomm Europe

Abstract: 

SAE/LTE security

Discussion: 

Adrian Escott presented the contribution. The deletion of the Editor's Note has to be taken out, along with a revision of the second paragraph. This was agreed.

Decision: 

The document was revised.



S3-081158
Fast re-authentications for DSMIPv6





Source: Qualcomm Europe

(Replaces S3-081089)

Decision: 

The document was agreed.



S3-081090
Clarifications to security procedures for DSMIPv6





Source: Qualcomm Europe

Abstract: 

SAE/LTE security

Discussion: 

Adrian Escott presented the contribution.

Decision: 

The document was agreed.



S3-081100
Comments on 1071 and LS from SAGE: Alignment of Key Derivation Function to derive CKÆ, IKÆ from CK, IK for non-3GPP access to EPC with recommendations in reply LS from ETSI SAGE





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Discussion: 

Guenther Horn presented the contribution.

Decision: 

The document was agreed.



S3-080957
Correction of  33.402





Source: HUAWEI, ZTE

Abstract: 

SAE/LTE security

Discussion: 

Lydia Xu presented the contribution.

Decision: 

The document was agreed.



S3-081006
P-CR-ANDSF security





Source: Huawei

Abstract: 

SAE/LTE security

Discussion: 

Lydia Xu presented the contribution.

Decision: 

The document was noted.



S3-081029
ANSDF security analysis





Source: Ericsson

Abstract: 

SAE/LTE security

Discussion: 

Patrik Salmela presented the contribution.

Decision: 

The document was noted.



S3-081030
ANSDF security





Source: Ericsson

Abstract: 

SAE/LTE security

Discussion: 

Patrik Salmela presented the contribution. The pCR can be merged with the Huawei pCR. Tim Wright asked if the use of GBA for UE authentication had been agreed withing SA3; the Chairman replied that solutions are still open but for the time being it is the only proposal. The Chairman clarified that the exception granted by SA plenary concerns Rel-8.

Gunther Horn proposed that since GBA has not already been agreed, it should be decided in the next meeting; the option to manually configure passwords could be envisaged. Rajvel (Samsung) supported this view. Lydia Xu suggested that this would probably cause problems to CT1.

Peter Howard suggested that password provisioning would work efficiently in the home network but would have problems for visiting networks; the Chairman pointed out that for Rel-8 only non-roaming scenarios are envisaged, but probably the functionality will be extended to Release 9.

It was proposed to send an LS to CT1 communicating where SA3 is currently with the ANDSF discussions and letting CT1 progress with their own work.

Guenther Horn proposed that in November it should be decided on only one solution to be mandatory (PSK or certificate-based). This was agreed and will be included in the LS.

It was also agreed that GBA will be used and that it was to be decided whether to add an option or not for an optional alternative.

Decision: 

The document was noted.



S3-081159
LS on ANDSF to CT1





Source: SA3

Decision: 

The document was approved.



S3-081071
Key Derivation Function to derive CKÆ, IKÆ from CK, IK for non-3GPP access to EPC





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

SAE/LTE security

Decision: 

The document was revised to S3-081146.



6.9.8
Network Domain Security

6.9.9
SRVCC

S3-081027
Kc derived in the MSC server in SRVCC





Source: Nokia Corporation, Nokia Siemens Networks, ZTE Corporation

Abstract: 

SAE/LTE security

Decision: 

The document was revised to S3-081146.



S3-081146
Kc derived in the MSC server in SRVCC





Source: Nokia Corporation, Nokia Siemens Networks, ZTE Corporation

(Replaces S3-081027)

Discussion: 

Dajiang Zhang presented the contribution.

Editor's Note should be deleted as SA would not see it positively at this stage. Vesa Lehtorvita suggested the Note is going to be eliminated in the next meeting. It was decided to remove the Note.

Category should be F. K_ASME should be changed to eKSI.

ACTION:
S3-081146 contributors to solve the issue of cached context and KSI values in GERAN

(action on: Dajiang Zhang, Vesa Lehtorvita / due by: 2008-12-14)

Decision: 

The document was revised to S3-081160.



S3-081160
Kc derived in the MSC server in SRVCC





Source: Nokia Corporation, Nokia Siemens Networks, ZTE Corporation

(Replaces S3-081146)

Decision: 

The document was agreed.



S3-081056
SRVCC security procedures





Source: Ericsson

Abstract: 

Decision: 

The document was not presented.


7
Void
8
Void
9
Study items

9.1
Remote management of USIM application for M2M equipment

S3-080941
TR 33.812 v1.0.0





Source: MCC

Abstract: 

Remote management of USIM application for M2M equipment

Decision: 

The document was revised.



S3-081174
TR 33.812 v1.1.0





Source: Rapporteur

Decision: 

The document was agreed.



S3-080943
pCR to TR33.812: Threat Analysis, section 7.1





Source: InterDigital, BT, Ericsson, Motorola, Nokia, Nokia-Siemens Networks, Qualcomm

Abstract: 

Remote management of USIM application for M2M equipment

Discussion: 

Mike Meyerstein presented the contribution.

Heiko Kruse suggested the threat analysis should be done for each of the alternatives. Mireille suggested the likelihood should be changed to '3'; this was agreed.

Decision: 

The document was approved.



S3-080944
pCR to TR33.812: TrE Functionality





Source: InterDigital, BT, Ericsson, Motorola, Nokia

Abstract: 

Remote management of USIM application for M2M equipment

Discussion: 

Mike Meyerstein presented the contribution.

Mauro Castagno said that the content is not clear for a 3GPP reader. It was agreed that the term stakeholders should be clarified.

Decision: 

The document was approved.



S3-080946
pCR to TR33.812: removal of network arch. alts. 1, 2, 3





Source: InterDigital, BT, Ericsson, Motorola, Nokia, Nokia-Siemens Networks, Qualcomm

Abstract: 

Remote management of USIM application for M2M equipment

Discussion: 

Mike Meyerstein presented the contribution.

Decision: 

The document was approved.



S3-080947
pCR to TR33.812: updated glossary





Source: InterDigital, BT, Ericsson, Motorola, Nokia, Nokia-Siemens Networks, Qualcomm

Abstract: 

Remote management of USIM application for M2M equipment

Discussion: 

Mike Meyerstein presented the contribution. VNO is too close to MVNO as an acronym and could create confusion.

Decision: 

The document was approved.



S3-080948
pCR to TR33.812: simplification of network architecture alternative 4





Source: InterDigital, BT, Ericsson, Motorola, Nokia, Nokia-Siemens Networks, Qualcomm

Discussion: 

Mike Meyerstein presented the contribution.

There were some comments; the text in the pCR could be improved in the future.

Decision: 

The document was approved.



S3-080950
pCR to TR33.812: trust model for revised network architecture alternative 4





Source: Motorola, BT, Qualcomm, Ericsson, Nokia, Nokia-Siemens Networks, InterDigital

Abstract: 

Remote management of USIM application for M2M equipment

Discussion: 

Tim Wright presented the contirbution. Some minor corrections to be applied at implementation time. Some improvements are highly wanted in the form of contributions next time.

Decision: 

The document was approved with modifications.



S3-081005
LS on SIM usage in M2M applications





Source: GSMA SCaG

Abstract: 

Remote management of USIM application for M2M equipment

Discussion: 

Mauro Castagno presented the contribution.

Decision: 

The document was noted.



S3-081012
pCR to General Security analysis section





Source: Gemalto

Abstract: 

Remote management of USIM application for M2M equipment

Discussion: 

Mireille Paulliac presented the contribution. It was decided to put an Editor's Note mentioning the LS from SCaG and mention the fact that it has to be taken into account. The content of the pCR will be put in to an Annex. Once these requirements have been addressed the Annex will be deleted.

Decision: 

The document was noted.



S3-081019
Changes to TR33.812 v0.4.0, on Alternative 5





Source: Gemalto, Sagem-Orga, Telecom Italia

Abstract: 

Remote management of USIM application for M2M equipment

Discussion: 

Mauro Castagno presented the contribution.

Decision: 

The document was approved with modifications.



S3-081147
Motorola comments/proposed changes to S3-081019





Source: Motorola

Discussion: 

Tim Wright presented the contirbution.  Colin Blanchard supported this view. Mike Meyerstein supported this view as well. Heiko Krause partially supported this proposal. Come Berbain pointed out that there can be use cases where 1019 is appropriate; Tim Wright proposed that there can be other cases where this is not applicable and the  proposed added note should remain.

Wolf Moeller suggested that this is manual management and not remote; Heiko Kruise suggested that the scope is awaited to be changed. Mauro Castagno objected on the deletion of MNOs as 3GPP has in scope only MNOs. Tim Wright suggested this part can be kept if the last part of the sentence is deleted.

It was decided to change the first comment to 'should be' instead of 'are supposed to be'.

It was proposed to insert an Editor's Note on the fact that it is not clear yet to which use cases is alternative 5 applicable.

It was agreed to accept the remaining comments from Motorola, inserting an Editor's Note on the fact that requirements should be moved to the appropriate sections of the CR.

Decision: 

The document was approved with modifications.



S3-081038
TR33.812: pCR to section 3.1: Adding PCID to Definitions





Source: Ericsson, InterDigital, Nokia, Nokia-Siemens Networks

Abstract: 

Remote management of USIM application for M2M equipment

Discussion: 

Hoakan Englund presented the contribution. The definition might need some improvement.

Decision: 

The document was approved.



S3-081076
Comments on TR 33.812





Source: Vodafone

Abstract: 

Remote management of USIM application for M2M equipment

Decision: 

The document was revised to S3-081145.



S3-081145
Comments on TR 33.812





Source: Vodafone

(Replaces S3-081076)

Discussion: 

Peter Howard presented the contributiion. Colin Blanchard opposed deletion of the use cases in the TR " or perhaps " Colin Blanchard opposed the deletion of the use cases from TR 33.812  as suggested by Vodafone in S3-081145. Mauro Castagno supported the proposal from Vodafone.

Vodafone expressed some concerns that changing the scope might be something very critical at this stage. It was agreed that the issue should be discussed and a solution should be reached three weeks before the meeting based on the comments.

ACTION:


(action on: Chairman / due by: 2008-12-14)

ACTION:
provide input on rationale to keep use cases for M2M

(action on: Companies supporting use cases / due by: 2008-11-14)

Decision: 

The document was approved.



S3-081077
Giving CT6 secondary responsibility for TR 33.812





Source: Vodafone

Abstract: 

Remote management of USIM application for M2M equipment

Discussion: 

Peter Howard presented the contributiion.

There was some discussion on whether CT6 should be involved or not and how in the TR. Mike Meyerstein pointed out that a lot of aspects do not address UICC. Heiko Kruse pointed out that the CT6 expertise could speed up the drafting. Mireille Paulliac pointed out that the USIM is a fundamental module for the work. Come Berbain pointed out that there should be a clear procedure and ownership. Peter Howard proposed a joint meeting with CT6.

It was decided to send an LS to CT6 on this topic. The issue of secondary responsibility has to be clarified and decided if will be given to CT6.

Decision: 

The document was noted.



S3-081171
LS to CT6 on M2M





Source: SA3

Decision: 

The document was approved.

9.2
Home (e)NodeB security

S3-080939
TR 33.820 v1.0.0





Source: MCC

Abstract: 

H (e)NB security

Decision: 

The document was noted.



S3-080942
H(e)NB security: TrE Definition





Source: InterDigital, Infineon

Abstract: 

H (e)NB security

Discussion: 

Mike Meyerstein presented the contribution. Tim Wright suggested that the TrE should not be defined too much in detail at this stage.

It was agreed to add an Editor's Note on the fact that this description has to be aligned with the HPM and should not go too much into detail.

The pCR will be taken back and resubmitted modified in November

Decision: 

The document was noted.



S3-081173
TR 33.820 v1.1.0





Source: MCC

Discussion: 

Timeline for new version:

1 oct new version;

3 oct comments on SA3 list;

7 oct comments resolved.

Decision: 

The document was email.



S3-080980
Security issues in femtocell deployment - Input for SA3





Source: GSMA Femtocell Group (FCG)

Abstract: 

H (e)NB security

Discussion: 

The Chairman presented the contribution.  The TR can be sent as information.

Decision: 

The document was noted.



S3-081097
GSMA Femtocell Security Issues White paper





Source: GSMA SG

Abstract: 

H (e)NB security

Discussion: 

Colin Blanchard pointed out that there might be some divergence between the concept of femtocell and the 3GPP concept of H(e)NB. Peter Howard said that this is not actually the case.

It was agreed to send a reply to 980 saying that the SA3 has taken into account this input (1172).

Decision: 

The document was noted.



S3-080966
Editorial changes to H(e)NB TR





Source: Huawei

Abstract: 

H (e)NB security

Discussion: 

Huawei presented the contribution.

Decision: 

The document was approved.



S3-080967
H(e)NB Security Architecture Overview





Source: Huawei

Abstract: 

H (e)NB security

Discussion: 

Huawei presented the contribution. The Chairman pointed out that the abbreviation SGW should be changed before approving this deliverable as this already used elsewhere.

Mauro Castagno suggested that the value of the picture is questionable; Brian Roseberg supported this view. Valtteri Niemi supported this view. Colin Blanchard suggested the picture is useful.

It was agreed to put an editor's note on the fact the the boxes called stratum is for ffs on whether it is valuable.

Decision: 

The document was approved.



S3-080951
pCR on OAM in H(e)NB





Source: NEC Corporation

Abstract: 

H (e)NB security

Discussion: 

Anand Prasad presented the contribution.

Decision: 

The document was approved.



S3-080976
pCR on OAM threat in H(e)NB





Source: NEC Corporation, T-Mobile, Nokia-Siemens Networks, Nokia Corporation, InterDigital, AT&T

Abstract: 

H (e)NB security

Discussion: 

Anand Prasad presented the contribution.

Decision: 

The document was approved.



S3-080954
H(e)NB: changes to threats and security requirements





Source: Infineon, InterDigital

Abstract: 

H (e)NB security

Discussion: 

Mike Meyerstein presented the contribution. Tim Wright suggested that the functions should be clarified. Achim Luft suggested replacing 'executed' with 'put under the responsibility'. Tim Wright pointed out even this statement is too implementation specific for a TR. Peter Howard supported the contribution.

The requirement part was decided to go under Editor's Note on whether it has to be added.

Decision: 

The document was approved with modifications.



S3-081031
Review of Home eNB Security Requirements





Source: Ericsson

Abstract: 

H (e)NB security

Discussion: 

Bengt Salin presented the contribution.

3: was agreed that has to dealt with in the future.

Owner of HeNB should be replace by Hosting Party.

It was agreed to insert and Editor's Note on the fact that it is ffs whether integrity protection should be required

Decision: 

The document was approved with modifications.



S3-080983
Authentication Implementation Options to H(e)NB TR





Source: Airvana, Nokia Corporation, Nokia Siemens Networks

Abstract: 

H (e)NB security

Discussion: 

Wolf Moeller presented the contribution. The title was agreed to be changed.

Mauro Castagno expressed some concerns to add this as the case for AKA combined is missing.

AKA credential is provided to the TrE; it was added that it can also be stored in the TrE.

Decision: 

The document was approved with modifications.



S3-080984
Backhaul Traffic Protection for H(e)NB TR





Source: Airvana, Nokia Corporation, Nokia Siemens Networks

Abstract: 

H (e)NB security

Discussion: 

Wolf Moeller presented the contribution.

Decision: 

The document was approved.



S3-081072
pCR on secure backhaul connection to section on ôsecurity solutionsö





Source: Nokia Corporation, Nokia Siemens Networks, T-Mobile

Abstract: 

H (e)NB security

Discussion: 

Wolf Moeller presented the contribution.

Brian Rosenberg suggested a Note should be added; this was agreed.

Decision: 

The document was approved.



S3-080955
H(e)NB: changes to section 7, security solutions





Source: InterDigital

Abstract: 

H (e)NB security

Discussion: 

Mike Meyerstein presented the contribution.

Mauro Castagno suggested to explicitely refer to the TrE and HPM definitions, which was agreed.

Decision: 

The document was approved with modifications.



S3-080949
H(e)NB security: table that compares authentication methods





Source: Qualcomm, InterDigital

Abstract: 

H (e)NB security

Discussion: 

Mike Meyerstein presented the contribution. It was agreed to decide in November if the table is needed at all.

Decision: 

The document was noted.



S3-080981
pCR on Authentication method negotiation





Source: NEC Corporation, T-Mobile

Abstract: 

H (e)NB security

Decision: 

The document was revised to S3-081151.



S3-081151
pCR on Authentication method negotiation





Source: NEC Corporation, T-Mobile

(Replaces S3-080981)

Discussion: 

Anand Prasad presented the contribution. It was decided that it is premature to consider the addition of tis content at this stage.

Decision: 

The document was noted.



S3-080969
Comparison security of H(e)NB Location Certification Methods





Source: Huawei

Abstract: 

H (e)NB security

Discussion: 

Huawei presented the contribution.

It was agreed to re-submit the document for the November meeting, integrating the technical comments that were made offline and online.

Decision: 

The document was noted.



S3-080982
H(e)NB: HPM definition





Source: Orange, Gemalto

Abstract: 

H (e)NB security

Discussion: 

Come Berbain presented the contribution. 

Wolf Moeller proposed a change to the title, adding HNB. It was decided to insert an Editor's note on this, to say that this might be added in the future.

Decision: 

The document was approved with modifications.



S3-081028
pCR to clause on storage of AKA credentials in ôsecurity solutionsö





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

H (e)NB security

Decision: 

The document was noted.



S3-081074
Security aspects relating to UE registration with H(e)NB





Source: Vodafone

Abstract: 

H (e)NB security

Decision: 

The document was revised to S3-081144.



S3-081144
Security aspects relating to UE registration with H(e)NB





Source: Vodafone

(Replaces S3-081074)

Discussion: 

Peter Howard presented the contribution. There was some discussion and it was agreed to send an LS to RAN3.

Decision: 

The document was noted.



S3-081170
LS on HeNB access control issues





Source: SA3

Decision: 

The document was approved.



S3-081172
LS to GSMA on Femtocell security





Source: SA3

Decision: 

The document was email.
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Close

The Chairman closed the meeting.
Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-080930
	Draft Agenda for SA WG3 meeting #52
	SA WG3 Chairman
	approved
	-
	-

	S3-080931
	Report from SA3#52
	SA WG3 Secretary
	noted
	-
	-

	S3-080932
	Report from SA#41 Plenary
	SA WG3 Chairman
	noted
	-
	-

	S3-080933
	Information for 3GPP SA3 about status and outlook on Prevention of Unsolicited Communication (PUC) work in TISPAN
	TISPAN
	postponed
	-
	-

	S3-080934
	IMS initiated and controlled PSS and MBMS User Service
	TISPAN
	postponed
	-
	-

	S3-080935
	LS on Combination of SMC and Attach or TAU
	CT1
	noted
	-
	-

	S3-080936
	LS on Definition of Globally Unique Temporary UE Identity
	CT4
	noted
	-
	-

	S3-080937
	LS Response on Use of Public IMS identities in GBA Push
	CT4
	noted
	-
	-

	S3-080938
	Reply LS on SAE interworking with Pre-REL8 system
	CT4
	noted
	-
	-

	S3-080939
	TR 33.820 v1.0.0
	MCC
	noted
	-
	-

	S3-080940
	TR 33.922 v1.0.0
	MCC
	noted
	-
	-

	S3-080941
	TR 33.812 v1.0.0
	MCC
	revised
	-
	-

	S3-080942
	H(e)NB security: TrE Definition
	InterDigital, Infineon
	noted
	-
	-

	S3-080943
	pCR to TR33.812: Threat Analysis, section 7.1
	InterDigital, BT, Ericsson, Motorola, Nokia, Nokia-Siemens Networks, Qualcomm
	approved
	-
	-

	S3-080944
	pCR to TR33.812: TrE Functionality
	InterDigital, BT, Ericsson, Motorola, Nokia
	approved
	-
	-

	S3-080946
	pCR to TR33.812: removal of network arch. alts. 1, 2, 3
	InterDigital, BT, Ericsson, Motorola, Nokia, Nokia-Siemens Networks, Qualcomm
	approved
	-
	-

	S3-080947
	pCR to TR33.812: updated glossary
	InterDigital, BT, Ericsson, Motorola, Nokia, Nokia-Siemens Networks, Qualcomm
	approved
	-
	-

	S3-080948
	pCR to TR33.812: simplification of network architecture alternative 4
	InterDigital, BT, Ericsson, Motorola, Nokia, Nokia-Siemens Networks, Qualcomm
	approved
	-
	-

	S3-080949
	H(e)NB security: table that compares authentication methods
	Qualcomm, InterDigital
	noted
	-
	-

	S3-080950
	pCR to TR33.812: trust model for revised network architecture alternative 4
	Motorola, BT, Qualcomm, Ericsson, Nokia, Nokia-Siemens Networks, InterDigital
	approved with modifications
	-
	-

	S3-080951
	pCR on OAM in H(e)NB
	NEC Corporation
	approved
	-
	-

	S3-080954
	H(e)NB: changes to threats and security requirements
	Infineon, InterDigital
	approved with modifications
	-
	-

	S3-080955
	H(e)NB: changes to section 7, security solutions
	InterDigital
	approved with modifications
	-
	-

	S3-080956
	Adding EMSK derivation in clause 6.2
	ZTE
	revised
	-
	-

	S3-080957
	Correction of  33.402
	HUAWEI, ZTE
	agreed
	-
	-

	S3-080958
	The Setting  of AMF separation bit for untrusted access
	Huawei
	revised
	-
	S3-081156

	S3-080959
	Disc-Clarification on KeNB Forward Security Solution
	HUAWEI, ZTE
	noted
	-
	-

	S3-080960
	CR-Clarification on KeNB Forward Security Solution
	HUAWEI, ZTE
	noted
	-
	-

	S3-080961
	Dis-Key stroage in UE
	HUAWEI, ZTE
	noted
	-
	-

	S3-080962
	CR-Key storage in UE
	HUAWEI, ZTE
	noted
	-
	-

	S3-080963
	Discussion on KDF Negotiation
	Huawei
	noted
	-
	-

	S3-080964
	DISC-Preventing UTRAN/GERAN->eUTRAN Inter-RAT HO for UE with SIM Access
	Huawei
	noted
	-
	-

	S3-080965
	CR-Preventing UTRAN/GERAN->eUTRAN Inter-RAT HO for UE with SIM Access
	Huawei
	noted
	-
	-

	S3-080966
	Editorial changes to H(e)NB TR
	Huawei
	approved
	-
	-

	S3-080967
	H(e)NB Security Architecture Overview
	Huawei
	approved
	-
	-

	S3-080969
	Comparison security of H(e)NB Location Certification Methods
	Huawei
	noted
	-
	-

	S3-080970
	P-CR-Miscellaneous editorial modifications
	HUAWEI, ZTE
	merged
	-
	-

	S3-080971
	P-CR-Bidding down attack
	Huawei
	merged
	-
	-

	S3-080972
	P-CR-NAS uplink and downlink ciphering
	Huawei
	revised
	-
	S5-081137

	S3-080973
	P-CR-Transfering unused AVs
	Huawei
	revised
	-
	S3-081119

	S3-080974
	DISC-GBA push requirements
	Huawei
	noted
	-
	-

	S3-080975
	CR-GBA push requirements
	Huawei
	revised
	-
	-

	S3-080976
	pCR on OAM threat in H(e)NB
	NEC Corporation, T-Mobile, Nokia-Siemens Networks, Nokia Corporation, InterDigital, AT&T
	approved
	-
	-

	S3-080977
	pCR to 33.401 to introduce EPS algorithms
	TeliaSonera
	agreed
	-
	-

	S3-080978
	Reply LS on Rel-8 UICC parameters
	CT6
	noted
	-
	-

	S3-080979
	Definition of terms ISIM and ISIM application in TS 33.203, TS 24.229 and TS 23.228
	CT6
	noted
	-
	-

	S3-080980
	Security issues in femtocell deployment - Input for SA3
	GSMA Femtocell Group (FCG)
	noted
	-
	-

	S3-080981
	pCR on Authentication method negotiation
	NEC Corporation, T-Mobile
	revised
	-
	S3-081151

	S3-080982
	H(e)NB: HPM definition
	Orange, Gemalto
	approved with modifications
	-
	-

	S3-080983
	Authentication Implementation Options to H(e)NB TR
	Airvana, Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-080984
	Backhaul Traffic Protection for H(e)NB TR
	Airvana, Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-080985
	Discussion paper: Remove KDFs negotiation for EPS
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-080986
	P-CR 33.401: KDFs for EPS shall not be negotiated
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-080987
	LS NULL integrity protection algorithm
	RAN2
	noted
	-
	-

	S3-080988
	LS on AS Message Exception list (Follow up on S3-080502)
	RAN2
	noted
	-
	-

	S3-080989
	Reply LS on Counter check procedure
	RAN2
	noted
	-
	-

	S3-080990
	LS on RRC Connection Re-establishment
	RAN2
	noted
	-
	-

	S3-080991
	LS on KeNB handling at handover
	RAN2
	noted
	-
	-

	S3-080992
	Response LS on Intersystem RAT handover security
	RAN2
	noted
	-
	-

	S3-080993
	LS on E-UTRAN security related issues
	RAN3
	noted
	-
	-

	S3-080994
	Answer LS on 'New WID on Protection against Unsolicited Communication for IMS (PUCI)'
	SA1
	noted
	-
	-

	S3-080995
	Reply LS on credential storage for interworking of non-3GPP Accesses
	SA1
	noted
	-
	-

	S3-080996
	Reply LS on Creation of a SA-wide work item for work on ICS and IMS session continuity in Release 9
	SA1
	noted
	-
	-

	S3-080997
	Reply LS on IMS media protection
	OMA
	noted
	-
	-

	S3-080998
	Reply LS on S1 Overload Control
	SA2
	noted
	-
	-

	S3-080999
	Response to LS on IMS initiated and controlled PSS and MBMS User Service Architecture
	SA2
	postponed
	-
	-

	S3-081000
	Creation of a SA-wide work item for work on ICS and IMS session continuity in Release 9
	SA2
	noted
	-
	-

	S3-081001
	Reply-LS on Creation of a SA-wide work item for work on ICS and IMS session continuity in Release 9
	SA2
	noted
	-
	-

	S3-081002
	Reply LS on Definition of Globally Unique Temporary UE Identity
	SA2
	noted
	-
	-

	S3-081003
	LS response to LS on IMS initiated and controlled PSS and MBMS User Service: Architecture
	SA4
	noted
	-
	-

	S3-081004
	LS response to LS on Creation of a SA-wide work item for work on ICS and IMS session continuity in Release 9
	SA4
	noted
	-
	-

	S3-081005
	LS on SIM usage in M2M applications
	GSMA SCaG
	noted
	-
	-

	S3-081006
	P-CR-ANDSF security
	Huawei
	noted
	-
	-

	S3-081007
	Removal of SIP Digest Authentication Vector EditorÆs Note
	Nokia Corporation, Nokia Siemens Networks, CableLabs
	agreed
	-
	-

	S3-081008
	Usage of AVs for authentication of Register and Non-Register messages
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-081009
	Addition of short MAC-I calculations
	Nokia Corporation, Nokia Siemens Networks
	merged
	-
	-

	S3-081010
	Push NAF authorization
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	-

	S3-081011
	Editorial corrections in Annex P3 and P.4.2
	Telecom Italia
	agreed
	-
	-

	S3-081012
	pCR to General Security analysis section
	Gemalto
	noted
	-
	-

	S3-081013
	PCR: Input paramaters to K_ASME derivation
	Ericsson, TeliaSonera
	revised
	-
	S3-081128

	S3-081014
	Storage of EPS AKA security context in the UE
	Gemalto
	noted
	-
	-

	S3-081015
	DRAFT Reply LS on E-UTRAN security related issues
	Ericsson
	revised
	-
	S3-081109

	S3-081016
	pCR: storage of EPS AKA security context
	Gemalto
	noted
	-
	-

	S3-081017
	Discussion: RLF recovery procedure
	Ericsson
	noted
	-
	-

	S3-081018
	pCR: storage of UMTS security context after handover
	Gemalto
	noted
	-
	-

	S3-081019
	Changes to TR33.812 v0.4.0, on Alternative 5
	Gemalto, Sagem-Orga, Telecom Italia
	approved with modifications
	-
	-

	S3-081020
	RLF recovery procedure
	Ericsson
	merged
	-
	-

	S3-081021
	Counter check procedure
	Ericsson, Alcatel-Lucent, LG, TeliaSonera, Qualcomm
	noted
	-
	-

	S3-081022
	PCR: Removal of editor's notes that are resolved or are related to new functionality
	Ericsson
	agreed
	-
	-

	S3-081023
	IRAT mobility
	Ericsson
	noted
	-
	-

	S3-081024
	DRAFT LS on IRAT mobility
	Ericsson
	revised
	-
	S3-081153

	S3-081025
	PCR:33401 Proc-KeNB1
	ZTE Corporation, HUAWEI
	noted
	-
	-

	S3-081026
	PCR 33401 TAU K_eNB Derivation
	ZTE Corporation
	agreed
	-
	-

	S3-081027
	Kc derived in the MSC server in SRVCC
	Nokia Corporation, Nokia Siemens Networks, ZTE Corporation
	revised
	-
	S3-081146

	S3-081028
	pCR to clause on storage of AKA credentials in ôsecurity solutionsö
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-081029
	ANSDF security analysis
	Ericsson
	noted
	-
	-

	S3-081030
	ANSDF security
	Ericsson
	noted
	-
	-

	S3-081031
	Review of Home eNB Security Requirements
	Ericsson
	approved with modifications
	-
	-

	S3-081032
	Consistent handling of integrity-protected flag
	Ericsson
	noted
	-
	-

	S3-081033
	IMS Media Security use cases and requirements (pCR)
	Ericsson
	agproved with modifications
	-
	-

	S3-081034
	IMS Media Security Deployment Scenarios
	Ericsson
	revised
	-
	S3-081149

	S3-081035
	IMS Media Security Comparison of solution proposals
	Ericsson
	noted
	-
	-

	S3-081036
	GBA-Push corrections and updates
	Ericsson, Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-081037
	GBA-Push resolution of editors notes and corrections
	Ericsson, Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-081038
	TR33.812: pCR to section 3.1: Adding PCID to Definitions
	Ericsson, InterDigital, Nokia, Nokia-Siemens Networks
	approved
	-
	-

	S3-081039
	Proposed LS Response on Response on Use of Public IMS identities in GBA Push
	Ericsson
	revised
	-
	-

	S3-081040
	Simplifications of handover key derivations (disc)
	Ericsson, Qualcomm
	noted
	-
	-

	S3-081041
	Simplifications of handover key derivations (PCR)
	Ericsson, Qualcomm
	agreed
	-
	-

	S3-081042
	Key separation in E-UTRAN
	Ericsson
	noted
	-
	-

	S3-081043
	Key separation in E-UTRAN (PCR)
	Ericsson
	noted
	-
	-

	S3-081044
	MIPv4 SPI Collision Avoidance
	Samsung
	agreed
	-
	-

	S3-081045
	MIPv4 support for Additional PDN connectivity
	Samsung
	agreed
	-
	-

	S3-081046
	MN-HA Key generation during initial attach or additional PDN connectivity
	Samsung
	agreed
	-
	-

	S3-081047
	Handling of Mobility Keys during Re-authentication
	Samsung
	agreed
	-
	-

	S3-081048
	Review of LTE algorithm selection and handling (disc)
	Ericsson
	noted
	-
	-

	S3-081049
	Review of LTE algorithm selection and handling (PCR)
	Ericsson
	merged
	-
	-

	S3-081050
	E-UTRAN handover key derivations correction (PCR)
	Ericsson, NEC, Nokia, Nokia Siemens Networks
	revised
	-
	S3-081122

	S3-081051
	P-CR 33.401: Inter-RAT change from GERAN/UTRAN to E-UTRAN with mapped context
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-081052
	Discussion: Inter-RAT change from GERAN/UTRAN to E-UTRAN with mapped context
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-081053
	P-CR to 33.401: Addition of missing requirements to drop messages with wrong or missing MAC
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-081107

	S3-081054
	P-CR 33.401: Clarification on cipher activation at IRAT handover
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-081055
	P-CR 33.401: Clarification on the activation of integrity protection for IRAT handovers
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-081056
	SRVCC security procedures
	Ericsson
	not presented
	-
	-

	S3-081057
	Correction of definition and usage of Key Set Identifier (KSI) in EPS
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-081111

	S3-081058
	Storage of EPS security context in non-volatile memory of ME
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-081059
	Correction of definition and usage of Key Set Identifier (KSI) in EPS
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-081113

	S3-081060
	Correction of handling of EPS security contexts in the ME
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-081114

	S3-081061
	Correction of storage of security contexts during state transitions
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-081115

	S3-081063
	Correction of idle mode mobility from UTRAN to E-UTRAN
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-081152

	S3-081064
	Correction of handover procedure from E-UTRAN to UTRAN
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-081143

	S3-081065
	Correction of Handover from UTRAN to E-UTRAN
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-081066
	Discussion of security capabilities of SGSN capable of HO between GERAN and E-
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-081067
	Corrections to security procedures for mobility between E-UTRAN and GERAN
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	-

	S3-081068
	Introducing the generic term eKSI for the Key Set Identifier in E-UTRAN
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-081116

	S3-081069
	Clarification of indication of type of authentication from AAA to HSS
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-081070
	Resolution of EditorÆs note on tunnel fast re-authentication
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-081071
	Key Derivation Function to derive CKÆ, IKÆ from CK, IK for non-3GPP access to EPC
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-081146

	S3-081072
	pCR on secure backhaul connection to section on ôsecurity solutionsö
	Nokia Corporation, Nokia Siemens Networks, T-Mobile
	approved
	-
	-

	S3-081073
	P-CR 33.401: Annex A corrections to the KDF input parameters
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-081127

	S3-081074
	Security aspects relating to UE registration with H(e)NB
	Vodafone
	revised
	-
	S3-081144

	S3-081075
	P-CR 33.401: Forward security key derivation simplification (changes on top of S3-081050)
	Nokia Corporation, Nokia Siemens Networks
	rejected
	-
	-

	S3-081076
	Comments on TR 33.812
	Vodafone
	revised
	-
	S3-081145

	S3-081077
	Giving CT6 secondary responsibility for TR 33.812
	Vodafone
	noted
	-
	-

	S3-081078
	P-CR 33.401: Key handling fixes (changes on top of S3-081050)
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	-

	S3-081079
	KDF negotiation
	NTT DOCOMO
	noted
	-
	-

	S3-081080
	P-CR 33.401: Forward security key derivation simplification from S1 signaling point of view (changes on top of 1050)
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	-

	S3-081081
	CR 33.220: Add FC number space value allocations and clarification on length parameter
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-081082
	Approaches to IMS media security
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-081083
	Pseudo CR on requirements section
	Nokia Corporation, Nokia Siemens Networks
	agreed with modifications
	-
	-

	S3-081084
	PCI confusion more common than thought
	Qualcomm Europe
	noted
	-
	-

	S3-081085
	SDES in end-to-middle scenarios
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-081086
	Inter RAT mobility security clarifications
	NTT DOCOMO, NEC
	revised
	-
	S3-081112

	S3-081087
	MIKEY alternative for IMS Media
	Qualcomm Europe
	approved with modificaitons
	-
	-

	S3-081088
	Update of ticket based media security solution
	Ericsson
	approved with modifications
	-
	-

	S3-081089
	Fast re-authentications for DSMIPv6
	Qualcomm Europe
	revised
	-
	-

	S3-081090
	Clarifications to security procedures for DSMIPv6
	Qualcomm Europe
	agreed
	-
	-

	S3-081091
	Finalising the PMIP security requirements
	Qualcomm Europe
	revised
	-
	-

	S3-081092
	pCR: storage of EPS AKA security context after security interworking
	Gemalto
	noted
	-
	-

	S3-081093
	Fixing PCI confusion problem
	NTT DOCOMO
	revised
	-
	S3-081104

	S3-081095
	Thoughts on EAP-AKAÆ
	Qualcomm Europe
	noted
	-
	-

	S3-081096
	P-CR 33.401 Security  Context selection on idle inter-RAT  mobility
	ZTE
	noted
	-
	-

	S3-081097
	GSMA Femtocell Security Issues White paper
	GSMA SG
	noted
	-
	-

	S3-081098
	Algorithm Implementation Roadmap
	GSMA SG
	noted
	-
	-

	S3-081100
	Comments on 1071 and LS from SAGE: Alignment of Key Derivation Function to derive CKÆ, IKÆ from CK, IK for non-3GPP access to EPC with recommendations in reply LS from ETSI SAGE
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-081101
	Reply to S3-080866 on EPS Key Derivation Function Inputs
	ETSI SAGE
	noted
	-
	-

	S3-081102
	Comments on S3-081035 ('IMS Media Security Comparison of solution proposals ')
	Nokia Siemens Networks
	noted
	-
	-

	S3-081103
	Comments on S3-081033 ('IMS Media Security use cases and requirements (pCR)')
	Nokia Siemens Networks
	noted
	-
	-

	S3-081104
	Revision of 081093
	NTT DOCOMO
	noted
	-
	-

	S3-081105
	Comments to S3-081021 on Counter Check procedure
	Nokia Corporation, Nokia Siemens Networks, Huawei, ZTE
	noted
	-
	-

	S3-081106
	revision of S3-081062 on idle mode mobility from E-UTRAN to UTRAN
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-081142

	S3-081107
	P-CR to 33.401: Addition of missing requirements to drop messages with wrong or missing MAC
	Nokia Corporation, Nokia Siemens Networks
	revised
	S3-081053
	-

	S3-081108
	Giving CT6 secondary responsibility for TR 33.812 (Update of S3-081077)
	Vodafone, Orange, T-Mobile
	withdrawn
	-
	-

	S3-081109
	DRAFT Reply LS on E-UTRAN security related issues
	Ericsson
	revised
	S3-081015
	-

	S3-081110
	Reply to S3-080978
	SA3
	approved
	-
	-

	S3-081111
	Correction of definition and usage of Key Set Identifier (KSI) in EPS
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-081057
	-

	S3-081112
	Inter RAT mobility security clarifications
	NTT DOCOMO, NEC
	agreed
	S3-081086
	-

	S3-081113
	Correction of definition and usage of Key Set Identifier (KSI) in EPS
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-081059
	-

	S3-081114
	Correction of handling of EPS security contexts in the ME
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-081060
	-

	S3-081115
	Correction of storage of security contexts during state transitions
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-081061
	-

	S3-081116
	Introducing the generic term eKSI for the Key Set Identifier in E-UTRAN
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-081068
	-

	S3-081117
	pCR to 33.401 on GUTI
	Alcatel-Lucent
	agreed
	-
	-

	S3-081118
	LS on PCI clarification (reponse to 990)
	SA3
	approved
	S3-081093
	-

	S3-081119
	P-CR-Transfering unused AVs
	Huawei
	agreed
	S3-080973
	-

	S3-081120
	Algorithm selection (Merge of 1049 and 971)
	Huawei, Ericsson
	agreed
	S3-080971
	-

	S3-081121
	Reply to LS on KeNB handling at handover (991)
	SA3
	approved
	-
	-

	S3-081122
	E-UTRAN handover key derivations correction (PCR)
	Ericsson, NEC, Nokia, Nokia Siemens Networks
	agreed
	S3-081050
	-

	S3-081123
	P-CR 33.401: Key handling fixes (changes on top of S3-081050)
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-081078
	-

	S3-081124
	P-CR 33.401: Forward security key derivation simplification from S1 signaling point of view (changes on top of 1050)
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-081080
	-

	S3-081125
	LS on forward security
	SA3
	rejected
	-
	-

	S3-081126
	RAN plenary brief on security
	RP
	withdrawn
	-
	-

	S3-081127
	P-CR 33.401: Annex A corrections to the KDF input parameters
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-081073
	-

	S3-081128
	PCR: Input paramaters to K_ASME derivation
	Ericsson, TeliaSonera
	agreed
	S3-081013
	-

	S3-081129
	LS reply to RAN2 on NULL IP
	SA3
	approved
	-
	-

	S3-081130
	LS reply on exception list
	SA3
	approved
	-
	-

	S3-081131
	merge of 1020 and 1009
	Nokia, Ericsson
	agreed
	-
	-

	S3-081132
	TR 33.922 v1.0.0
	MCC
	agreed
	-
	-

	S3-081133
	P-CR to 33.401: Addition of missing requirements to drop messages with wrong or missing MAC
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-081107
	-

	S3-081134
	LS on AS/NAS integrity checks
	SA3
	approved
	-
	-

	S3-081135
	Reply LS on counter check procedure
	SA3
	approved
	-
	-

	S3-081136
	P-CR-NAS uplink and downlink ciphering
	SA3
	agreed
	-
	-

	S3-081137
	LS on NAS and AS uplink/downlink ciphering
	Huawei
	withdrawn
	S3-080972
	-

	S3-081138
	LS reply on IRAT HO security
	SA3
	approved
	-
	-

	S3-081139
	LS reply on cipher activation at HO
	SA3
	approved
	-
	-

	S3-081140
	Corrections to security procedures for mobility between E-UTRAN and GERAN
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-081067
	-

	S3-081141
	LS on security procedures corrections on mobility (UTRAN/E-UTRAN)
	SA3
	approved
	-
	-

	S3-081142
	revision of S3-081062 on idle mode mobility from E-UTRAN to UTRAN
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-081106
	-

	S3-081143
	Correction of handover procedure from E-UTRAN to UTRAN
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-081064
	-

	S3-081144
	Security aspects relating to UE registration with H(e)NB
	Vodafone
	noted
	S3-081074
	-

	S3-081145
	Comments on TR 33.812
	Vodafone
	approved
	S3-081076
	-

	S3-081146
	Kc derived in the MSC server in SRVCC
	Nokia Corporation, Nokia Siemens Networks, ZTE Corporation
	revised
	S3-081027
	S3-081160

	S3-081147
	Motorola comments/proposed changes to S3-081019
	Motorola
	approved with modifications
	-
	-

	S3-081148
	Correction of Handover from UTRAN to E-UTRAN
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-081149
	IMS Media Security Deployment Scenarios
	Ericsson, Qualcomm
	noted
	S3-081034
	-

	S3-081150
	LS IRAT HO with SIM access
	SA3
	approved
	-
	-

	S3-081151
	pCR on Authentication method negotiation
	NEC Corporation, T-Mobile
	noted
	S3-080981
	-

	S3-081152
	Correction of idle mode mobility from UTRAN to E-UTRAN
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-081063
	-

	S3-081153
	LS on IRAT mobility
	SA3
	approved
	S3-081024
	-

	S3-081154
	P-CR-Miscellaneous editorial modifications
	HUAWEI, ZTE
	withdrawn
	S3-080970
	-

	S3-081155
	Adding EMSK derivation in clause 6.2
	ZTE
	agreed
	S3-080956
	-

	S3-081156
	The Setting  of AMF separation bit for untrusted access
	Huawei
	agreed
	S3-080958
	-

	S3-081157
	Finalising the PMIP security requirements
	Qualcomm Europe
	agreed
	S3-081091
	-

	S3-081158
	Fast re-authentications for DSMIPv6
	Qualcomm Europe
	agreed
	S3-081089
	-

	S3-081159
	LS on ANDSF to CT1
	SA3
	approved
	-
	-

	S3-081160
	Kc derived in the MSC server in SRVCC
	Nokia Corporation, Nokia Siemens Networks, ZTE Corporation
	agreed
	S3-081146
	-

	S3-081161
	Proposed LS Response on Response on Use of Public IMS identities in GBA Push
	Ericsson
	agreed
	S3-081039
	-

	S3-081162
	CR-GBA push requirements
	Huawei
	withdrawn
	S3-080975
	-

	S3-081163
	Push NAF authorization
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-081010
	-

	S3-081164
	LS from SA Plenary on IMC
	SA Plenary
	noted
	-
	-

	S3-081165
	LS to OMA on media security
	SA3
	approved
	-
	-

	S3-081166
	RAN plenary brief on security
	RP
	noted
	-
	-

	S3-081167
	KDF negotiation pCR
	Ericsson
	noted
	-
	-

	S3-081168
	Media Security TR
	Rapporteur (Vodafone)
	email
	-
	-

	S3-081169
	Media Security Comparison Tables
	Rapporteur (Vodafone)
	email
	-
	-

	S3-081170
	LS on HeNB access control issues
	SA3
	approved
	-
	-

	S3-081171
	LS to CT6 on M2M
	SA3
	approved
	-
	-

	S3-081172
	LS to GSMA on Femtocell security
	SA3
	email
	-
	-

	S3-081173
	TR 33.820 v1.1.0
	MCC
	email
	-
	-

	S3-081174
	TR 33.812 v1.1.0
	Rapporteur
	agreed
	-
	-

	S3-081175
	DRAFT Reply LS on E-UTRAN security related issues
	Ericsson
	approved
	S3-081109
	-


Annex B: List of change requests

	Document
	Title
	Source
	Decision
	Spec
	CR
	Rev
	Rel
	Cat
	WI

	S3-081007
	Removal of SIP Digest Authentication Vector EditorÆs Note
	Nokia Corporation, Nokia Siemens Networks, CableLabs
	agreed
	-
	-
	-
	-
	-
	-

	S3-081008
	Usage of AVs for authentication of Register and Non-Register messages
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-
	-
	-
	-
	-

	S3-081011
	Editorial corrections in Annex P3 and P.4.2
	Telecom Italia
	agreed
	-
	-
	-
	-
	-
	-

	S3-081081
	CR 33.220: Add FC number space value allocations and clarification on length parameter
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-
	-
	-
	-
	-


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Title
	From
	Decision
	Reply in

	S3-080933
	Information for 3GPP SA3 about status and outlook on Prevention of Unsolicited Communication (PUC) work in TISPAN
	TISPAN
	postponed
	

	S3-080935
	LS on Combination of SMC and Attach or TAU
	CT1
	noted
	

	S3-080936
	LS on Definition of Globally Unique Temporary UE Identity
	CT4
	noted
	

	S3-080937
	LS Response on Use of Public IMS identities in GBA Push
	CT4
	noted
	

	S3-080938
	Reply LS on SAE interworking with Pre-REL8 system
	CT4
	noted
	

	S3-080979
	Definition of terms ISIM and ISIM application in TS 33.203, TS 24.229 and TS 23.228
	CT6
	noted
	

	S3-080987
	LS NULL integrity protection algorithm
	RAN2
	noted
	

	S3-080988
	LS on AS Message Exception list (Follow up on S3-080502)
	RAN2
	noted
	

	S3-080989
	Reply LS on Counter check procedure
	RAN2
	noted
	

	S3-080990
	LS on RRC Connection Re-establishment
	RAN2
	noted
	

	S3-080992
	Response LS on Intersystem RAT handover security
	RAN2
	noted
	

	S3-080993
	LS on E-UTRAN security related issues
	RAN3
	noted
	

	S3-080994
	Answer LS on 'New WID on Protection against Unsolicited Communication for IMS (PUCI)'
	SA1
	noted
	

	S3-080995
	Reply LS on credential storage for interworking of non-3GPP Accesses
	SA1
	noted
	

	S3-080996
	Reply LS on Creation of a SA-wide work item for work on ICS and IMS session continuity in Release 9
	SA1
	noted
	

	S3-080998
	Reply LS on S1 Overload Control
	SA2
	noted
	

	S3-081000
	Creation of a SA-wide work item for work on ICS and IMS session continuity in Release 9
	SA2
	noted
	

	S3-081001
	Reply-LS on Creation of a SA-wide work item for work on ICS and IMS session continuity in Release 9
	SA2
	noted
	

	S3-081002
	Reply LS on Definition of Globally Unique Temporary UE Identity
	SA2
	noted
	

	S3-081004
	LS response to LS on Creation of a SA-wide work item for work on ICS and IMS session continuity in Release 9
	SA4
	noted
	

	S3-081005
	LS on SIM usage in M2M applications
	GSMA SCaG
	noted
	

	S3-081101
	Reply to S3-080866 on EPS Key Derivation Function Inputs
	ETSI SAGE
	noted
	


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-081110
	Reply to S3-080978
	CT1, CT6
	SA1
	

	S3-081118
	LS on PCI clarification (reponse to 990)
	-
	-
	

	S3-081121
	Reply to LS on KeNB handling at handover (991)
	-
	-
	

	S3-081129
	LS reply to RAN2 on NULL IP
	RAN2, CT1
	SA1
	

	S3-081130
	LS reply on exception list
	-
	-
	

	S3-081134
	LS on AS/NAS integrity checks
	CT1
	-
	

	S3-081135
	Reply LS on counter check procedure
	-
	-
	

	S3-081138
	LS reply on IRAT HO security
	-
	-
	

	S3-081139
	LS reply on cipher activation at HO
	-
	-
	

	S3-081141
	LS on security procedures corrections on mobility (UTRAN/E-UTRAN)
	-
	-
	

	S3-081153
	LS on IRAT mobility
	-
	-
	

	S3-081159
	LS on ANDSF to CT1
	-
	-
	

	S3-081161
	Proposed LS Response on Response on Use of Public IMS identities in GBA Push
	-
	-
	

	S3-081165
	LS to OMA on media security
	-
	-
	

	S3-081170
	LS on HeNB access control issues
	-
	-
	

	S3-081171
	LS to CT6 on M2M
	-
	-
	

	S3-081175
	DRAFT Reply LS on E-UTRAN security related issues
	-
	-
	


Annex E: List of action items

	Meeting/Number
	Agenda item
	Document
	Details
	Responsible

	S3-52/1
	4
	S3-080932
	Review MBMS WID (SP-080442) concerning NDS.
	Vesa Lehtorvita

	S3-52/2
	6.9.1
	S3-081057
	check the 18 instances relating to the definitions in S3-081057
	Alf Zugenmaier

	S3-52/4
	6.9.4
	S3-081017
	add 1017 analysis to 33.821
	Dajiang Zhang

	S3-52/5
	6.9.9
	S3-081146
	S3-081146 contributors to solve the issue of cached context and KSI values in GERAN
	Dajiang Zhang, Vesa Lehtorvita

	S3-52/6
	6.6
	S3-081010
	Revise CRs to new baseline
	GBA authors

	S3-52/7
	6.1.1
	S3-081000
	review relevant WID from the security part
	Supporting companies

	S3-52/8
	6.1.1
	S3-081164
	create CR for next meeting on IMC security requirements
	Adrian Escott

	S3-52/9
	6.1.4
	S3-081102
	participate in email discussion completing the table for media security solutions comparison
	Contributors to media security

	S3-52/10
	6.1.4
	S3-081102
	Chair email discussion on Media Security
	Peter Howard

	S3-52/12
	9.1
	S3-081145
	provide input on rationale to keep use cases for M2M
	Companies supporting use cases


Annex F: List of participants

	Lastname
	Firstname
	Organization

	Babut
	George
	Rogers Wireless Inc.

	Berbain
	Côme
	France Telecom

	Blanchard
	Colin
	BT Group Plc

	Blommaert
	Marc
	NOKIA Corporation

	Brookson
	Charles
	BERR

	Brusilovsky
	Alec
	Alcatel-Lucent

	Castagno
	Mauro
	TELECOM ITALIA S.p.A.

	Christoffersson
	Per
	TeliaSonera AB

	Ciotti
	Frank
	MOTOROLA Ltd

	Englund
	Håkan
	Nanjing Ericsson Panda Com Ltd

	Escott
	Adrian
	QUALCOMM EUROPE S.A.R.L.

	He
	dony
	HUAWEI TECHNOLOGIES Co. Ltd.

	Horn
	Guenther
	Nokia Siemens Networks

	Howard
	Peter
	VODAFONE Group Plc

	Køien
	Geir
	TELENOR ASA

	Kruse
	Heiko
	Sagem Orga GmbH

	Lehtovirta
	Vesa
	Telefon AB LM Ericsson

	Luft
	Achim
	INFINEON TECHNOLOGIES

	Martin
	Javier
	MOTOROLA Ltd

	Meyerstein
	Mike
	INTERDIGITAL COMMUNICATIONS

	Michau
	Benoit
	France Telecom

	Moeller
	Wolf-Dietrich
	Nokia Siemens Networks

	Muhanna
	Ahmad
	Nortel Networks (USA)

	Niemi
	Valtteri
	NOKIA Corporation

	Norrman
	Karl
	Nippon Ericsson K.K.

	Pauliac
	Mireille
	Gemalto N.V.

	Prasad
	Anand
	NEC Corporation

	Rajadurai
	Rajavelsamy
	Samsung Electronics Co., Ltd

	Rosenberg
	Brian
	Qualcomm Incorporated

	Sahlin
	Bengt
	Telefon AB LM Ericsson

	Salmela
	Patrik
	Telefon AB LM Ericsson

	Schneider
	Peter
	Nokia Siemens Networks Oy

	Teng
	Zhimeng
	ZTE Corporation

	Wei
	Yinxing
	ZTE Corporation

	Wright
	Timothy
	MOTOROLA Ltd

	Xu
	Lydia
	HUAWEI TECHNOLOGIES Co. Ltd.

	Zhang
	Dajiang
	Nokia Japan Co, Ltd

	zhang
	xuwu
	ZTE Corporation

	Zugenmaier
	Alf
	NTT DoCoMo Inc.

	Zumerle
	Dionisio
	ETSI Secretariat


