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1. Overall Description:

SA3 thanks RAN3 for their LS. In order to understand the context, we reviewed contents of the “SON Configuration Transfer IE” as described in TS 36.413 and have the following feedback. 
1.1 Address information 

The IE as currently defined seems to only transfer an eNB’s transport address (or two of them for redundant setup). This does not seem to account for backhaul security as specified in TS 33.401 and 33.210 (NDS/IP), which uses IPsec in tunnel mode. The eNB’s tunnel end IP address (= transport address) is not necessarily the same as the tunnel-internal logical address(es) for eNB protocol handlers. Moreover, modular eNB architectures may have different addresses per Control/User/Management Plane. So there is a need to allow transfer of multiple IP addresses per eNB, and to indicate the purpose of the address.
1.2 Topology information

For X2 IPsec tunnel setup, there are at least two topology options:
a) Star topology: Neighbour eNB re-use existing tunnels which have been established for S1 communications via central Security Gateways also for their X2 communication
b) Mesh topology: Neighbour eNB establish direct tunnels for X2 communications in addition to existing tunnels to central Security Gateways
Depending on the transport network, either a) or b) could be preferrable, so it makes sense to allow both options. It is up to RAN3 to decide if IPsec topology is configured once per eNB or per X2 setup. 
1.3 X2 setup source address information

In general, SA3 agrees that access control can help to reduce denial-of-service risks in large flat networks. NDS/IP will also provide some access control: if the IPsec policy is suitably configured, NE will only establish and accept connections to/from legitimate peers. SA3 thinks it is necessary to inform both source and target eNB of an X2 setup request about their X2 peer’s IP addresses in advance to the actual logical X2 interface establishment. This information is needed to establish eNB-internal routing into the correct IPsec tunnel, and to define the IPsec policy. Moreover, the information is useful to configure ACL in the absence of (or in addition to) NDS/IP. SA3 agrees that a “SON Configuration Transfer IE” or similar message should be sent to both X2 peers.
2. Actions:

To RAN3 group.

ACTION: 
RAN3 is kindly asked to take the above information into account when extending the “SON Configuration Transfer IE” for X2 establishment.
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