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1. Introduction

The current H(e)NB specification TS 33.320 has defined device validation in terms of authentication with the SeGW and the H(e)MS .  The multiple section definitions have highlighted the need for further clarification of the scope within each section.  This contribution aims to provide the needed clarification of device validation.

2. Rationale
Device validation is defined in TS 33.320 section 7.1 as:
“The H(e)NB shall support a device validation method where the device implicitly indicates its validity to the SeGW or H(e)MS by successful execution of device authentication”

The authentication process is securely bound to device validation as defined in section 5.2:

“The device mutual authentication shall be securely bound to device integrity validation.”
The discussion document S3-10126 details a layered device integrityvalidation procedure.  It was shown that device validation for authentication with the H(e)MS requires only validation of the management entity to release the authentication key.  Device validation for authentication with the SeGW requires validation of the full H(e)NB functionality.  Device validation and the components necessary for trusted operation are dependent on the network entity to which the H(e)NB authenticates.  This distinction in requirements for H(e)MS and SeGW device validation has highlighted the need for clarifying text.
Section 7.2 describes device validation in the context of device authentication with the SeGW and section 8.3.2.2 describes device validation in the context of device authentication with H(e)MS.  
The clarification regarding validation of the management functionality allows the H(e)NB to securely communicate with the H(e)MS independent of the SeGW authentication.  This is critical in answering the question regarding the validity of alarms received from the H(e)NB in the case of SeGW authentication failure.  The trusted environment assures that components needed for a specific validation type have passed their integrity checks.

It is being proposed that the text clarifying the distinction between device validation with the SeGW and the H(e)MS be included and accepted by SA3. 

3. CR

The following changes are proposed in this CR ….
**************************** start of 1st change ****************************

7
Security Procedures between H(e)NB and SeGW 

7.1
Device Validation

The H(e)NB shall support a device validation method where the device implicitly indicates its validity to the SeGW or H(e)MS by successful execution of device authentication. To achieve this, the following requirement applies:

-
If the device integrity check according to clause 6.1 failed, the TrE shall not give access to the sensitive functions using the private key needed for H(e)NB device authentication with the SeGW.
-
The components needed for the trusted operation of the device include those identified to support full functionality of the H(e)NB.
-
The CA issuing the H(e)NB device certificate need to be trusted by the manufacturer or vendor of the H(e)NB, whoever of both is responsible for the device integrity of the H(e)NB.

NOTE:
This trust in the CA issuing the device certificate is in addition to the requirements given in clause 5.2.

**************************** end of 1st change *****************************

**************************** start of 2nd change ****************************

8.3.2
Connection to H(e)MS accessible on public Internet

8.3.2.1
General

In case that the H(e)MS is accessible on the public Internet, the H(e)MS is exposed to attackers located in insecure network. H(e)MS traffic shall be protected by TLS tunnel established between H(e)NB and H(e)MS. In this case, mutual authentication between H(e)NB and H(e)MS shall be based on device certificate for the H(e)NB and network certificate for the H(e)MS. The H(e)NB shall verify the H(e)MS identity by checking the subjectAltName field of the H(e)MS certificate against the name of the H(e)MS.
NOTE 1:
If DNS is available, the H(e)MS’s name is the FQDN used to resolve its IP address; otherwise it is the IP address of the H(e)MS.

The H(e)NB may check the revocation status of the H(e)MS certificate using OCSP as specified in [22] and [23] with the exception that the SHA-1 and SHA-256 hash functions shall be mandatory to support. For security reasons, the use of SHA-1 is not recommended for newly created OCSP responses.

NOTE 1a:
It is likely that in a future 3GPP release, OCSP responses which use SHA-1 as the hash algorithm will be prohibited. 

Support for OCSP is optional for the operator network. The H(e)NB should support OCSP.

NOTE 2:
It is strongly recommended to support OCSP in the H(e)NB, as this feature may become mandatory for H(e)NB in future releases.

The OCSP communication between H(e)NB and OCSP server may use the in-band signaling of certificate revocation status in TLS according to RFC 4366 [25]. Support for this extension to TLS in H(e)NB and H(e)MS is optional.

The H(e)MS may check the revocation status of the H(e)NB certificate using CRLs according to TS 33.310 [7] or OCSP as specified in [22] and [23] with the exception that the SHA-1 and SHA-256 hash functions shall be mandatory to support. For security reasons, the use of SHA-1 is not recommended for newly created CRLs and OCSP responses.

NOTE 2a:
It is likely that in a future 3GPP release, CRLs and OCSP responses which use SHA-1 as the hash algorithm will be prohibited. 

The H(e)MS shall implement support for either CRL checking or OCSP or both.  The locations of the CRL Server and OCSP Responder may be in the operator's network or provided by the manufacturer/vendor.  Neither the operator nor the manufacturer is required to provide a CRL Server or an OCSP Responder.  For the case when the operator provides a CRL Server or OCSP Responder, the manufacturer shall forward revocation data to the operator.  The interface to forward revocation data is out of scope of the present document.
If the H(e)NB certificate contains CRL or OCSP server information (cf. sub-clause 8.3.3.1), then the H(e)MS may contact this server for revocation information.

NOTE 3:
A CRL or OCSP server located at manufacturer of H(e)NB allows distribution of revocation information by the manufacturer directly. To use such revocation information, normally the H(e)MS needs a CRL or OCSP client capable to reach the public Internet to contact these servers.
Validity check of H(e)NB certificates in H(e)MS shall be configurable by the operator, i.e. whether to use CRLs, OCSP or both and whether to use operator CRL or OCSP server, manufacturer CRL or OCSP server, or more than one of them.

8.3.2.2
Device Validation

The H(e)NB shall support a device validation method whereby the device implicitly indicates its validity to the H(e)MS by successful execution of device authentication. To achieve this, the following requirement applies:

-
If the device integrity check according to clause 6.1 failed, the TrE shall not give access to the sensitive functions using the private key needed for H(e)NB device authentication with the H(e)MS.
· The components needed for the trusted operation of the device include those required to perform management functions with the H(e)MS.
-
The CA issuing the H(e)NB device certificate need to be trusted by the manufacturer or vendor of the H(e)NB, whoever of both is responsible for the device integrity of the H(e)NB.

NOTE:
This trust in the CA issuing the device certificate is in addition to the requirements given in clause 5.2.
**************************** end of 2nd change *****************************


