3GPP TSG-SA3 (Security)
S3-101103
SA3 Ad Hoc; Riga, Latvia; 27 – 29 September, 2010
revision of S3-10xyzw
Source:
Nokia Siemens Networks
Title:
Observations on the security of solution 9
Document for:



Discussion

Agenda Item:



7.1
Abstract of the contribution
Contributions S3-101052 on “Mixing of AS keys and keys from higher layers” and S3-101054 on “Changing keys” by Ericsson provide detailed information on the key handling for solution 9. Based on this new information, this contribution points to a conceptual weakness of solution 9, namely that, under certain assumptions on the RN communication behaviour, solution 9 does not prevent the use of replayed AS keys by the RN.
We show that the replay of keys is possible when new AS keys are derived from an unprotected AKA run and no downlink IP packets, e.g. S1 / X2 messages, are sent over Un before the new AS keys are taken into use by the RN. This becomes possible due to the two facts that (1) the replay protection built into EPS AKA and checked by the USIM cannot be relied upon any more due to the vulnerability of the UICC-RN interface, and (2) the binding of AS keys to the security provided by IPsec is not necessarily refreshed (key Ko is not changed) when AS keys are changed.

The protocol in solution 9 could be easily modified to provide protection against the identified replay attack, at the cost of some additional dependency between the AS layer and higher layers during key changes.

This contribution shows detailed steps of an example attack in section 1 and explains the assumptions made. The assumptions are on the RN behaviour in state transitions between idle and connected state. These assumptions are not met by Release 10 RNs as currently being defined by RAN. But we feel that a newly designed security protocol should not have to rely on however plausible assumptions onf the communication behaviour, but rather address any potential weakness as part of the security protocol. Section 3 therefore concludes that countermeasures, e.g. those described in section 2, should be included in an updated version of solution 9.
1. Description of the attack 
Some explanations are listed at the end of the attack description so as not to interrupt the text flow too much. They are referenced by ‘(*a*)’ etc.
Solution 9 uses two sources for keys at the AS level: (1) KeNB derived from an EPS AKA run according to TS 33.401, and (2) a newly defined key Ko that is generated by the DeNB and sent to the RN protected by IPsec. The details of how the two key sources are mixed to provide the AS keys are explained in S3-101052. On the other hand, S3-101054 explains that “All keys [NSN: i.e. in particular KeNB and Ko] can hence be changed individually as existing mechanisms mandate.”
1. The attack starts with the attacker listening on the Un interface. The attacker records the messages pertaining to the following security procedures during a transition of the RN from idle (*a*) to connected state: Authentication procedure (EPS AKA) where the Authentication request is unprotected (*b*); NAS SMC; reply to initial NAS message, if any; AS SMC. The attacker also controls the UICC-RN interface, which, by assumption of solution 9 (*c*), is unprotected, and records CK, IK. By the provisions in S3-101052 (*d*), the idle-active state transitions at AS level are independent of any change of the additional key Ko tied to the RN and DeNB platform through the use of IPsec. We may therefore assume that Ko does not need to change.
2. The attacker waits until the RN falls back to idle state. When the RN again initiates a transition to connected state the attacker lures the RN to select a false DeNB. Note that, in idle state, there is no AS security the RN would share with a DeNB. The key Ko may still be the same. Note that the false DeNB need not be connected to any network for the attack to work.
3. When the RN sends the initial NAS message, e.g. a periodic TAU request with the active flag set, the attacker proceeds with performing an Authentication procedure, NAS SMC, reply to initial NAS message, and AS SMC by replaying the messages recorded in step 1. The attacker also replays the previous CK, IK to the RN over the UICC-RN interface under his control when the RN sends the Authenticate command towards the UICC. These procedures will be successfully completed from an RN point of view. The AS keys after step 3 will be the same as the ones after step 1 because the same KeNB is derived and Ko has stayed the same. As the counters have been reset at AS level, and the 5-bit bearer identity may also be assumed to be the same, also the key stream XOR-ed to the messages for encryption will be the same, cf. TS 33.401, B.1.1.
4. The RN is now ready to send encrypted data over Un towards the (false) DeNB, in the Un user plane or the Un control plane. This data could be UE-originated or RN-originated. The false DeNB is not in possession of the AS keys and, hence, cannot read any uplink data or send any downlink data that the RN could read. However, the RN does not need to wait for a downlink message after the completion of the AS SMC procedure, and can start sending uplink messages right away. This leads to the fact that two different uplink messages, a message sent by the RN in connected mode preceding step 2, and a message sent by the RN in step 4, are encrypted by the same key stream. This is generally considered a serious cryptographic weakness, and must be avoided by any key generation and distribution scheme. When UE-user data were in cache for some reason while the RN was idle this data could now be sent. When a UE was still in connected state over Uu (*e*) while the RN was idle over Un the UE could now send uplink data without any need for the RN to exchange S1 messages over Un first.
Explanations: 

(*a*) RNs in Rel-10 are intended to be used for coverage extension, and then there is no very good reason for an RN to go to idle state at all. But this may change in the future. Several contributions to this meeting have assumed that RN may be in idle state (cf. S3-101083 by Qualcomm, S3-101052 by Ericsson). 

(*b*) According to TS 24.301, clause 4.4.4.2, a UE will accept an unprotected Authentication request. According to TS 24.301, clause 4.4.4.3, the MME will send an unprotected Authentication request when the integrity check of a TAU request fails (while this is different for a Service request). 

(*c*) S3-101052 contains the phrase “an attacker having access to CK/IK from the USIM…”, so this possibility is considered. 
(*d*) S3-101052 states: “After the activation of a KO-bound AS security context, the RN and the DeNB keeps using a KO-bound AS security context even if the RN goes via RRC_IDLE state and comes back to RRC_CONNECTED. This avoids having to re-run the activation procedure after a CONNECTED-IDLE-CONNECTED cycle. For a normal UE, if the UE goes to RRC_IDLE and comes back to RRC_CONNECTED, there is a new KeNB used. For an RN the situation is the same. The RN and the DeNB creates a new KO-bound AS security context using the new KeNB. The same KO is used in the creation.”
(*e*) It may not be plausible for the UE to be in connected state over Uu while the RN is idle over Un, but should the security protocol rely on this, or similar, assumptions? Furthermore, as explained in step 4, this is not the only situation where a key re-use could occur.
2. Possible countermeasures
The attack described in section 1 would not work if a new key Ko was agreed for each AS key change. But this was explicitly unwanted in S3-101054. The attack would not work either if the RN had to wait for a well-defined IPsec-protected packet after the completion of the AS SMC procedure and before sending any uplink data. Note that the false DeNB could not successfully replay such a packet from a previous protocol run because of the replay protection inherent in IPsec. The cost for introducing such a countermeasure would be interdependency between the AS layer and higher layers not only during the RN attach procedure, but during other AS key changes as well. 
It is needless to say that the use of a secure channel between RN and UICC would also correct the weakness, but would be against the basic idea of solution 9.
3. Conclusion

A conceptual weakness of the security protocol in solution 9 allowing an attacker to force AS key re-use was identified, and an attack scenario that is compatible with EPS procedures and the description of solution 9 was described that would work under certain assumptions on the communication behaviour of the RN. Possible countermeasures were described. As we are still in the design phase of RN security protocols it is suggested that the conceptual weakness is addressed in an updated version of solution 9. 
