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1
Introduction
In SA3#60 it was claimed that the security provided by Solution 9 for the NAS protocol was only "hop-by-hop".  The attack described was as follows:
1. The attacker breaks into the RN (but not the secure environment) and can snoop the RN-UICC interface.

2. The attacker gets hold of CK/IK and can hence also derive KNASint and KNASenc.

3. The attacker now breaks into the DeNB and is also able to break into the secure environment of the DeNB.

4. Since the NAS messages from the RN are not protected by the AS security over the Un interface in the secure environment the attacker can modify/read/inject NAS messages.

2
Explanation why this attack is not applicable
First, a basic assumption of the security study for RNs is that the attacker cannot break into the secure environment of the DeNB. This is stated in clause 2.2:
- The DeNB will have some secure environment that is assumed that an attacker will not compromise 

This alone rules out the attack scenario.
Secondly, the attack assumes that the attacker first breaks into the RN gets the CK/IK and then breaks into the DeNB and is able to correlate the data captured from the two environments. This is a very complex attack multi stage scenario.
Thirdly, there is no reason to believe that the secure environment in the DeNB is less secure than the secure environment in the RN. Therefore a much simpler attack to reach the same effect is to break into the secure environment of the RN.
Fourthly, if an attacker is able to break into the DeNB's secure environment, it is also possible to modify/inject all types of S1AP and X2AP messages. The attacker would then be able to cause a lot more damage to the LTE system using S1AP and X2AP messages than he could by changing only NAS messages from the RN.  For instance, the attacker can tear down the S1 connection for the DeNB, the attacker can set up faked X2 interfaces to other DeNBs via SON, the attacker can fake handover messages for UEs etc etc.  In addition, an attacker that has access to the secure environment of the DeNB has access to the TNL and is hence able to probe and fuzz MMEs, S-GWs, other eNBs etc. 

Because of these reasons, there is no need to speculate further around the attack in the introduction is performed.
pCR Summary:

· Remove the editor's note which is no longer needed.
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7.10
Solution 9 – IPsec for control plane and with key binding for AS security

Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered

7.10.1
General

This solution uses IPsec to protect the S1/X2 User-UE control plane between the RN and DeNB and AS level security mechanism to protect the user plane. The IPsec tunnel is only used to provide integrity protection of the S1/X2 User-UE control plane between the RN and the DeNB; for confidentiality protection it relies on the AS confidentiality protection of the user plane. The keys used for AS protection are bound to the IPSec SA (keys) that is set-up and its associated authentication of the RN as a genuine relay node.

7.10.2
Security Procedures

The initial step is to authenticate the RN as a UE using the USIM and apply standard (Uu) security mechanisms on the Un interface. In principle, this step only provides connectivity between the RN and the DeNB.

The next step is to establish an IPsec tunnel between the RN and the DeNB using IKEv2 for SA establishment. The SA establishment is used to provide one SA for the IPsec tunnel and also related key(s) used to bind the existing AS security context to the IKEv2 negotiation and the associated RN device authentication, creating a modified AS security context.

Editor’s note: it must be clarified how the messages before the IPsec establishment are protected
Editor’s Note: It is ffs if a common SA can be used to generate keys for both the IPsec tunnel and the related keys for binding of the AS security context or if different SAs have to be generated.

The related keys are used to modify the AS security context derived from the EPS AKA performed. The modified security context is taken into use before any S1-AP/X2-AP or user plane traffic is forwarded over AS. Note that when the AS security context is modified also the keys for the RRC protection will be modified. To initiate and synchronize the use of the modified AS security context, the system could e.g. use an intra-cell handover procedure. 

If the KeNB is modified, special handling needs to be defined for what happens when the KeNB is updated, e.g., at CONNETCED-IDLE-CONNECTED cycles, or (intra-cell) handovers.  It therefore seems simplest to modify the encryption and integrity keys directly and letting the KeNB be handled as already defined for LTE.

Editor’s Note: The exact procedure for modifying the SA context is ffs. The effects of simultaneous change of AS and IPsec level key changes are FFS.

IPsec will be used to protect the S1-AP/X2-AP interface between the RN and DeNB following the procedures for eNBs as described in clause 11 of TS 33.401[2] except that only integrity protection will be provided. In principle encryption could also be applied, but it does not affect this solution since encryption can also be applied by the radio protocols. The integrity protection prevents attacks 1 and 4b and with the AS level confidentiality protection also attack 3 will be completely countered for signalling traffic while user plane traffic only is confidentiality protected. However, this is according to accepted principles for user plane traffic protection over the Uu air interface. The overhead caused by the IPsec would be negligible as only integrity protection is applied and as there is little signalling compared to user plane traffic. AS level security efficiency is as for Uu protection mechanisms. 

As the AS level security is bound to credentials directly on the RN, meaning that the RN is device authenticated at the network access layer,  all of the threats 2, 4c, 4d are mitigated.

For threat 5, first note that NAS signalling from the RN to the Relay-UE's MME will use keys derived from the KASME obtained by the LTE authentication (EPS AKA) procedure performed using the USIM. These keys may be exposed if the interface between the UICC and the RN is unprotected. However as NAS messages are tunnelled in the AS they will be protected by the modified AS security context (as soon as it has been established). Thus there is no possibility for an attack on Un to succeed in modifying the NAS signalling from the RN to the Relay-UE's MME and, as we have described above, the AS signalling is also protected. Thus threat 5 is countered by this solution.

With respect to Threat 7 it can be noted that if an attacker removes the USIM, the RN without USIM cannot be authenticated by the network, which means that the legal RN cannot connect to network and provide services. This would be equal to any other denial of service attack like disturbing or eliminating the radio connectivity. An attacker could also insert the USIM into another RN, but if the identities of the RN’s used to track the topology of the access network are based on the RN identities carried in the RN certificates, no networking problems will occur.

7.10.3
UICC Aspects in RN scenarios

The description in 7.10.2 shows that it is not necessary to have a protected interface between the UICC and the TRE in the RN. Furthermore, using RN identities for tracking the topology of the access network eliminates the need to verify RN UICC pairings. The final conclusion then is that removable UICCs can be used in RNs.

7.10.4
Enrolment procedures for RNs for backhaul link security 

This solution allows the RN to enrol a device certificate as with macro eNBs.
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