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Introduction

In RN living document, section 7.6 proposes a solution to provide security mechanism for Relay Node, and there is an analysis section 8.5 added.
Pseudo-CR to S3-100896:
===========Begin 1st changes=======

8.5
Analysis of Solution 5
In this solution, it modified the LTE existing attach procedure. A device-credential (either the device certificate or a pointer to it (e.g., device_identity)) is used binding with IMSI. The authentication request/response message should be extended to take device_chanllenge and device_response, So there are some impacts on original attach procedure and Solution 5 implies relatively big changes to the NAS signalling:

1. As the device-credential is stored in CA/RA, it means that MME shall be communicated with CA/RA to get device certificate. It changes message flow in attach procedure
2. The authentication message should be specific and different with original authentication request/response. It also changes signaling in attach procedure.
3. The MME has to generate random number to calculate device_challenge and KASME_D. It modifies key generation function in attach procedure. 
As a result, it is against the rules from RAN2/3 that RN should be acts as a legacy UE in attach procedure..
===========End 1st changes=======

