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Abstract of the contribution: This document gives some general consideration on security handling for HO.
1. Introduction
It has been decided in SA3 #60 that forward security and backward security in handover procedure needs further study. This document gives some consideration on security handling during UE handover from/to RN.
2. Analysis
2.1 UE Handover scenario
Generally, there are two types of handover scenario compared to HO scenario in legacy LTE system.

· UE handover from RN. Based on the target node type, more detailed scenarios are:

· From RN to DeNB;
· From RN to neighbor RN under the same DeNB;

· From RN to neighbor eNB;

· From RN to neighbor RN under another eNB;

· UE handover to RN, additional details are:
· From DeNB to RN;
· From DeNB to RN under neighbor eNB;
2.2 Security handling when UE handover from/to RN

Since R8 UE is able to access to the Relay, the security handling mechanism for handover shall be compatible for legacy UE. The general principle of key handling at handovers for UE under RN should inherit the mechanism of LTE as much as possible. DeNB has proxy function for S1/X2, this brings possiblity for optimization of the existing security mechanism.
Scenario A:UE handover from RN

In case of UE handover from a RN, two types of RAN nodes are considered at the source: RN and DeNB.  The DeNB has proxy function for all the S1/X2 messages terminated in RN and is able to obtain the security parameters used to update the keys during handover procedure.
DeNB and RN may either take the role of calculating keys for target cells. However, if DeNB caculates the keys, it has the effect of separating keys between source RN and target RN/eNB. And with only one hop it will meet the forward security and backward security requirements. 
Other information,e,g.algorithm used in source cell, UE security capability,NCC,still need to be included in the handover request message and transferred to target cell.

In case that target node is a normal eNB, key handling in target side will be the same as described in 7.2.4.2.2 or 7.2.4.2.3, 33.401. Otherwise if the target node is a DeNB and there is RN under the DeNB, the cell under the RN may be a cell for reestablishment, the DeNB should forward the security parameter prepared for the cell receiced in the handover request message to the RN.
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Fig.1 UE handover from RN

Scenario B:UE handover to RN
On the other side, if UE is handover to a RN, two types of RAN node are considered at the target: RN and DeNB. As RAN3 has come to an agreement that RN eNB id is equal to DeNB id, cell of RN will be considered same as cell under DeNB. In case that cells of DeNB and cell(s) of RN are all prepared for HO or reestablishment, DeNB should remove security information prepared for the DeNB cells and leave only the necessary information (e.g. UE security capability , NCC, KeNB*) in the handover request message to be transffered to target RN.
{NCC, NH} pair is used to separate keys between source node and target node and MME is responsible to update the {NCC, NH} in legacy LTE system.The same logic should be adopted in RN involved system for compatibility reason. However as the middle node between MME and target RN, the target DeNB may decide whether it will forward the {NCC, NH} pair to target RN. If the DeNB decide to locally keep a copy of {NCC, NH}, then it is possible for DeNB to calculate keys for target node in UE’s next handover procedure.
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Fig.2 UE handover to RN 
3. Conclusion

It is proposed to add a section 5.7 to include above analysis in the living document.
*********************************start first change **********************************
5.6
RN management

Editor’s Note: RN configuration may need to be download from corresponding maangement entity, this procedures should be secure.
Communication between RN and OAM system shall be protected by end-to-end model, for example, TLS.
The OAM system and the RN shall be able to mutually authenticate each other.

The ability of the OAM to configure a RN shall not depend on the ability of the RN to authenticate as device.
The OAM system should be able to attempt to (re)configure the RN remotely under certain fault conditions (e.g. if the RN fails device authentication a number of time consecutively, etc). 

Editor’s Note: 
The exact such fault condition is FFS. 
5.y security handling in handover
5.y.1 UE Handover scenario
Generally, there are two additional types of handover scenario compared to HO scenario in legacy LTE system.

· UE handover from RN. Based on the target node type, more detailed scenarios are:

· From RN to DeNB;

· From RN to neighbor RN under the same DeNB;

· From RN to neighbor eNB;

· From RN to neighbor RN under another eNB;

· UE handover to RN, additional details are:
· From DeNB to RN;

· From DeNB to RN under neighbor eNB;
5.y.2 Security handling when UE handover from/to RN

Scenario A:UE handover from RN

In case of UE handover from a RN, two types of RAN nodes are considered at the source: RN and DeNB.  The DeNB has proxy function for all the S1/X2 messages terminated in RN and is able to obtain the security parameters used to update the keys during handover procedure.

DeNB and RN may either take the role of calculating keys for target cells. However, if DeNB caculates the keys, it has the effect of separating keys between source RN and target RN/eNB. And with only one hop it will meet the forward security and backward security requirements. 

Other information,e,g.algorithm used in source cell, UE security capability,NCC,still need to be included in the handover request message and transferred to target cell.

In case that target node is a normal eNB, key handling in target side will be the same as described in 7.2.4.2.2 or 7.2.4.2.3, 33.401. Otherwise if the target node is a DeNB and there is RN under the DeNB, the cell under the RN may be a cell for reestablishment, the DeNB should forward the security parameter prepared for the cell receiced in the handover request message to the RN.
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Fig.1 UE handover from RN

Scenario B:UE handover from RN
On the other side, if UE is handover to a RN, two types of RAN node are considered at the target: RN and DeNB. As RAN3 has come to an agreement that RN eNB id is equal to DeNB id, cell of RN will be considered same as cell under DeNB. In case that cells of DeNB and cell(s) of RN are all prepared for HO or reestablishment, DeNB should remove security information prepared for the DeNB cells and leave only the necessary information (e.g. UE security capability , NCC, KeNB*) in the handover request message to be transffered to target RN.

{NCC, NH} pair is used to separate keys between source node and target node and MME is responsible to update the {NCC, NH} in legacy LTE system.The same logic should be adopted in RN involved system for compatibility reason. However as the middle node between MME and target RN, the target DeNB may decide whether it will forward the {NCC,NH} pair to target RN. If the DeNB decide to locally keep a copy of {NCC,NH}, then it is possible for DeNB to calculate keys for target node in UE’s next handover procedure.
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Fig.2 UE handover to RN 

*********************************end first change **********************************
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