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Abstract of the contribution: This contribution considers the security of solution 4.
Introduction
This contribution raises a question on the security of solution 4. 
This response explains how the raised security concern is addressed. 
This response further raises a question regarding the desired properties a solution for RN security should satisfy. This question should be answered by the SA3 ad hoc meeting, if possible, or, at the latest, by SA3#61 in November. 
We finally suggest alternative text for the pCR suggested in S3-101083 at the end of the contribution.

Addressing the security concern: 
The current description of solution 4 in the living Tdoc S3-100896 only mentions that the secure channel mechanism (TLS) uses certificates on both sides (cf. clause 7.5.2, step A2.), but it does not say anything about certificate checking. In a companion pCR in S3-101097 further detailing solution 4 we now mandate status checking of both certificates by means of OCSP, quite similar to what we demand for the new solutions presented to this meeting in S3-101067 and S3-101072. The OCSP check of the RN certificate by the UICC should suffice to prevent the described attack. The companion pCR in S3-101097 also adds the possibility that the UICC controls which RNs are allowed to establish a secure channel with it, again quite similar to the text for the solutions in S3-101067 and S3-101072. This should address a remark on the UICC-to-RN binding in S3-101083. We would like to point out, however, that this additional feature is not needed for thwarting the described attack. 
Discussion of desired properties of RN security solution:

Solution 4, as well as the new solutions in S3-101067 and S3-101072, has the following properties:

· The network has the assurance, through the AS keys used on Un, that the attached RN belongs to a class of authorised RNs. (This was also observed by Qualcomm in S3-101083);
· The network trusts that an authorised RN platform correctly reports its identity to the network, if desired (e.g. for the purpose of enforcing a particular USIM-RN combination in the network).
We believe that these properties are sufficient for RN security as the class of authorised RNs can be restricted by an operator through the certificates issued to RN and UICC, and optional rules on allowed RN-UICC bindings; in particular, RNs from other operators can be excluded. Furthermore, an authorised RN has an autonomously validated platform and, hence, will report its identity to the network correctly. An RN not reporting its identity correctly would most likely be compromised in other respects as well, and, consequently, in our view, there would be no security gain if the network could additionally verify, through the AS keys used on Un, that a particular individual RN was attached. This is so because an RN whose compromise is known to the network is prevented from attaching already through the OCSP check, and an RN whose compromise is not known to the network cannot be stopped by the additional verification means of the network either.
But, for the sake of completeness, we would like to point out that solution 4, as well as the solutions in S3-101067 and S3-101072, could be suitably enhanced if SA3, after some further risk analysis, comes to the conclusion that the network requires the stronger assurance, through the AS keys used on Un, that a particular individual RN is attached. (The enhancement would consist in computing a modified KASME bound to the RN identity in the UICC and the MME, similar to the approach described in S3-101072.) 
Further comments

can be found inline.

Discussion

In clause 8.4, there is an analysis of how solution 4 addresses the threats that are raised in the living relay document. In particular the first threat in clause 8.4.1 about Impersonation of the RN to attack user attached to RN provides reasoning why the solution satisfies that threat. We do not believe that the solution does due to the following analysis. 
It is claimed that the threat is mitigated due to the fact that the RN is authenticated as a device during the establishment of the IPsec security associations. This is not sufficient as the subsequent traffic is not completely protected by keys that are derived during the device authentication. To fully understand this, we need to consider how the traffic is protected in details.

Solution 4 proposes to protect the traffic on the Un interface in the following manner; the integrity of the S1 and X2 signalling traffic is protected using IPsec while the confidentiality of all traffic is to be protected by AS security. The keys for this latter security are derived from the KASME resulting from an AKA as in normal LTE security for UE. The one difference in this case is that a secure channel has been established between the RN and UICC. During the establishment of this tunnel, the RN and UICC authenticate each other. Here it is assumed that the UICC is designed to work with multiple RNs as there is no discussion in the solution of (pre-)provisioning the UICC to work with just one. 
NSN: The companion pCR also adds the possibility that the UICC controls which RNs are allowed to establish a secure channel with it, again quite similar to the text for the solutions in S3-101067 and S3-101072. This means that MME (and home network) only has an assurance that the Relay Node that has the keys is one of some set of Relay Nodes. 
NSN: so far, so good.

Not all of these Relay Nodes may be still authorised to act as Relay Nodes and hence there is no cryptographic assurance that the AS security terminates in an authorised Relay Node. 
NSN: We do not agree. The OCSP check of the RN certificate by the UICC provides assurance to the UICC that the RN is authorised. Only then does the UICC transfer any EPS AKA keys to the RN over the secure channel. We believe to be in line with Qualcomm in assuming that there is no remedy against a compromised RN that has not yet been recognized by the network as such. Such an undetected compromised RN would still be considered “authorised”.
The following is an example of how the above issue could lead to compromised user keys. To perform the attack, it is assumed that the attacker has a compromised Relay Node that allows the attacker to access the UICC held in the genuine Relay Node. 
NSN: The attack is countered by the OCSP check, cf. comment on step 3. But although we find it hard to see how the attack could be exploited in practice (providing we understood it correctly) even without the OCSP check, we acknowledge that an RN security solution should be resilient even against attacks that reveal some possibly exploitable weakness. 
1. Genuine Relay Node attaches to the network and then goes into Idle.

2. Attackers blocks and saves initial NAS message

3. Attacker using compromised Relay Node(or the private key from it)  to establish a secure connection to the UICC in the Genuine Relay Node
NSN: this step is not possible if the compromised RN is recognised by the network as unauthorised as then the OCSP check of the RN certificate by the UICC will fail. If the compromised RN is not recognised by the network as unauthorised there is no remedy in any solution, as explained in the introduction. 
4. Attacker sends saved NAS message
5. Network authenticates Relay Node establishing a new EPS security context that is known to the attacker due to access to the UICC

6. Attacker completes Idle to Active Transition 

7. Network sends AS key belonging to a user as part of handover preparation

8. Attacker gets access to the AS keys belonging to the user 

The above analysis and attack example show that solution 4 does not provide a secure solution for relay security as it is currently described and further security mechanisms, e.g. some binding between the various tunnels, or changes to E-UTRAN protocols are needed. 

It is proposed that SA3 accept the below pCR to reflect the above discussion in the relay living document.

Proposed pCR
8.4.1
How does solution 4 address the threats in clause 2?

Threat 1: Impersonation of a RN to attack user attached to RN

The text in clause 2.3 states that threat 1 can be countered by device authentication. Solution 4 provides device authentication by an autonomous validation of the RN platform followed, if successful, by the set up of an IPsec security association with the DeNB. Furthermore, solution 4 provides an OCSP check of the RN certificate by the UICC. The UICC will send EPS AKA to the RN only if this check is successful. This ensures that only authorised RNs can be in possession of the AS keys on Un that are used to protect the confidentiality of user-related AS keys on Uu carried in S1 or X2 messages over Un. 

