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Abstract of the contribution
This contribution discusses the main task to be solved in UDC security, the encryption scheme for data in the UDR. The suitability of a particular scheme depends on type of data. It is concluded that 128-bit subscriber keys are the most common use case today and need to be addressed with priority. It is further shown that longer subscriber keys and IMS SIP Digest passwords have significantly different requirements regarding deployment timing, security and performance.
1. 3GPP RELEASE ISSUES
CT4 are working towards a specification for UDC in the Release 10 timeframe. The corresponding security input is still missing. SA3 and CT4 have agreed to capture the results of UDC security work in a CT4 specification, and not in an SA3 specification. It is therefore still possible to provide input on UDC security for Release 10 although the deadline for stage 2 in Release 10 has already passed. However, the time window is closing even for CT4 work in Release 10. Therefore, SA3 needs to provide input to CT4 fast. Given the state of discussion in SA3, this can be achieved, in our view, only when SA3 focusses on the most important tasks that are required to provide security for the likely content of a CT4 UDC specification in Release 10. We therefore propose to solve these tasks in a first step, and defer more general solutions to a second step. 

2. TYPES OF DATA TO BE ENCRYPTED IN UDR AND THEIR REQUIREMENTS 
In the SA3 discussions the three types of data were discussed in particular. These three types of data are discussed separately in this section. This does not exclude that further discussion may reveal additional types of data to be also covered by UDC security.
2.1 Permanent Subscriber Keys of Length 128 bits
The only type of AuC subscriber data that CT4 are currently considering are permanent subscriber keys of length 128 bits. Such keys are used in GSM, 3G, and EPS. They have either been deployed for many years, in the case of GSM and 3G, or are in the process of being commercially deployed, in the case of EPS. 
2.2 Permanent Subscriber Keys of Length greater than 128 bits
For EPS the specification would allow permanent subscriber keys longer than 128 bits. The next logical step would be a length of 256 bits. Consequently, there was some discussion at SA3#60 about how and when permanent subscriber keys of length 256 bits should be addressed. But 128-bit symmetric keys seem to still provide a large security margin against practical attacks today. Furthermore, algorithms for encryption and integrity protection at AS and NAS level have only been specified for 128-bit keys in Releases 8, 9 and 10. But then 256-bit permanent keys would give little benefit security-wise. It is therefore quite clear that there is no pressing need to move to permanent subscriber keys of length 256 bits in EPS any time soon for cryptographic reasons. Hence, a UDC encryption solution for these keys could be deferred to a later release without causing any practical problems.
The security requirements for the storage of permanent subscriber keys in the HSS are very high in practical deployments. Typically, after the provisioning phase subscriber keys must be available in the clear only in a tamper-resistant hardware module that generates the authentication vectors (i.e. performs the function of an Authentication Centre).

There are also quite high performance requirements in the HSS regarding the encryption scheme for permanent subscriber keys: the generation of authentication vectors in large numbers requires considerable performance capacities, and therefore the effort for decrypting subscriber keys in the AuC-function must be minimized. 

2.3 SIP Digest passwords

Another type of data discussed at SA3#60 was SIP Digest passwords used in IMS. It is true that SIP Digest is used in the field today. But an encryption solution for SIP Digest passwords has different cryptographic requiremens compared to subscriber keys in GSM, 3G, or EPS: passwords are structured, highly non-random data, often poorly chosen by users, and of variable length. 
The requirements on secure storage and handling of SIP Digest passwords in the HSS are lower than for subscriber keys. According to TS 33.203, Digest passwords are available in the clear in the S-CSCF. It is therefore less criticial to have them in the clear in the HSS as well while they are being processed (e.g. for transmission over the Cx interface). (This is not saying that SIP Digest passwords should not be stored in the HSS in an encrypted way.) Furthermore, the SIP Digest protocol offers lower security than AKA (hash of public data and password is public; typical password has less entropy than random 128-bit key K).

The performance requirements on handling SIP Digest passwords in the HSS are much lower than for subscriber keys as they require minimal further processing in the HSS. (What is required from a cryptographic point of view amounts to the computation of H(A1), a hash of the password with a realm).

3. POSSIBLE ENCRYPTION MODES
We are confident that using AES-ECB mode for encrypting random blocks of 128-bit data, such as subscriber keys, is cryptographically sound. But, of course, we agree that SA3 shall ask for confirmation from ETSI SAGE for this fact. Pending this confirmation from SAGE, AES-ECB mode could then be used as a Release 10 solution for the use case of 128-bit subscriber keys. 

We agree that AES-ECB is not suited for more general types of data. Other modes should therefore be studied by ETSI SAGE with sufficient information describing the types of data and the UDC architecture provided by SA3. 

We believe that the specification of an optimized solution for the use case of 128-bit subscriber keys is justified in view of its overwhelming practical importance and high performance requirements. This optimized solution may then be used even in the long run. A common solution for all types of data may turn out to be inefficient for handling 128-bit subscriber keys.
CONCLUSION
The above discussion suggests a stepwise approach to UDC security in Release 10 and later releases. This approach is described in the companion contribution S3-10yyy2.
