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Introduction

In RN living document, section 7.3 proposes a solution to provide security mechanism for Relay Node, and there is an analysis section 8.2 need to be filled. This contribution is made for analyzing this solution.
Pseudo-CR to S3-100896:
===========Begin 1st changes=======

8.2
Analysis of solution 2
This solution is not sufficient. The security mechanism and procedure did not mention AS level security when RN acts as a UE. If the AS level security is not applied, RN should not be authenticated, and RRC and NAS signalings generated by RN are not protected, so threats 4a is not addressed. Even though it can assume that the intention is to use the normal EPS AKA and AS level security for RN’s signaling protection..
This proposal is not explicit and also it did not say when the AKA is run. 

And also for this solution, we think that there is an AKA run on the NAS layer first like a normal UE, then IP connection can be established and IKE can be performed.  But it said in addition to this AKA on the NAS layer there is another EAP-AKA run in the IKE procedure. This is not very clear, the objective is to run the EAP AKA is not clear. 
And also the EAP AKA cannot implement the binding between the RN and the UICC. So it is not considered how to bind UICC and device together.

There is no clear text on whom EAP AKA is used to authenticate. If it is used for authenticating the UICC, then there is a duplication for authenticating UICC. UICC shall be authenticated in AS security procedure It causes additional roundtrips and authentication vector consumption in the core network by running both EPS-AKA and EAP-AKA. It is a waste to radio bearer. 
And also it is not clear on whether or not to use UICC for this EAP AKA, so there is threat on the local interface security as shown in the threat 5 in section 2. 
===========End 1st changes=======

