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Introduction

In RN living document, it describes three options to protect the Un security. Current options covered almost all possibilities and also it has analyzed very detailed on the difference among the options. But there is no conclusion so we propose to add one clear conclusion to rule out the infeasible option and help to make progress on the study, which can also help to save our time. 
Our proposal is to rule out the option 3 which uses only IPSec because it shall cause more overhead and too much complexity. Detialed analysis is shown as below.
Pseudo-CR to S3-100896:
===========Begin 1st changes=======

5.1.3
Comparison of Options

For radio network performance impact, using NDS/IP on all Un user plane data is low efficiency, and for this reason, Option 2 may be better. If only S1 signalling traffic applies NDS protection, the performance degradation of option 1 is insignificant.
If NDS/IP is not adopted at all, the Un security has to be modified to provide integrity protection in the Un user plane at least for the PDCP PDUs including S1 signalling, which may bring changes to Un PDCP protocol. This method has the following advantages:

· For device authentication methods that enable the choice between enhanced AS security and IPsec for integrity protection of S1 signalling over Un, the AS security setup does not involve extra round trips beyond the ones needed for existing Attach, compared with IPSec which needs its own handshakes in addition to the radio level attach. 

· AS security could make a transition to mobile RNs simpler as it could be automatically established at handovers, although this is not a major consideration at this point.

· Less overhead than IPsec method 
With regard to option 3, NDS/IP protection will not only bring more overhead, but also cause too much complexity for the PDCP header compression (i.e. ROHC) Also, if a part of the traffic on the Un interface is to be protected by AS security,the impact to the current AS security mechanism will be quite large. 
So option 3 will bring more impact to the LTE system compare to other options. The reason is as below. Firstly, comparing with option 1, option 3 will not only bring IPsec overhead similar to option 1, but also requires changes to the current RRC protocol(SMC) that makes it possible to enable ciphering of the control plane only (leaving the user plane NULL ciphering). Note, LTE currently requires that the same ciphering algorithm is used for control plane and for user plane.  Secondly, option 3 requires DeNB to identify which security scheme to use by this different AS security because RN and normal UE needs different negotiation functions.  Then it needs to bring security negotiation command on the specific security scheme.Thirdly, compared with option 2, even though they also needs to impact the protocol, option 2 has no IPSec overload problem
What is more, applying IPsec to ALL traffic is simply too much overhead. It means that applying IPsec to ALL IP packets on Un would add more than 20 bytes to each IP packet and would require high processing capacity in RN and DeNB for high data rates. So applying IPsec to ALL traffic is not acceptable. 
Based on the analysis and comparision above, option 3 is not recommended and shall be ruled out. . 
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