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A reply LS (S5-102569) was sent to SA3 from SA5 with regards to the security aspects of H(e)NB remediation.  The response from SA5 includes a request for SA3 to provide feedback on some questions.  This contribution aims to provide clarity regarding Question 3:
“How can the validity of an alarm be verified if the device has been compromised?”

The security within the H(e)NB is assured by the trusted execution environment (TrE) as defined in requirements section 4.4.2 of TS 33.320. The trusted execution environment (TrE) is defined in section 5.1.2.1 as “a logical entity which provides a trustworthy environment for the execution of sensitive functions and the storage of sensitive data”
According to section 5.1.2.1, the TrE is built from an irremovable HW-based root of trust by way of a secure boot process which includes checks of the integrity of the TrE performed by the root of trust.    The successful validation of the TrE assures its capability to assess subsequent software and configurations in a trustworthy manner through the use of integrity checking.  Only those components that have passed integrity checking are loaded.  
Furthermore, according to section 7.1 and 8.3.2.2, the TrE provides an authentication gating function whereby it won’t give access to sensitive functions using the private key needed for device authentication, unless it successfully performs integrity check of all the components necessary for the trusted operation of the device.  
It is noted that integrity checking is performed in a layered approach, since the RoT checks the integrity of the TrE first (section 5.1.2.1), and then the TrE checks the integrity of other components. Figure 1 illustrates the layered integrity checking.  Once the TrE has been successfully checked and built, then subsequent component functionalities can be checked.
Successful integrity checks of the management client allows the TrE to release the authentication key necessary for authentication with the H(e)MS.  Since the H(e)MS provides management functionality, then only those components needed for the trusted operation of device management functions are needed to be integrity checked for authentication to the H(e)MS.
Successful integrity checks of all of the functions required for the trusted operations of the H(e)NB would release the authentication key for SeGW authentication.  
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Figure 1 Layered Integrity Checking
As a result of this layered approach, once all the components that are needed for trusted operation of the device management client are secured through integrity checking and are in a trustworthy operational state then the device management capability is considered trustworthy.  Therefore, alarms emanating from the H(e)NB relative to the trusted portion of the management function, as well as other management operations such as software remediation can likewise be considered trustworthy.
_1345884973.vsd
Text


Root of Trust


TrE


All Trusted
 operations


Device Management 
client


Operating system 


Communications 


...


Integrity Checks


Release of sensitive functions or key needed  for device management authentication


Release of sensitive functions or  key needed for device authentication



