
​3GPP TSG SA WG3 Security — SA3 ad hoc
S3-091821
Sophia Antipolis, France, 28-30 September, 2009
revision of S3-091741
	CR-Form-v9.6

	CHANGE REQUEST

	

	(

	33.401
	CR
	353
	(

rev
	1
	(

Current version:
	8.5.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Behaviour for lost NAS SMC message when creating mapped context (Rel-8)

	
	

	Source to WG:
(

	Qualcomm Europe

	Source to TSG:
(

	

	
	

	Work item code:
(

	SAES
	
	Date: (

	30/09/09

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
(

	There is no behaviour specified with lost NAS SMC message when creating mapped context

	
	

	Summary of change:
(

	If MME wished to start a new NAS SMC procedure after a lost message, it shall use the same nonces. 
If UE receives NAS Security Mode Command to create a mapped context when it is not expecting one, it treats the message (except checking integrity) as though the nonces were not included. 

	
	

	Consequences if 
(

not approved:
	UE and MME behaviour may be mis-aligned resulting in incompatiable implementations. 

	
	

	Clauses affected:
(

	7.2.4.4

	
	

	
	Y
	N
	
	

	Other specs
(

	Y
	
	 Other core specifications
(

	TS 24.301

	affected:
	
	N
	 Test specifications
	

	
	
	N
	 O&M Specifications
	

	
	

	Other comments:
(

	


************* FIRST CHANGE ***************

7.2.4.4
NAS security mode command procedure

The NAS SMC procedure consists of a roundtrip of messages between MME and UE. The MME sends the NAS security mode command to the UE and the UE replies with the NAS security mode complete message. 

The NAS security mode command message from MME to UE shall contain the replayed UE security capabilities, the selected NAS algorithms, the eKSI for identifying KASME, and both NONCEue and NONCEmme in the case of creating a mapped context in idle mobility (see clause 9.1.2). This message shall be integrity protected (but not ciphered) with NAS integrity key based on KASME indicated by the eKSI in the message (see figure 7.2.4.4-1). 

The UE shall verify the integrity of the NAS security mode command message. This includes ensuring that the UE security capabilities sent by the MME match the ones stored in the UE to ensure that these were not modified by an attacker and checking the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key based on KASME indicated by the eKSI. In addition, when creating a mapped context for the case described in clause 9.1.2, the UE shall ensure the received NONCEUE is the same as the NONCEUE sent in the TAU Request and also calculate K'ASME from CK, IK and the two nonces (see Annex A.11). 

If the MME receives no response to a NAS Security Command that included nonces to create a mapped context and it wishes to try again to create the mapped context, the MME shall use the same values of NONCEUE and NONCEMME. If the UE receives a NAS Security Mode Comamnd including the nonces when it has no CK, IK or stored NONCEUE to create a mapped security context, the UE shall check the integrity and the received UE security capabilities as above, but not use the received nonces to generate a new K'ASME. If the checks pass the UE shall respond with a NAS Security Mode Complete. 
If successfully verified, the UE shall start NAS integrity protection and ciphering/deciphering with this security context and sends the NAS security mode complete message to MME ciphered and integrity protected The NAS security mode complete message shall include IMEI in case MME requested it in the NAS SMC Command message.

The MME shall de-cipher and check the integrity protection on the NAS Security Mode Complete using the keys and algorithms indicated in the NAS Security Mode Command. NAS downlink ciphering at the MME with this security context shall start after receiving the NAS security mode complete message. NAS uplink deciphering at the MME with this context starts after sending the NAS security mode command message. 

If any verification of the NAS security mode command is not successful in the ME, the ME shall reply with an unprotected NAS security mode reject message (see TS 24.301 [9]).
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Figure 7.2.4.4-1: NAS security mode command procedure

************* END OF CHANGES *************
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