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Support for backhaul security
1
On the role of NEM (091616)
NEM providing credentials for certificate enrollment to eNB is not a secure solution since:

1) The certificate enrollment process initiates eNB within the operator PKI by allowing eNB to obtain operator certificates from operator CA. If shared keys are used for CMP enrollment, such credentials shall only be shared between eNB and RA/ CA and not entities such as NEM. Otherwise, the security and integrity of eNB operator certificates will be only as strong as the security NEM and method for delivering credentials from NEM to eNB. See below for more. 

2) Given that NEM is readily available to any un-initiated eNB, designating NEM as the source for providing CMP credentials for a large number of eNBs makes the NEM the most attractive hacking target. Taking control of NEM database means any rogue eNB can be enrolled into the operator network using operator’s own PKI issued certificates. 

3) Trust relationships between NEM and eNB should initially be based on pre-provisioned certificates for eNB and root of trust CAs preconfigured in both NEM and eNB, until the eNB is provided with an operator RA/CA certificates (result of CMP).

4) Given that the RA/ CA (and their root CA) are the ultimate source of trust within operator PKI, no other entity within the operator network shall be responsible for the vetting of credentials for CMP in order to allow the CA to record the important PKI events (as explained in S3-091966) 
All the reasons above work against the Alternative 2 in S3-091616 where it is suggested that NEM will submit CMP enrollment requests on behalf of eNB to the RA/CA. Furthermore, from a security standpoint, if an NEM provides credentials for CMP to an eNB, in essence there is not much difference between alternative 1 and 2, since having the credentials for CMP will allow the NEM to send CMP messages to RA/CA in any case.

Additionally, in alternative 2 when the NEM sends CMP messages on behalf of eNB it would require that NEM creates a proof of possession for the eNB private key, which in turn means the NEM must actually possess the private key. From practical stand point that requires that either the NEM creates the private key for the eNB, or that eNB has created the private key and transmitted it to NEM over a secure link. In the former case the NEM needs to send both private key and certificate to eNB at the end of enrollment. In either case, this means the eNB private key is exposed over a link between NEM and eNB and that is major security issue from device robustness perspective. 

 2- On the role of SEG (091615)
In section 3.4 The second alternative of sending cross-certificate as part of a cert payload is preferred. If the URL method is to be used, the URL provided within DHCP should be for the certificate repository where the cross-certificate stored, not to the cross-certificate itself. With the use of CRL, an investigation should be conducted on whether the IPsec implementation of including a CRL check between AUTH exchange and create_child exchange (alternative 4.1) is common. If OCSP is used, RFC 4806 provides IKEv2 extension allowing transport of OCSP requests/ responses as part of IKEv2 AUTH exchange, where an eNB can request the OCSP response on SeGW certificate as part of AUTH request.
Conclusion

It seems that S3-091615 and S3-091616 propose two different alternative for eNB initiation. Use of SEG and the methods suggested in S3-091615 is preferred. 
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