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1. Introduction

This commenting contribution comments on the architecture proposals in S3-091616 on “eNB certificate enrolment architecture”.
Section 2 of S3-091616 starts with the statement: “There are two possible architecture alternatives of eNB certificate enrolment.” We show that there are certainly more than two possible architecture alternatives. We present a third one, which, we believe, is more suitable than the ones discussed in S3-091616. Furthermore, the descriptions of the two architecture alternatives in S3-091616 are lacking detail. 
2. Comments on proposals in S3-091616
As a reminder, we present the figures showing the two architecture alternatives discussed in S3-091616, section 2.

Architecture alternative 1 from S3-091616 (view in page layout):


[image: image1]
Figure 1: Architecture alternative 1
Architecture alternative 2 from S3-091616 (view in page layout):
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Figure 2: IPsec certificate enrolment architecture 2

Both architecture alternatives have in common that, as a first step a mutually authenticated tunnel is established between Network Element Manager NEM and the eNB. It is not said what kind of secure tunnel it is. But independent from this, we believe that the involvement of the NEM and the set-up of a secure tunnel between NEM and eNB 
1. is not necessary from a security point of view;

2. introduces additional complexity in the enrolment procedure.

CMPv2, run between eNB and RA/CA has its own security, which is sufficient to protect the enrolment procedure. The RA/CA should also be able to fend off any DoS attacks performed by entities starting fake enrolment procedures.
An additional layer of certificates, and additional procedural steps, would be introduced by the use of the secure tunnel to the NEM (as far as we understand the proposals). For the factory-provided vendor certificate in the eNB would be spent in setting up this tunnel with the NEM. 

· In alternative 1, then the NEM would have to provide another enrolment credential to the eNB so that the eNB could enrol with the RA. 

· In alternative 2, the NEM represents the authenticated eNB to enrol the certificate. But it is unclear how this can be done. In particular, it is not described, which credentials are sent by the eNB to the NEM so that the NEM can act on behalf of the eNB in the run of the CMPv2 protocol with the RA. It is further unclear how proof of possession could be provided. It seems impossible without the involvement of the eNB in the CMPv2 run. (This is the whole point of proof of possession.) But then the NEM is no longer a mere representative of the eNB, and alternative 2 becomes closer to alternative 1. 
If an IPsec security gateway SEG is used in front of the NEM, which is mentioned in two NOTEs in S3-091616, then there is the additional complexity that the IPsec GW needs to be configured with two kinds of trust anchors: the operator root certificates, and the root certificates of all vendors whose eNBs may access the SEG. And then a specific access control in the SEG would be required to ensure that IPsec initiators (eNBs), which are authenticated using a vendor root, can only access the NEM or the RA/CA respectively, but not all the other network services behind the SEG. This kind of access control based on the root certificate used for the verification seems unusual. If no such access control is performed then it seems that the purpose of using operator-provided certificates for initiator authentication in IPsec between eNB and SEG is defeated. 
3. Proposed architecture
It is proposed that 3GPP does not standardize the set-up of a secure tunnel to a SEG or a NEM as a first step before access to the RA, for the reasons given in the previous section. Rather we propose the following architecture:
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Figure 3: Proposed architecture for certificate enrolment
5. Conclusion

The above analysis shows that more than the architecture alternatives discussed in S3-091616 are meaningful in the context of certificate enrolment for backhaul link security. We provide a third alternative, which we propose as the basis for further work in SA3. 
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Operator root certificate is pre-installed.





4 certificate status reporting.








3 certificate enrolment message exchange secured by credential gotten in step 2.








2 address of RA/CA, credential for protecting certificate enrolment message, information for generating certificate enrolment message, etc..








1 Mutual authentication and security tunnel establishment based on unique pre-configured credential
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2 exchange information for generating certificate enrolment message.








1 Mutual authentication and security tunnel establishment based on unique pre-configured credential
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Step 2: Enrolled eNB certificate is used in IPsec.





Vendor root certificate is pre-installed.





Operator root certificate need not be pre-installed (cf. companion contribution S3-091771).
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Step 1: eNB obtains the operator root certificate and the operator-signed certificate on its own public key from RA/CA using CMPv2.





eNB





IPsec















































































































































3GPP


