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1
On use of HTTP
The use of HTTP as a transport does not require implementation of a web server as it is stated in S3-091613. A web server is a device that supports web browsing and providing files and data referred to using various uniform resource locations (URLs). Use of HTTP as a CMP transport simply implies that the RA/ CA needs to implement HTTP server function. It does not imply that the RA/ CA has to be in the DMZ. The true function of a CA, which is secure storage of CA signing keys and performing certificate signing cannot be done within a DMZ in any case due to certificate policies that are typically in place for operation of a CA. So the HTTP functions for the RA/ CA complex can be done in separate servers within the DMZ for security concerns, if required. But the entire RA/ CA function should not be placed in a DMZ>
Furthermore, many firewalls defining the perimeter of a DMZ perform port control and the port control policies most often allow the HTTP port 80 or HTTPS traffic for the purpose of allowing interacting with outside entities. 

 2- On use of TCP

1) Running CMP directly on TCP requires the use of a specific TCP port (default port 879 is suggested within ieft-pkix-cmp-transport draft referred to in S3-091613). Using this port would require special configurations on the perimeter firewall protecting the RA/ CA complex as well as any other firewalls on the path. 
2) Furthermore, the TCP profile defined in the same CMP transport draft requires the following:

“When a client sends a TCP message to the server, the server responds with another TCP message. A response MUST be sent for every request, even if the encapsulated CMP message in the request does not have a corresponding message.”

This seems an additional level of complexity and load on the RA/ CA that is simply due to the choice of TCP for CMP transport. There is no reason to introduce additional states such as the need to respond to every messages even though there is no need or the need to assign reference numbers as it is defined in TCP.
3) HTTP is not used to transport TCP messages as stated in S3-091613 section 3 (1). Given that there is practically no history of CMP implementation based on the previous version of the CMP transport draft ((as stated in section 4.5 of http://tools.ietf.org/id/draft-ietf-pkix-cmp-transport-protocols-06.txt) in majority of PKI systems within Manufacturers or operator’s PKI, the issue of legacy transport of CMP messages (as stated in section 4.5 of http://tools.ietf.org/id/draft-ietf-pkix-cmp-transport-protocols-06.txt) over TCP over HTTP is moot 
4) Given that many eNBs will allow only HTTPS traffic as part of their initial security configuration, any TCP traffic will not be supported prior to initiation of eNB into the network. Thus in the interest of limiting the number of options and parameters w.r.t. CMP profile, it is recommended that TCP is not allowed as a transport mechanism.
Conclusion

Only HTTP or HTTPS shall be allowed as transport mechanisms for CMP.
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