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1 Introduction
In S3-091624 Huawei has proposed a pCR for section 5.1.2 of the TS 33.320. The pCR proposes procedures for the secure start-up procedure in the H(e)NB.   InterDigital, while agreeing with Huawei on the need of such a procedure, believes that Huawei’s proposal can be improved by providing further details regarding the startup procedure.

2 Proposed Changes from S3-091624

****************************Start of changes*****************************************
[bookmark: _Toc235010976]6.1.1 Stage 1 Integrity Check 
When a H(e)NB powers up, it shall execute a secure start-up procedure to bring it to a determined and trustworthy state:
· The RoT shall measure the integrity of the TrE needed to bring the system up.
· The RoT shall compare the  integrity measurements of the TrE against a set of expected Trusted Reference Values that are securely stored locally.
· Upon successful verification of the integrity measurements, the TrE shall be started.

6.1.2 Stage 2 Integrity Check
After the H(e)NB completes Stage 1, it shall execute Stage 2, to bring the basic H(e)NB system to a trustworthy state:
· The TrE shall measure the integrity of all components, configurations, parameters not related to the Stage 1 checks.  These components may or may not reside in the TrE.
· The TrE compares the integrity measurements of the components against a set of expected Trusted Reference Values that are securely stored locally.
· 
· Upon successful verification of the integrity measurements, the TrE shall start these components.
6.1.3 Stage 3 Integrity Check
After the H(e)NB completes Stage 2, it shall execute Stage 3, to bring the H(e)NB system to a fully operational state:
· The TrE shall measure the integrity of all remaining components, configurations, parameters not related to the Stage 1 or Stage 2 checks.
· The TrE compares the integrity measurements of the components against a set of expected Trusted Reference Values that are securely stored locally. Upon successful verification of the integrity measurements, the TrE shall start these components.
Optionally, the Stage 1, 2 and 3 checks may be collapsed into a single component integrity check against a single Trusted Reference Value.

****************************End of changes*****************************************
