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1. Introduction 

In clause 4.1.2 “Solution overview” of TS 33.328 v0.1.1, clause 4.1.2.1 “SDES security” is still empty. This contribution proposes text for this empty clause. The text is largely taken from TR 33.828, clause 7.3.1.
2. Proposal 

We propose the following changes to TS 33.328 v0.1.1 (all marked using MS-Word revision marks in the following):


**********************START OF CHANGE***************************

4.1.2 
Solution overview

4.1.2.1
SDES based solution
SDES (Session Description Protocol Security Descriptions for Media Streams, cf. RFC 4568 [13]), is a simple key management protocol for media streams, which are to be secured by means of SRTP. SDES defines a Session Description Protocol (SDP) cryptographic attribute for unicast media streams. The attribute describes a cryptographic key and other parameters that serve to configure security for a unicast media stream in either a single message or a roundtrip exchange. The attribute can be used with a variety of SDP media transports, and RFC 4568 defines how to use it for the Secure Real-time Transport Protocol (SRTP) unicast media streams. The SDP crypto attribute requires the services of a data security protocol to secure the SDP message. For the use of SDES in IMS, the SIP signalling security mechanisms defined for IMS shall be used, for more details cf. clause 5.4.
SDES basically works as follows: when an offerer A and an answerer B establish a SIP session they exchange cryptographic keys for protection of the ensuing exchange of media with SRTP. A includes the key, by which the media sent from A to B is protected, in a SIP message to B, and B responds with a SIP message including a second key, by which the media sent from B to A is protected. 
In this specification, SDES is used for two modes of operation: end-to-middle mode and end-to-end mode. For the end-to-middle mode, SDES is run between an IMS UE and a SIP edge proxy, i.e. a P-CSCF. The P-CSCF evaluates and subsequently deletes SDES cryptographic attributes that are passed to it from the IMS UE in SIP messages, and creates SDES cryptographic attributes and passes them to the IMS UE in SIP messages. The resulting SRTP session is then established between the IMS UE and the media node controlled by the P-CSCF, i.e. the IMS Access Gateway. This means that, for the end-to-middle mode, media is protected only over the access part of the network. The purpose of the end-to-middle mode is to provide access protection, i.e. guarantee protection of IMS media against eavesdropping and undetected modification in a uniform manner across heterogeneous access networks with various strengths of link layer protection. Access protection on the originating side is provided independently of access protection on the terminating side.
For the end-to-end mode, SDES is run between two IMS UEs, and the resulting SRTP session is then established between the two IMS UEs. This end-to-end media plane security solution should be suitable for anyone for whom the security level, with which SIP signalling messages are protected, is sufficient. 
When used in end-to-end mode SDES has no requirements on the network infrastructure. When used in end-to-middle mode, the requirements on the network infrastructure can be seen from clause 4.2.2.
4.1.2.2
KMS based solution

Editor’s Note: The text in this section may need to be revisited once the Otway-Rees extensions are agreed.
The KMS based solution is an end-to-end security solution which protects media from one IMS UE all the way to another IMS UE not allowing any network entity access to plaintext media.  It is designed to rely on a well defined and limited set of entities that have to be trusted, simplifying the task of evaluation and assessment of offered security level.

This solution is based on use of a Key Management Service (KMS) and a "ticket" concept. A high level and simplified description of the solution is as follows: The initiator of a call requests keys and a ticket from the KMS. The ticket contains the keys in a protected format. The initiator then sends the ticket to the recipient. The recipient presents the ticket to the KMS and the KMS returns the keys on which the media security shall be based. All these message exchanges are authenticated and sensitive parts are encrypted. 

Users served by different KMS's may establish connections with media plane security enabled, provided that the operators of the KMS's have a cooperation agreement and that the operators have established a secure and authenticated channel for message exchange between the KMS's. 

The KMS based solution allows implementation of per user policies regarding use of secure connections in general and key handling in particular. A simple default policy is defined but system specific policies can easily be defined and enforced by the KMS. Access to the KMS is based on user authentication and authorization. User authentication is either based on GBA [6] with the KMS taking the role of a NAF or use of a corresponding proprietary mechanism.

The KMS base solution specified here also solves the so called forking problem as it includes a mechanism which gives each individual recipient end-point in a forking scenario a unique key. These end-point unique keys cannot be recreated by any other end-point and in particular not any other end-point to which the call was forked. At the same time the solution offers SIP security independent mutual identity verification of caller and answering user.

This KMS based solution includes features aiming to off-load the KMS from receiving ticket requests. The first feature is that tickets may be reused. This means that a user may request a ticket for another user and then for a specified time period use this ticket to protect calls to the other user. Another feature is that it is possible to generate tickets that can be used to establish secure connections to any user in a defined set of users. Such tickets are called group tickets. Note that use of tickets combining these two features which may be used to significantly reduce the number of ticket requests that the KMS has to handle. Note also that the use of tickets carrying keys will allow a design of the KMS with no requirements to hold per user state.  
**********************END OF CHANGE***************************










