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1. Introduction

This contribution proposes to delete a bullet point and an editor’s note in section 8.3.1 of TS 33.320 on TLS tunnel for connection of H(e)NB to H(e)MS accessible on MNO Intranet.

2. Background

The H(e)NB is located outside the MNO Intranet and is connected to the core network through the SeGW. Thus any connection to a network element located within MNO core network (MNO Intranet as called by SA5) must pass through the SeGW.

This applies also to a H(e)MS located in MNO network, and therefore all traffic from H(e)NB to this H(e)MS must be routed though the SeGW. Thus only the existing bullet points 1 and 3 apply. Bullet point 2 and the associated editor’s note can be deleted without replacement, as the case for TLS tunnel is covered in existing bullet point 3.
Note: The connection between H(e)NB and H(e)MS secured by TLS tunnel only applies to the case with H(e)MS accessible on public Internet. This case is handled in the existing clause 8.3.2.
3. pCR

The following pCR is against 3GPP TS 33.320 V0.2.0 (2009-07).

**************************** start of change *******************************

8.3.1 Connection to H(e)MS accessible on MNO Intranet

In case that the H(e)MS is accessible on MNO Intranet, H(e)MS traffic shall be protected through the support of one of the two security mechanisms determined by the Network Operator’s Security Policies:
· H(e)MS traffic is protected in hop-by-hop way. H(e)MS traffic is protected by IPsec tunnel between H(e)NB and SeGW. Network security mechanisms (cf. clause 7 of this document) shall be used to protect H(e)MS traffic between SeGW and H(e)MS when the path from SeGW to H(e)MS is considered as insecure.

· 

· H(e)MS traffic is protected by the IPsec Tunnel between H(e)NB and SeGW. And TLS tunnel also shall be utilized within the IPsec Tunnel for additional end-to-end security.
When TLS is performed between H(e)NB and H(e)MS, mutual authentication between H(e)NB and H(e)MS shall be based on device certificate for the H(e)NB and network certificate for the H(e)MS.
**************************** end of change ***********************************
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