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1. Introduction

This contribution clarifies the role of the H(e)NB TrE in the device integrity checking procedure in section 6.1 of TS 33.320.

2. Background

The current TS section on device integrity checking does not detail the role of the TrE in the process.  The following section is added for clarification of the TrE’s role in device integrity checking.
3. pCR

The following pCR is against S3-091491, the current draft of the 3GPP TS Security Aspects of H(e)NB. 
**************************** start of the change *****************************

6.1 Device Integrity Check 

The H(e)NB and TrE shall perform a device integrity check upon booting and before connecting to the core network and/or to the H(e)MS.  The device integrity check shall be based on one or more trusted reference value(s) and the TrE.  The following requirements shall apply: 
· The TrE shall securely store all trusted reference values at all times. 

· The TrE shall boot securely according to section 5.1.2.1.

· The TrE shall support either single-component or multi-component integrity check. The integrity of a component is verified by comparing the result of a measurement (typically a cryptographic hash) of the component to the trusted reference value. If these values agree, the component is successfully verified and can be started.

· For each of the component integrity checks, the TrE shall retrieve the corresponding trusted reference value from secure memory. 
· In a single-component integrity check, the TrE shall check the full code necessary for the trusted operation of the device as a single-component and before starting this component. The single shall be started only if its integrity check is successful. 

· In a multi-component integrity check, the full code base of the device that is necessary for trusted operation of the device shall be segmented and ordered into several components based upon device functionality.  The TrE shall check each component sequentially. Any individual component shall be started only if its integrity check is successful. After a component passes its integrity check and is started, the TrE shall check the integrity of the next component.   

· The integrity of the device is verified if all components necessary for trusted operation of the device are verified.
Editor’s Note: It is FFS if additional steps are necessary if a further validation method is introduced according to the editor’s notes in clauses 7.1 and 8.3.2.2.
**************************** end of changes *****************************
