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Abstract of the contribution:
This contribution changes the UE originating procedure to follow the new feature of the KMS based solution aiming to reduce the number of ticket requests. That is, based on the local policy, the initiator may create tickets by itself, which mimics the signalling flows of the Otway- Rees protocol.
**********************START OF FIRST CHANGE***************************
7.2.3
UE originating procedures for e2e using KMS
Editor’s Note: The text in this section may need to be revisited once the Otway-Rees extensions are agreed.
Figure 6 shows the originating call set-up procedures for real-time traffic using KMS based security. 





Figure 6: Originating call flow for end-to-end case 
The IMS UE performs an IMS originating session set-up according to 3GPP TS 23.228 [3]. KMS interactions are described in clause 6.2.3.1. Details of the KMS based key management are given in Annex B.

The procedure in the above figure is now described step-by-step.

1.
Depending on KMS and local policy, the IMS UE A will either interact with the KMS to obtain keys and a MIKEY-TICKET Ticket usable for IMS UE B, or it creates the ticket by itself. 

2.
IMS UE A sends an SDP offer for an SRTP stream containing a MIKEY-TICKET offer for IMS UE B to the P-CSCF. IMS UE A includes an indication that it requires e2e security.

3.
The P-CSCF forwards the SDP offer towards the S-CSCF.

4.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP offer to the terminating network. 

5.
The S-CSCF receives the SDP answer from the terminating network containing a MIKEY-TICKET response. 

6.
The S-CSCF forwards the SDP answer to the P-CSCF. 

7.
The P-CSCF forwards the SDP answer to IMS UE A. After receiving this message the IMS UE A completes the media security setup.

8.
When the full session setup has been completed, and media can be sent, the protected media plane traffic is sent between IMS UE A and IMS UE B. IMS UE A protects media plane traffic to and from IMS UE B using keys established using MIKEY-TICKET. 
Editor’s Note: It is ffs whether the indicator “e2e indication” is mandatory, or optional, or not required at all. Its semantics is also ffs.
**********************END OF CHANGES***************************
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8. Completion of session setup and bearer setup procedures
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*1. Interactions with KMS








� The option is Otway-Rees like in the sense that the initiator does not interact with the key management server directly. 
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8. Completion of session setup and bearer setup procedures
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