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1
Introduction
When A5/4 was introduced it was discussed whether further improvements could be done to GERAN at the same time. One such improvement is key tweaking or key hierarchies similar to what we have in E-UTRAN.

The term "tweak" is here used for the operation where a key is put through KDF to produce another key from which the source key cannot be retrieved. That is, the operation done on KeNB at an X2 handover in E-UTRAN.
This paper contains some notes and ideas on what could be done. The intention is to analyze whether this is something we would see any value in and what could be achieved and to what cost.

It is assumed that we will not add any additional signalling between the UE and the network. This implies that key tweaking in any form will only be done when A5/4 is enabled and it is assumed that an A5/4 capable UE will also support any additional key derivations. In this way, the MS network capability including A5/4 will signal also that the MS supports the enhancements in key derivations. The cipher mode command selecting A5/4 will indicate to the UE that the enhanced key derivations are used by the network as well.
2
Key hierarchy setup

The figure below shows the most elaborate (but still reasonable) key hierarchy one could imagine for GERAN.
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In this case, the MSC derives a BSC specific key from the Kc128 that is the result of the AKA-run (called AKA_key in the following to not confuse it with which key is actually used for encryption).  The key used in the actual ciphering algorithm is called K1 and K2 in the figure above. K1 is used before a handover and K2 is used after a handover.

2.1
Layer A keys (corresponds approximately to NAS keys in E-UTRAN)
The BSC specific key, MK, has to be derived from the AKA_key and some additional input which must have the following properties:

· It must be specific to each BSC

· It must be known to both the UE and the MSC at the time of derivation (at latest when the MSC sends the key to the BSC).

· When there is a handover which cases a change of BSC, the UE must be aware of that a change of BSC has taken place and what the "additional input" for the new BSC is.

No changes to the signalling protocols between MSC and BSC is needed. The MK is signalled in the Kc128 IE.

The additional BSC-specific input seems difficult to find. The UE should not be aware of BSC changes, but only cell changes.

This keying layer, if feasible, would ensure that no BTS/BSC will have any knowledge of any keys used by any other BSC (or any BTS under a different BSC). Compromise of a BSC would only give access to data encrypted by that particular BSS.

2.2
Layer B keys (corresponds approximately to AS keys in E-UTRAN)
For each BTS, the BSC can derive a ciphering key, K1 or K2, using some additional input to the KDF, which must have the following properties:

· It must be specific to each BTS or cell.

· It must be known to both the UE and the BTS at the time of derivation (at latest when the BSC sends the key to the BTS).

· When there is a handover which cases a change of BTS, the UE must be aware of that a change of BTS has taken place and what the "additional input" for the new BTS is.

No changes to signalling protocols seem needed. The key K1 or K2 can be sent to the BTS in the normal (variable length) ciphering key IE.

Additional input should be easy to find: Cell-ID or similar.

This keying layer ensures that each BTS will use a different key, and that a compromise of one BTS will not leak information on the keys used in any other BTS in this BSS.

2.3
Different layers

It is not necessary to use both layers. It could be sufficient to use only one of the two layers depending on what properties one would want. 

3
Key tweaking

In addition to using one of the options for key hierarchies mentioned above, it is possible to introduce tweaking of keys at handover. Key tweaking implies that the keys used for ciphering will change over time. The changes are connected to well-defined events (handovers and changes of certain anchor nodes).

Since key tweaking is assumed to be done if and only if A5/4 is enabled (to avoid additional signalling), a simple strategy can be applied that when changing from a BTS using A5/3 or A5/1 to a cell using A5/4, no key tweaking is done and if a change from a BTS using A5/4 to a cell using A5/3 or A5/1 one single key tweak is done. No key tweaking would be done when A5/3 or A5/1 is activated.

3.1
Tweaking at BTS change (and cell change)

If a Layer B key hierarchy is used, the BSC can, e.g., run the MK through a KDF to form a one-way chain of keys (similar to what happens at S1-handovers in E-UTRAN; source BTS doesn't send the key to target BTS like in an X2-handover).  The keys then correspond to the NH values in E-UTRAN. One could skip the binding to a certain cell ID in this case; the keys will be unique for each base station anyhow.  
Since the assumption is that there should not be any new signalling introduced, there will be a difference to E-UTRAN. In E-UTRAN a sync value called NCC (NH chaining counter) is used to make sure that the UE and the network are in sync on the key chain. It does not seem very robust to do without this sync mechanism (if it were, it would not have been introduced in E-UTRAN to begin with).  
It must be made clear what key on the chain would be used in case of a handover failure or radio link failure (where the UE may go back to the source base station).  The corresponding mechanism in E-UTRAN (RRC connection re-establishment is relatively complex and it took quite some time to ensure that it worked correctly.
The UE knows that every time there is a cell change, the BSC has done the key calculation based on the previous MK, and the UE does the same calculation. Again, in the normal case this should work fine, but the sync issues are worrisome (in particular, since there is no integrity protection that can be used to simply detect sync failures in GERAN).
3.2
Tweaking at BSC change

The idea here is similar to above, but on Layer A in the key hierarchy. The MSC computes a new AKA_key by applying a KDF to the previous AKA_key.  In this case, the AKA_keys form a key chain in the same way the MKs did in the section above. As described in the Layer A section above, it is not clear how the UE would get knowledge about that a BSC change has occurred. It is not strictly necessary to bind the MKs to a certain BSC ID, but still the UE must realize when a change of BSCs happens. 
3.3
Restart of key chains

If the AKA_key (Kc or Kc128) is kept the same in the MSC/VLR every time the UE re-attaches to the network, the keys used for ciphering would be repeated. The reason for this is that the key chain(s) will start all over at the attach when they are derived from the same starting AKA_key again. In E-UTRAN this is solved by refreshing the top-level key (KeNB/NH) at every event that the key chains are restarted, e.g., at attach, IDLE to CONNECTED transition, IRAT handovers to E-UTRAN etc.

The same functionality needs to be added to GERAN for key tweaking to be of any real use.
4
GPRS

For GPRS, the ciphering is done by LLC between the SGSN and the UE.  Here the activation of ciphering and AKA (and hence derivation of the AKA_key) is performed by the same procedure. The natural event where tweaking of the ciphering key would be introduced would here be at an SGSN change. Since tweaking would here by necessity be on the top level key (AKA_key), it implies that it is only possible for the source SGSN to hide its keys from the target SGSN behind a KDF application. The target SGSN has no choice but to run a new AKA to hide its top level key from the source SGSN, so there seems to be little benefit from doing this.
5
Conclusion and proposal

In general, neither the key hierarchy nor the key tweaking seem to add much if the link between the BSC and BTS:es is anyway in clear text. This applies to both Layer A and Layer B. There is a (small) gain in that attackers on the air interface has to break the key again after each handover.  But if the attacker is able to break the key once, he can probably do it again after the handover.

In addition, there are sync issues unless core network/UE signalling is modified. If such modifications were to be made, it would still take a long time to shake out all the possible cases where key stream re-use could occur (just as it has taken a long time to do it in E-UTRAN).

For GPRS, the gain seems even less. The ciphering is performed between the UE and a core network node (which is assumed to be located in a physically secure environment). So the attack surface is far smaller than in the CS case.

For these reasons, it is proposed that SA3 does not specify any additional key enhancements to GERAN in this WI.
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