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================= START OF CHANGE ==================
7.2.2
WIMAX EPS Interworking

General Concepts for interworking between EPS and WIMAX are described in TS 23.402 [5]. Computation of mobility keys used for interworking with WiMAX access system is specified in clause 9.2.1. 
================= END OF CHANGE ==================
================= START OF CHANGE ==================
9.2.1.2.2
MIPv4 Key Derivation

The Mobile IP Root Key (MIP-RK) is generated at the 3GPP AAA Server and the UE. The MIP-RK is generated from the EMSK using the following formula:


MIP-RK-1  =   HMAC-SHA256(EMSK , usage-data | 0x01)


MIP-RK-2  =   HMAC-SHA256(EMSK, MIP-RK-1 | usage data | 0x02)


MIP-RK = MIP-RK-1 | MIP-RK-2


where:


usage-data = key label + "\0" + length


key label = miprk@wimaxforum.org   in ASCII


length = 0x0200 the length in bits of the MIP-RK expressed as a 2 byte unsigned integer in network order






The length of the MIP-RK is 128 octets. The lifetime of MIP-RK is set to the lifetime of EMSK. The MIP-RK is stored in the 3GPP AAA Server. At the 3GPP AAA Server each user session is associated with a single MIP-RK. The MIP-RK is used to generate mobility keys. The MIPv4 keys are generated at the 3GPP AAA Server and at the UE. The keys generated at the 3GPP AAA Server are transported to the HA and the Authenticator in the trusted non-3GPP network by the use of the AAA protocol.

Security Parameter Indices (SPI) is generated from the MIP-RK as follows:

MIP-SPI = the 4 most significant bytes of HMAC-SHA256 (MIP-RK, "SPI CMIP PMIP ")
SPI-CMIP4 = MIP-SPI, 
Values MIP-SPI+1, MIP-SPI+2, and MIP-SPI+3 are reserved. 
The MIP-SPI and SPI-CMIP4 are derived at the UE and at the 3GPP AAA server.
The following procedure prevents collision between SPI values used for different Mobility keys, for example, mobility keys used by other access technologies, during the same Mobile IP session. The procedure SHALL be executed as follows:

a.
First, if the absolute value of the difference between the MIP-SPI and any currently active SPI is less than 4, the MIP-SPI value SHALL be incremented by FOUR until the current condition is satisfied. 

b.
Next, if the MIP-SPI value is less than THREE smaller than the maximum possible value of SPI (232 - 1), the MIP-SPI value SHALL be incremented by 259.

c.
Last, the process specified in Step 1 SHALL be applied again until the condition specified in Step 1 is satisfied.

The process is depicted in Figure xx.

 [image: image1.wmf]New MIP-RK and

MIP-SPI Generated

MIP-SPI < 256

MIP-SPI =

MIP-SPI +256

|MIP-SPI - SPI| < 4

2^32 - MIP-SPI > 3

MIP-SPI =

MIP-SPI + 4

MIP-SPI + 259

SPI-CMIP4 = MIP-SPI

SPI-PMIP4 = MIP-SPI + 1

SPI-CMIP6 = MIP-SPI + 2

SPI-PMIP6 = MIP-SPI + 3

N

Y

N

N

Y

Y


Figure xx – SPI Collision Avoidance Mechanism

The SPI value is used by the UE, HA, and 3GPP AAA server to identify the MN-HA-CMIP4 key used to compute the MN-HA Authentication Extension in the RRQ message. In addition, MIP-SPI is distributed to the authenticator during Access Authentication, in AAA protocol attribute FA-RK-SPI, to identify the FA-RK key. FA-RK key and FA-RK-SPI will be used to further derive MN-FA key and MN-FA-SPI, to compute the MN-FA Authentication Extension in the RRQ message. When the lifetime of the MIP-RK expires the lifetime of the SPIs derived from it shall also expire.

The derivation of mobility key is given below:

MN-HA-CMIP4 = HMAC-SHA1(MIP-RK," CMIP4 MN HA " | HA-IPv4 | MN-NAI)
The lifetime of all MN-HA-CMIP4 keys shall be set to the lifetime of the MIP-RK. During the initial attach or additional PDN connectivity, the UE may not know the HA IP address. In this case, the UE use ALL-ZERO-ONE-ADDR [21] in the RRQ message to request for dynamic HA assignment. Under this case, the UE shall derive the MN-HA-CMIP4 key using the ALL-ZERO-ONE-ADDR as the HA-IPv4 address and use this key for deriving MN-HA Authentication Extension and send in the RRQ. Then the HA informs this to the 3GPP AAA server in the AAA protocol message. In response from the 3GPP AAA server, the HA will receive RRQ-MN-HA-KEY that is calculated based on ALL-ZERO-ONE-ADDR address and also MN-HA-CMIP4 key that is calculated based on HA IP address. The HA shall use the RRQ-MN-HA-KEY for validation of MN-HA Authentication Extension in the received RRQ. The HA then use MN-HA-CMIP4 key for deriving RRP MN-HA Authentication Extension and sends the HA IP address as part of the RRP message. The UE shall recalculate the MN-HA-CMIP4 key using the HA IP address received in the RRP and use this key for MN-HA Authentication Extension validation for the RRP. If the MN-HA authentication extension is valid, the new MN-HA-CMIP4 key shall be in effect.

The derivation of FA-RK and MN-FA mobility keys are given below:

FA-RK = HMAC-SHA1(MIP-RK, "FA-RK")

MN-FA = HMAC-SHA1(FA-RK, "MN FA" | FA-IP | MN-NAI)

The FA-RK is generated by the 3GPP AAA Server and distributed to the Authenticator. It is used by the Authenticator to derive MN-FA keys as requested by the FA. The MN-FA key is derived based on the FA-IP address to separate keys between different FAs for the same authentication session. The lifetime of FA-RK and MN-FA shall be set to the lifetime of the MIP-RK. The SPI associated with the MN-FA (MN-FA-SPI) is set to the same value of FA-RK-SPI distributed during Access Authentication. 

During EAP-Re-authentication, the 3GPP AAA server and the UE generate new MIP-RK, SPI, MN-HA-CMIP4 and FA-RK. The old MIP-RK and its derivatives (MN-HA-CMIP4, FA-RK, MN-FA) shall be deprecated after confirming that the newly generated mobility keys in the 3GPP AAA server and the UE are the same. Upon receipt of an MIP-RRQ from the UE, the HA shall determine whether re-authentication has occurred since the last MIP-RRQ by comparing the SPI contained in the MN-HA Authentication extension of the received MIP-RRQ to the locally stored value. If the two SPIs are different, the HA shall assume that re-authentication has occurred, and the new MN-HA-CMIP4 key shall be retrieved from the 3GPP AAA server. After verifying the MIP-RRQ message with the new MN-HA-CMIP4 key and creating the MIP-RRP Authentication Extension, the HA deprecate the old key. The UE shall deprecate the old key, once it successfully verifies the MIP-RRP using the new key.
9.2.1.2.3
Key Usage

	Key
	Generated by
	Used at

	MN-HA-CMIP4
	UE and 3GPP AAA server
	HA and UE

	FA-RK
	UE and 3GPP AAA server
	UE and Authenticator

	MN-FA
	UE and Authenticator
	FA and UE


The keys that are used by the UE are generated by the UE and shall not be transported outside the UE. The keys generated by the 3GPP AAA Server are transported to the HA or the Authenticator using AAA protocols.

9.2.1.2.4
Key Distribution for MIPv4

In this section, key distribution for MIP4 is described. Two scenarios are possible, where in the first scenario Authenticator and FA are co-located and in the case of FA relocation, also the Authenticator changes based on EAP re-authentication. In the second scenario, no re-authentication takes place when the FA is relocated, so the anchor Authenticator is continued to be used, and provisions the new FA with the required mobility keys. However key handling between Authenticator and FA is out of scope of the present document.

The Authenticator receives FA_RK in the RADIUS/DIAMETER Access-Accept message as a result of successful authentication. The keys are stored at the authenticator. 

The 3GPP AAA Server distributes the MN-HA-CMIP4 key and the HA-RK key, if requested, to the HA using RADIUS/DIAMETER Access-Accept. 
================= END OF CHANGE ==================
�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





