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Abstract of the contribution:
This contribution analyses issues in eNB initial access procedure and discusses possible solutions.
1 Introduction
This contribution analyses issues in eNB initial access procedure and discusses possible solutions.
2 Assumptions
Discussion of this contribution is based on following assumptions:
· Assumption 1: eNB shall be equipped with a certificate issued by factory CA in case of initial access procedure.
· Assumption 2: SeGW shall be equipped with a certificate issued by operator CA.
· Assumption 3: a CR (Certificate Repository) shall be deployed in DMZ for providing CRL/cross-certificate.
3 Discussion on issues in eNB initial access procedure

3.1 eNB initial access procedure

Figure 1 shows eNB initial access procedure. and it aids in addressing the questions in the following sections.

It’s assumed that eNB gets address of SeGW and CR before it initiates connection to SeGW.
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Figure1: eNB initial access procedure
3.2 How the SeGW validates eNB’s certificate

For validating eNB’s certificate, SeGW shall be able to 
(1) construct a valid path of trust so that eNB’s certificate could be verified
(2) check whether eNB’s certificate is expired
(3) check whether eNB’s certificate is revoked
Root certificate of factory CA could be installed in SeGW as a trusted root certificate after operator and vendors sign the contract. Consequently, SeGW can construct a path of trust as “eNB’s certificate->root certificate of factory CA”. So eNB’s certificate could be verified.
For checking whether eNB’s certificate is expired, SeGW could use its local current time to perform this check. SeGW is assumed to have a reliable local time source that is synchronized with network time.
Vendors could provide operator the latest CRL of factory CA after operator and vendors sign the contract. CRL of factory CA could be installed in SeGW, or be made available to the SeGW via a repository or OCSP responder in the operator’s network. In this way, SeGW can check whether eNB’s certificate is revoked.
3.3 How the SeGW performs authorization
Operators may not want any eNB with a valid certificate issued by a particular vendor’s factory CA to access operator network, even if there is a contract with that vendor for some equipment. For example, operators may want only eNBs that the operators have purchased or authorized to be able to access operator network. So SeGW should perform authorization of the eNBs accessing the operator’s network.

An authorization list stored in SeGWs or a AAA server which can be accessed by SeGWs could be used to perform authorization. This authorization function is mandatory part of IPsec implementations (Peer Authorization Database according RFC 4301). However, the interface towards the AAA server is not standardised. It shall be FFS how to interact between SeGW and AAA.
3.4 How the eNB validates SeGW’s certificate
For validating SeGW’s certificate, eNB shall also be able to 
(1) construct a valid path of trust so that SeGW’s certificate could be verified
(2) check whether SeGW’s certificate is expired
(3) check whether SeGW’s certificate is revoked

If the eNB could be equipped with the root certificate of operator CA, the eNB could be able to verify SeGW’s certificate. But root certificate of operator CA can not be installed in eNB during manufacturing phase. Installing root certificate of operator CA when eNB is physically installed may require manual intervention from the installation personnel and therefore is not preferred, especially since security related operations needed on eNB site should be minimized.
Another way is to use cross-certificate solution specified in 33.310. Factory CA could issue a cross-certificate to operator CA. The cross-certificate shall be provided to eNB in initial access procedure so that eNB is able to construct a path of trust as “SeGW certificate -> cross-certificate -> root certificate of factory CA”.
The cross-certificate could be provided to eNB in two ways:
(1) DHCP server responds URL of corresponding cross-certificate (stored in the aforementioned CR) to the eNB according to device information carried in DHCP request message in multi-vendor scenario. Then the eNB gets cross-certificate according to URL.
(2) SeGW sends the cross-certificate as well as its SeGW certificate as CERT payloads in IKE_AUTH message.
It shall be highlighted that there is a conflict with current description in TS 33.310. In section 6.2.1b, it is said that “Cross-certificates shall not be sent by the peer end entity as they are pre-configured in the end entity”. TS 33.310 are mainly designed for core network entities but not for backhaul environment. Above description should be modified in TS33.310 for the backhaul environment.
The eNB should be able to check whether SeGW’s certificate is expired according to its local time.
For checking whether SeGW’s certificate is revoked, the eNB needs to know how to get revocation information from the operator CA. The URL of the CR storing the CRL could be delivered by DHCP or in CERT payload with type e.g., “Hash and URL” in IKEv2 exchanges, or it could be provided in the cRLDistributionPoints or id-ad-ocsp OID of the SeGW certificate.. 
4 Examples of eNB initial access procedure
Figure 2 and figure 3 show two examples of eNB initial access procedure based on analysis in section 3.
4.1 SeGW provides validation information
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Figure 2: SeGW responds information of CRL/cross-certificate to eNB

SeGW responds information of CRL/cross-certificate to eNB:

1. IKE_INIT exchange is performed between eNB and SeGW.

2. In first IKE_AUTH message, eNB may request SeGW to send a cross-cert (indicating that its factory CA is trusted) and a CRL.

3. SeGW validates eNB’s certificate according to section 3.2.

4. SeGW sends cross-certificate and URL of CRL to eNB in IKE_AUTH message.

5. eNB gets CRL according to URL received in step 4.

6. eNB validates SeGW’s certificate based on cross-certificate, CRL.

7. An IPsec tunnel is established after all operations succeed.

4.1 DHCP server provides validation information
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Figure 3: DHCP server responds information of CRL/cross-certificate to eNB
DHCP server responds information of CRL/cross-certificate to eNB:

1. eNB gets URL of CRL and URL of cross-certificate via DHCP server.

2. eNB gets CRL and cross-certificate.

3. IKE_INIT exchange is performed between eNB and SeGW.

4. eNB sends IKE_AUTH message to SeGW.
5. SeGW validates eNB’s certificate according to section 3.2.

6. SeGW responses IKE_AUTH message to eNB.
7. eNB validates SeGW’s certificate based on cross-certificate, CRL gotten in step 2.

8. An IPsec tunnel is established after all operations succeed.

5 Proposals
This contribution discusses security issues of the eNB initial access procedure and lists possible solutions. In section 4, two examples of eNB initial access procedure are proposed.
It is proposed to use section 3 and section 4 as basis of future work.
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