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On use of SeGW and IKE for CMP signaling security
CMPv2 RFC 4210 provides embedded methods for message integrity protection (protection field within the PKIMessage structure that protects both the CMP message header and its body) as well as for proof of possession for keys for which certificates are to be issued by the operator RA/CA. SeGW and its link with eNB shall not be used for providing security for CMPv2 signaling for the following reasons:

1) Almost all PKI systems maintains databases of the issues certificates along with audit records for events related to certificate issuance. These events include date of request, name of requesting entity, authentication credential, method of proof of possession, as well as information about the certificate issued, for example the serial number of the certificate, the subject name and the name of the issuing CA. Simply delegating the vetting responsibility to SeGW (based on IKE) without providing any audit records, will leave the CA and the operator with no chance to cryptographically or from legal or business standpoint to defend itself in case of dispute. The CA will not have any of evidence that the eNB has proven its possession of the private key or that eNB has authenticated itself to RA/CA or what evidence it has used for this authentication.
[ZTE]
In S3-091756, the checking responsibility of RA/CA is not delegated to SeGW, The enrollment message is still be authenticated by RA/CA according to RFC 4210. SeGW is only responsible for access authentication and authorization.
2) SeGW becomes a single point of failure in case network problems or security breaches occur. A rogue SeGW can request certificates on behalf of a rogue eNB.
[ZTE] 

The issue has already been considered in TS 33.210 4.3 Security for native IP based protocols, the network operator may have more than one SEG in its network in order to avoid a single point of failure or for performance reasons. Rogue SeGW can not request certificates on behalf of a rogue eNB because the enrollment message should be authenticated by RA/CA as discussed above.
3) Every SeGW needs to be pre-provisioned with eNB certificates or shared keys for the purpose of IKE and certificate enrollment.
[ZTE]

SeGW is pre-provisioned with VPKI’s root certificate or shared key. SeGW need not be pre-provisioned with eNB certificates. 
CMP signaling integrity protection as well as end entity private key proof of possession needs to be end to end between eNB and RA/CA rather than hop by hop.       

























































3GPP

SA WG3


