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1
Decision/action requested

The aim of this contribution is to propose the use of a smart card to provision operator certificate in eNB and store sensitive data. 
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3
Rationale

In the scope of initial certificate enrolment for eNB, there is a need of late binding, which is identified as an important logistics property. Late binding enables flexibility and reduces complexity. 

The eNB could be located in hostile environment. 

There is also a need to have trust in the certificate stored on the eNB and other sensitive data stored on the eNB. 

A secure way to provision the eNB with operator certificate and store sensitive data is to use a smart card. 

OMA has already defined in “OMA Provisioning Smartcard” specification, OMA-WAP-TS-ProvSC [1]: 

· the storage of root certificate in the smart card for device purposes 

· the storage of public/private keys with associated sensitive data in the smart card (e.g. WIM application). 

OMA Provisioning Smartcard was specified for WAP provisioning. This solution was re-used to allow device to retrieve root certificate on the smart card. WIM on UICC is a solution used to issue subscriber certificate in 3GPP SA3 TS 33.221 for “Support for Subscriber Certificates”[2]. 

The possible usage of smart card to secure eNB is already identified in TR 33.821[3]. 

4
Proposal

The smart card is a solution to provision eNB with operator certificate and store sensitive data required for IPsec security. 

· By means of smart card, operator data and eNB sensitive data could be stored in tamper resitant device while the eNB could be located in hostile environment. 

· The smart card would be under operator control.

· The smart card could be issued with operator certificate. 

· The smart card could be bound to the eNB at any time, whatever the site. 

· A logical binding between the eNB and the smart card could be present to guaranty that the data stored in the smart card are dedicated to a specific eNB. E.g. the eNB could have eNB manufacturer certificate that would be verified by the smart card according to operator policy. 

5
Conclusion

We kindly ask 3GPP SA3 to add the proposal described in section 4 as solution for the backhaul security. 

