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1. Introduction

This contribution clarifies the requirement of the H(e)NB TrE’s role in authentication procedures in section 7.2 of TS 33.320, as well as proposing new text for requirements on certificate handling during the IKEv2-based mutual authentication. 
2. Background

The current TS draft (TS 33.320 v0.2.0) section 7.2 on authentication does not detail the role of the TrE in the process of IKEv2-based mutual authentication of the SeGW and the H(e)NB. 
Also lacking in the current TS draft is a detailed description of the requirements on the processing of the certificates in the mutual authentication of the H(e)NB authentication and SeGW. We realize that 3GPP2 has recently proposed a description of such requirements in their Femtocell Security Framework document (v0.9) and we propose that similar requirements be placed in TS 33.320. 

Therefore, we propose some new text that clarifies the role of the TrE, and we also propose new sections 7.2.3 and 7.2.4 for a more detailed description of the requirements on the processing of the certificates in the mutual authentication procedures. This is mostly sourced from the 3GPP2 Femtocell Security Framework spec v0.9 but with additional material concerning the role of the TrE. 

3. pCR

The following pCR is against S3-091491, the current draft of the 3GPP TS Security Aspects of H(e)NB.
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7.2 Device Authentication

7.2.1
General

Device authentication of the H(e)NB shall be securely bound by the TrE to the device validation of the H(e)NB platform. 

Device authentication of H(e)NB shall be based on device certificate for H(e)NB and network certificate for the core.

IKEv2 with certificates used for authentication shall be run between H(e)NB and SeGW to mutually authenticate the H(e)NB and the SeGW.
7.2.2
SeGW and Device Mutual Authentication Procedure

Device authentication shall be performed using IKEv2 with public key signature based authentication with certificates, as specified in RFC 4306 [4]. The H(e)NB device shall authenticate itself to the SeGW with a certificate based on the globally unique and permanent H(e)NB identity securely stored in the TrE, signed by an operator authorized entity. The SeGW shall authenticate itself to the H(e)NB using a certificate signed by an operator-trusted CA. The H(e)NB may also verify the SeGW identity by comparing the SeGW certificate ID (sent in field subjectAltName) to a trusted reference value stored in the TrE.
 NOTE: If DNS is available, the SeGW’s name is the FQDN used to resolve its IP address; otherwise it is the IP address of the SeGW.

Editor’s Note: The certificate handling for the H(e)NB device certificate and the SeGW certificate has to be specified.

The H(e)NB’s TrE shall be used to provide the following critical security functions supporting the IKEv2 and certificate processes:

-
The H(e)NB’s identity shall be stored in the TrE and shall not be modifiable.

-
The H(e)NB’s private key shall be stored in the TrE and shall not be exposed outside of the TrE.
-
The root certificate, and any intermediate CA certificates in the chain, used to verify the signatures on the  SeGW’s certificate shall be stored in the H(e)NB’s TrE and shall be writable by authorized access only. The verification process for signatures and validity periods shall be performed by the H(e)NB’s TrE.
-
The H(e)NB’s TrE shall be used to compute the AUTH payload used during the IKE_AUTH request message exchanges.
7.2.3
H(e)NB/IKEv2 Processing Requirements for SeGW Certificates
The H(e)NB/IKEv2 processing requirements for SeGW certificates shall be as follows: 

1 The processing of the SeGW certificates by H(e)NB shall be compliant to [20].

2 The SeGW shall not send certificate paths containing more than four certificates.

3 The H(e)NB shall be able to support SeGW certificate paths containing up to four certificates. The SeGW certificate and the intermediate CA certificates for the SeGW shall be obtained from the IKEv2 CERT payload. The certificates of the trusted root CA and trusted intermediate CAs shall be obtained from the TrE of the H(e)NB.

4 The H(e)NB’s TrE shall check the validity time of the SeGW certificates, and reject certificates that are either not yet valid or that are expired..

Informative Note: The above requirements are largely identical to those specified in [21], modified to reflect 3GPP terminology and concepts and also the existence and role of the TrE in H(e)NB. 

7.2.4
SeGW/IKEv2 Processing Requirements for H(e)NB Certificates
The SeGW/IKEv2 processing requirements for H(e)NB certificates shall be as follows: 

1. The processing of the H(e)NB certificates by the SeGW shall be compliant to [12]. 

2. The H(e)NB shall not send certificate paths containing more than four certificates. 

3. The SeGW shall be able to support H(e)NB certificate paths containing up to four certificates. The H(e)NB certificate and the intermediate CA certificates for the H(e)NB shall be obtained from the IKEv2 CERT payload. The trusted root CA and trusted intermediate CA certificates shall be obtained from a SeGW local store of trusted CA certificates. 

4. The SeGW shall check the validity time of the H(e)NB certificates, and reject certificates that are either not yet valid or that are expired.  
Informative Note: The above requirements are largely identical to those specified in [21], modified to reflect 3GPP terminology and concepts.
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