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1
Introduction
Essentially the same HMAC-SHA256 based KDF is used in several specifications. The KDF originated from GBA TS 33.220. Each of the specifications has a copy/paste version of the KDF from TS 33.220, but are all slightly differently worded.
The input to the KDF needs to be encoded in a canonical way so that every implementation produces the same key material as output.

2
Analysis
2.1
One definition
Currently the KDF is used in the following specifications:

· TS 33.220 (GBA) which has its own copy of the definition text (the original one)

· TS 33.401 (E-UTRAN) which has its own copy of the definition text
· TS 33.402 (EPS non-3GPP access) which has its own copy of the definition text
· TS 33.102 (UTRAN/GERAN) which has its own copy of the definition text
· TS 33.224 (GPL) which refers to TS 33.220 for the definition

· TS 33.246 (MBMS) which refers to TS 33.220 for the definition

All copies are slightly different from each other.

Ideally, there would be only one definition of the KDF to which all other specifications would refer. It is natural that the KDF definition would be in TS 33.220. In fact, TS 33.220 already contains the registry of FC values and is hence used as the "coordination point" for all the KDF definitions.

Proposal 1: It is proposed that the KDF definition is kept only in TS 33.220 and that all other specifications using the KDF refer to the one definition in TS 33.220.
2.2
Encoding rules for the length fields (Li)
The definition of the KDF in TS 33.220 is unfortunately not completely explicit on how to encode the length field for each parameter. Strictly following the encoding rule for Li is not possible:

· The Li field shall be 16 bits long.
· If an integer k is to be encoded into the Li field, the most significant bit of Li shall be equal to the most significant bit of k and the least significant bit of Li shall be equal to the least significant bit of k.

The above rules can only be applied for k which are exactly 16 bits long in their base 2 representation. 
The rules of course implicitly assume that k is padded with zeroes as necessary and all implementations probably do the right thing. However, since we need to update the definition of the KDF anyhow (see encoding of non-negative integers below), this can be corrected simultaneously.

2.3
Encoding rules for non-negative integers in parameters Pi

With the introduction of EPS it became necessary to input non-negative integer values to the KDF. How these values should be encoded is not completely well specified. In particular, it is not clear if and how to pad/align the bits of the integer value in the encoded field.

Example: PCI is an integer in the range [0, 503] (see, e.g., PhysCellId IE in TS 36.331) which is input to the KDF in TS 33.401 Annex A.5.  Now, assume that the PCI integer value to be encoded is the integer value 1. Annex A.5 states that the length parameter Li for PCI shall be 16-bits, but if care is not taken, the actual encoding of PCI into Pi may be only 1 octet long (as that is sufficient to hold the base 2 representation of the integer value 1).

Proposal 2: It is proposed that encoding rules for non-negative integers are explicitly added to the KDF definition to avoid different interpretations by different vendors.
3
Proposal
To avoid diverging definitions and possible implementation differences, it is proposed that SA3 reviews the attached draft-CR to TS 33.220 until the SA3#57 November meeting and ensures that the definition is correct.

Ericsson will provide the (possibly) updated version of the attached draft-CR for TS 33.220 to SA3#57 and CRs to replace the redundant definitions in other specifications for SA3#57.
It is further proposed to agree on the approach discussed in this paper.
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