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1
Introduction
There is an error in the procedure for updating the EPS NAS security context on the USIM/non-volatile ME memory. The error results in that the UE will use the same NAS COUNT multiple times by the UE.

From hereon only the storage on the USIM will be discussed to shorten the description; the same reasoning applies to when non-volatile ME memory is used as well.

2
Analysis
In clause 7.2.6.3 ECM-CONNECTED to ECM-IDLE transition, TS 33.401 states that:
If the USIM supports EMM parameters storage, then the ME shall update the EPS NAS security context parameters on the USIM, excluding the UE security capabilities and the keys KNASint and KNASenc, with its values of the full native EPS NAS security context if it has one and if so mark the EPS NAS security context on the USIM as valid.
Now, in the following example case, this will result in that the UE will use the same NAS COUNT for uplink messages multiple times, and that the UE will not get service from the MME as the NAS messages will be deemed old by the MME.
1. UE establishes a NAS security context.

2. UE goes to IDLE state; by the rule above the ME will store the NAS security context on the USIM including NAS COUNTs and marks it as valid. Assume that UL NAS COUNT is equal to n.
3. UE is in IDLE state but sends (at least one) NAS message. For this example, let's say, e.g., one periodic TAU Request to the MME, increasing the UL NAS COUNT to n + 1.

4. UE crashes.

5. UE powers up again, checks the NAS security context stored on the USIM, sees that it is marked as valid and reads it into volatile ME memory. The UL NAS COUNT in the NAS security context in the volatile ME memory will now be n once again.

6. UE sends an ATTACH Request to the MME which will re-use the UL NAS COUNT of n + 1.

7. The ATTACH Request will re-use the same key-stream as the periodic TAU Request in step 3 (security issue) and the MME will reject the ATTACH Request as being replayed (robustness issue).

The situation above does not seem to be possible to provoke by an attacker, but would happen spontaneously. 
3
Conclusion and Proposal
To avoid the above problems it is proposed to only update the NAS security context on the USIM and mark it as valid when the UE goes into EMM_DEREGISTERED state. When the UE is in this state it will neither send nor receive/process incoming NAS messages, and hence there will not be any changes to the NAS security context. In any other situation the NAS security context stored on the USIM/non-volatile memory shall be marked as invalid. 
The accompanying CRs in S3-091640 and S3-091641 implement this change and it is proposed that SA3 agrees them.
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