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1
Introduction
This contribution proposes a certificate enrollment mechanism for eNBs in support of the NDS architecture. The enrollment mechanism is based on a profile of the CMPv2. The message exchanges and the underlying transport protocol are described.
2
Background
SA3 established a WI named “NDS enhancements to support backhaul security” to put forward specification that improves security aspects of provisioning of the base stations within the NDS. In particular the goal is to provide a profile for Certificate Management Protocol version 2 (CMPv2) for the purpose of eNB IPsec certificate enrollment with the domain CA as well as possibly other certificate life cycle management functions that could benefit from CMPv2 while also facilitating interoperability. 

Most of CMPV2 messaging requires integrity protection. However, given that scalability and degree of automation in base station certificate enrollments are the main drivers for use CMPv2, the intent here is to minimize manual administration steps in support of the integrity protection mechanisms. This proposal here is to avoid provisioning of the CMPv2 elements (including base station) with shared key credentials through out-of-band methods and instead use pre-provisioned certificates provided by the base station vendors, so that private/public key pair associated with the pre-provisioned certificate can be used by the CMPv2 parties.

A proposal for transport protocol to be used to carry CMPv2 messaging is also provided.

3 eNB certificate enrollment: architecture and messaging

The following subsections list a number of assumptions that are necessary for the CMPv2 proposal provided in this document based on architecture shown in figure below. 


[image: image6.emf]RA/CA root Certificate


Figure 1: Certificate enrollment using pre-provisioned certificates

Both eNB and RA/CA rely on public key signatures and certificates for the integrity protection of CMP enrollment messaging. The RA/CA signs the messages using its private key. The eNB is pre-configured (at time of manufacture or as part of installation) with a root of trust that allows the eNB to trust the RA/ CA certificate, so that it can authenticate the CMP messages from the RA/CA. The eNB uses its private key associated with its pre-provisioned certificate to sign CMP messages. The RA/ CA needs to be configured with a root of trust that allows the RA/ CA to accept any pre-provisioned eNB certificate that the eNB uses for CMP message integrity protection (as described below).
3.1 Pre-provisioned eNB certificates
A pre-provisioned eNB certificate is a unique X.509 certificate that is available at the eNB prior to CMPv2 enrollment signaling. The pre-provisioned certificate is typically issued by a manufacturer CA (chaining to a manufacturer root CA) and certifies the public/ private key pair that the eNB will use for signing/ integrity protection of CMP messaging.
To assure uniqueness of eNB pre-provisioned certificate, the proposal is to include a duo of (eNBID, manufacturer identifier) as part of eNB certificate subject name. A numeric manufacturer identifier (such as IEEE registered Organizationally Unique Identifier, OUI) is preferred to avoid naming and registrar issues. The use of manufacturer identifier allows the format and syntax of eNB identifier (eNBID) to be implementation specific, while assuring the uniqueness of certificate across multiple manufacturers. 
3.2 eNB IP address/ FQDN

The enrolled IPsec certificate that the eNB can use within NDS (the result of CMPv2 exchange with RA/CA) will include either an IP address or FQDN of the eNB as designated by the domain owner. This means either an IP address or FQDN (whichever to be included in the IPsec certificate of eNB) must be available to the eNB prior to start of CMPv2 messaging. The exact method of provisioning of this data within eNB is out of scope of this contribution. 

3.2 CMPv2 transport protocol
HTTP is used as a transport protocol for CMPv2 messaging (HTTP is already mentioned in 33.310 section 6.1.1 for checking status of TLS and NE certificates). HTTPS should not be necessary since all PKIMessages between RA/CA and eNB are using integrity protection provided by CMP messaging (RFC 4210 section 5.1.3.3). However, HTTPS shall also be supported as a transport mechanism for CMP messaging to support cases where the eNB port control policies prohibit HTTP communications.

RA/ CA address can be in form of HTTP URL, which is later resolved to an IP address.
3.2 CMPv2 Profile and scope

The proposal is consistent with the 33.310 CMPv2 profile and includes the following operations

-Certificate enrollment (cr/cp messages in CMP : requesting and enrolling an IPsec certificate for eNB with RA/CA within the domain PKI 

-Key update and certificate renewals: functionality to allow eNB to update its keys/ renew expiring certificates or obtain new certificates that may include updated certificate information (e.g. IP address/ FQDN, etc)

The profile shall not include CMP messaging for revocation requests or CRL fetching functions for the following reasons:

1) Most Certificate Policies require human review and authorization of revocation request due to the severity of consequences. 

2) The revocation requests are typically submitted by humans rather than machines that own the certificates. Once eNB is compromised it cannot be relied upon to send a revocation for its own certificate and other elements in domain may not be considered enough to make practical use of an automated CMPv2 revocation messaging.
3) Human operators may mistake an unapproved revocation request with an actual act of revocation and take pre-mature actions.

4) CRLs are better provided by CRL servers (either LDAP or HTTP access as stated in Clause 6.1.1 of the TS 33310) that simply act as web-servers with no trust authority. This provides much better scalability properties than an RA/ CA responding to high volume of CMP requests for CRLs. 

Finally, this proposal can co-exist with the requirements in Clause 7.2 of TS 33310. which states that manual SEG and NE certification installation using PKCS#10 formats shall be supported.  Both CMPv2 based enrollment and PKCS#10 shall be supported and the choice between use of CMPv2 and PKCS#10 shall be left as a deployment policy decision. PKCS#10 based certificate enrollment shall not use CMPv2 messaging and should be based on RFC 2314.       
3.3 eNB certificate enrollment using CMPv2 
Figure 2 shows the CMPv2 based certificate enrollment messaging to take place between eNB and RA/CA. The details of each of the CMP message fields above are provided in RFC 4210. Each CMP message consists of a header and body, where the “body” is the part of the message that carries message specific information and is defined as PKIBody structure that is different for each message. 6 types of PKIBody are used in this profile. CMP messaging in this profile does not require any confidentiality protection, since no secrets are being transported.
For message integrity, the “protection” field (PKIProtection structure) within the CMPv2 message (PKIMessage) is used to protect the header and body fields. The proposal is to use the a private key based signature (section 5.1.3.3 of RFC 4210) mechanism for protection of CMP messages, where the PKIProtection structure contains a signature value and a protectionAlg that includes the Algorithm identifier for the used digital signature algorithm. The proposal here is to use MSG_SIG_ALG (private key based signature, as defined in D.2 of RFC 4210) but with SHA256WithRSAEncryption as a signature algorithm (although CMPv2 default signature algorithm is DSA/SHA1, due limitation on DSA public key sizes and its limited commercial availability, the much more widely used RSA and preferred SHA256 is recommended).

RFC 4210 (section 5.2.8, 5.2.8.4 and D3) requires Proof of Posession that correspond to at least one of the key usages in the requested certiciate. Given that eNB certificates will have at least digitalSignature key usages, it is sufficient to include the SKPOP (Signature Key Proof of Possession) according to POPOSigningKey syntax defined in appendix C of RFC 4210. 
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                      Figure 2: CMPv2 Profile for NDS certificate enrollment
1. The eNB discovers its own FQDN or IP address and the RA/CA address.  
2. The eNB generates the private and public key pair.  (eNB may optionally reuse the pre-provisioned private and public key pair for certificate request.)
3. The eNB generates the first CMPv2 message called certification request message (cr: PKIBody type 2) towards the RA/ CA. The request includes the IP address or FQDN.  The certification request message contains as the PKIBody a CertReqMessages data structure, which specifies the requested certificates.  The eNB signs the cr using the pre-provisioned private key, and includes both the digital signature and the pre-provisioned certificate(s) in the CMPv2 PKIMessage..  
4. The eNB sends the signed cr to the RA/CA as CMPv2 PKIMessage using the HTTP or HTTPS as transport protocol.
5. RA/CA verifies digital signature on the cr from eNB using the provided eNB certificate(s) and any additional certificates leading to a trusted CA.  RA/CA also verifies the proof of the possession of the private key for the requested certificate.
6. RA/CA generates the certificate for eNB.
7. RA/CA generates the certificate response (cp: PKIBody type 2) that includes the certificate and the CA certificate(s), signs the cp with the RA/CA private key, and includes the signature and RA/CA certificate(s) in the PKIMessage. The cp includes the appropriate certificate chains for authenticating the RA/CA certificates in the PKIMessage body.
8. RA/CA sends the signed cp to eNB as CMPv2 PKIMessage using the HTTP or HTTPS transport protocol.
9. eNB authenticates the PKIMessage using the RA/CA root certificate and installs the certificate(s).  

10. eNB creates certConf (PKIBody type 24) as defined in RFC 4210 and signs certConf.
11. eNB sends the CMPv2 PKIMessage that includes the signed certConf to RA/CA using the HTTP or HTTPS transport protocol to RA/CA. CMPv2 in RFC 4210 article 4.2.2.2 specifies that where RA/CA fails to verify the certConf, the RA/CA MUST revoke the newly issued certificate if it has been published or otherwise made available.
12. RA/CA authenticates the PKI Message that includes the certConf according to the CMPv2.  RA/CA creates and signs PKIconf (PKIBody type 19) according to CMPv2.  Although CMPv2 specifies that PKIconf is optional, it is desirable for RA/CA to send PKIconf to eNB; eNB may not know if RA/CA revoked the eNB’s certificate because it didn’t receive the certConf due to the network failure.
13. RA/CA sends the signed CMPv2 PKIMessage to eNB that includes the PKIconf using HTTP or HTTPS transport protocol.

14. eNB authenticates the PKIconf according to CMPv2.
3.4 Key Update/ Certificate renewal/updates
This is a scenario where an eNB that already possesses an enrolled IPsec certificate with RA/CA needs to either update its key pair or update its certificate (possibly a change in a certificate field, e.g. IP address) or renew a certificate that is about to expire. This the profile explained in D.6 of RFC 4210. The message body used in this case is certReqMassage of type kur (PKIBody type 7) and CertRepMessage of type kup (PKIBody type 8). Protection field is calculated using MSG_SIG_ALG using SHA256WithRSAEncryption as before.
When CA responds with a message containing a certificate (certificate renewal or update cases), the eNB replies with a PKIConfirm to close the transaction.
4. Proposals
Therefore, the proposals for approval are the followings:
Proposal 1: Specify  HTTP  as the CMPv2 transport protocol for eNB certificate enrollment. Allow HTTPS as an option.

Proposal 2: Specify the use Manufacturer pre-provisioned certificates as a method for protection of CMP signaling based on the architecture in Figure 1

Proposal 3: Specify the CMPv2 profile to include certificate request and key update functions as described. Revocation processing, PKCS#10 requests and CRL fetches are not be part of CMP profile. 
Manufacturer’s Root certificate is pre-installed.
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1. eNB obtains the root CA certificate from RA/CA using CMPv2 and the pre-provisioned Manufacturer certificate.
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