3GPP TSG-SA3 
S3-091622
SA3#ad hoc, 28-30 September 2009, Sophia-antipolis, France

Source:
Huawei
Title:
p-CR to H(e)NB security TS
Document for:
Approval
Agenda Item:
7.1
Work Item / Release:
Work Item on H(e)NB security
1 Introduction
This contribution proposes clarification in Section 4.4.4 Requirement on H(e)MS.  Some of the requirements in 4.4.4 contradicts the requirements in 4.4.2 in the case when H(e)MS is accessible on the MNO intranet. In case of H(e)MS is accessible on the MNO intranet, authentication between H(e)MS and H(e)NB is not always necessary.
2 Proposed Changes
It is proposed to agree the attached pCR.
****************************Start of changes*****************************************
4.4.4
Requirements on H(e)MS

The requirements on the H(e)MS are:

-
The H(e)MS shall be authenticated by the H(e)NB if the H(e)MS is accessible on the public Internet and may be authenticated by H(e)NB if the H(e)MS is accessible on the MNO Intranet, using a H(e)MS certificate. The H(e)MS certificate should be provided by a MNO trusted CA.

-
When authentication between H(e)MS and H(e)NB is performed, the H(e)MS shall authenticate the identity of the H(e)NB using a H(e)NB certificate. This identity shall be the same as used during backhaul link establishment (cf. sub-clause 4.4.5 of this document).

-
If the H(e)MS is accessible on the MNO Intranet and the mutual authentication between H(e)MS and H(e)NB is not performed, the identity of H(e)NB shall be transferred over the H(e)MS link.

NOTE:
In case of H(e)MS accessible on the MNO intranet there may be an additional secure end-to-end tunnel between H(e)NB and H(e)MS carried inside the secure backhaul link. In addition, mutual authentication between H(e)MS and H(e)NB may not be necessary due to mutual authentication between H(e)NB and SeGW.
Editor’s Note:
It has to be decided if particular requirements are needed for the separate H(e)MS tunnel between H(e)NB and H(e)MS, when H(e)MS is accessible on the public Internet 
****************************End of changes*****************************************



















































