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Abstract of the contribution:
This contribution proposes CMPv2 profile in backhaul environment.
1 Introduction
This contribution proposes CMPv2 profile in backhaul environment.
2 Proposed CMPv2 profile
2.1 PKI Management Message Profiles 
Profiles for below PKIMessages for PKI management operations are provided:

· [0] Initialization Request

· [2] Certification Request

· [4] PKCS-10 Request

· [6] pop Response

· [7] Key Update Request

· [11] Revocation Request

· [23] Error Message

· [24] Certificate Confirmation

· [25] Polling Request

(1) Basic authenticated scheme described in section 4.2.2.2 in RFC4210.
· initiation occurs at the end entity;

· message authentication is REQUIRED; 

· "key generation" occurs at the end entity;

· a confirmation message is REQUIRED.

(2) A Certification request message contains as the PKIBody a CertReqMessages data structure, which specifies the requested certificates. And the PKIBody SHOULD also support a CertificationRequest specified by the ASN.1 structure CertificationRequest given in RFC 2986 
2.2 Algorithm Profile

PKI messages will be protected for integrity as described in RFC4210 Section 5.1.3. A MAC value or signature will be contained in PKIProtection field with protectionAlg containing an algorithm identifier to identify what MAC or signature algorithm is used to protect the PKI message.
The following algorithms are used within PKI management protocols. 
Mandatory AlgorithmIdentifiers and Specifications:

· Digital Signature Standard
· Public Modulus size: 1024 bits.

· PasswordBasedMac:

· AlgId: {1 2 840 113533 7 66 13}, with SHA-1 {1 3 14 3 2 26} as the owf parameter and HMAC-SHA1 {1 3 6 1 5 5 8 1 2} as the mac parameter;

· HMAC algorithm MUST conform to Secure Hash Standard and RFC2104
· HMAC key size: 160 bits 

2.3 Proof-of-Possession Profile

POP fields for use (in signature field of pop field of ProofOfPossession structure) when proving possession of a private signing key that corresponds to a public verification key for which a certificate has been requested.

How POP is done MUST ultimately be a policy issue that is made explicit for any given CA.

All end entities MUST be prepared to provide POP.

As 3GPP 33.310 required, CA must marked key usage as Mandatory critical and at least digitalSignature and keyEncipherment shall be set for SEG(Secure Gatway) certificate. So the end entity can sign a value to prove possession of the private key and the POP should support signature CHOICE from ProofOfPossession structure as follows:

   ProofOfPossession ::= CHOICE {

       raVerified        [0] NULL,

       signature         [1] POPOSigningKey,

       keyEncipherment   [2] POPOPrivKey,

       keyAgreement      [3] POPOPrivKey 

   }

Signature is used for performing POP with signature keys.  The details of this field are covered in section 4.1 as described in RFC 4211.

   POPOSigningKey ::= SEQUENCE {

       poposkInput         [0] POPOSigningKeyInput OPTIONAL,

       algorithmIdentifier     AlgorithmIdentifier,

       signature               BIT STRING 

   }

To simplify the signature procedure, a CertReqMessages sent from end entity to CA MUST contain a CertTemplate with the specific subject and publicKey values, then PoposkInput MUST be omitted and the signature MUST be computed on the DER-encoded value of CertReqMsg certReq.
2.4 PKI Message Protection

It MUST support Shared Secret Information as described in section 5.1.3.1 in RFC4210 and SHOULD support the case of signature as described in section 5.1.3.3 if end entity possesses a signature key pair via out-of-band means or with the previous enrolled signature key pair that its relevant public component has been certified already.

For the Shared Secret Information, end entity and CA share secret information established via out-of-band means and is out of scope of SA3. PKIProtection will contain a MAC value and the protection algorithm supports id-PasswordBasedMac.

For the Signature case, the protection algorithm supports md5WithRSAEncryption.
Note: sha1WithRSAEncryption should be used instead of md5WithRSAEncryption, but sha1WithRSAEncryption is not endorsed in RFC4210.
3 Proposal
It is proposed to use profile in section 2 as basis for future work on CMPv2 profile in backhaul environment.
