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7.6 
Authentication Implementation Options

The following described the various implementation options that can be used for authentication options.  Some generic mechanisms maybe considered as option for either device authentication or host party authentication, such as the option described below. 

7.6.1 
Generic Authentication

7.6.1.1
General

This section describes mechanisms to be used for the authentication principles as described in section 7.1.

Editor’s Note: The term AKA credential used below may undergo revision by SA3 if seen as necessary.
7.6.1.2
EAP-AKA-based Client Authentication

7.6.1.2.1
General

This solution may be used for device authentication (step a1 according to section 7.1) or for hosting party authentication (step b1 according to section 7.1).
The H(e)NB is provided with an appropriate AKA credential enabling to use EAP-AKA, e.g. within IKEv2 for authentication and set-up of IPsec security associations between the SeGW and the H(e)NB. The SeGW is authenticated by the H(e)NB with the SeGW certificate during the IKEv2 protocol run. Afterwards the SeGW is acting as EAP authenticator and forwards the EAP protocol messages to the AAA server, which retrieves an authentication vector from AuC via HSS/HLR. By completing the EAP-AKA authentication successfully, H(e)NB and core network (via AuC) are authenticated mutually.
NOTE 1: For this authentication concept it is possible that the appropriate AKA credentials could be stored in a removable or irremovable Trusted Environment (TrE). However, a removable TrE if used for storage of device authentication credentials does not by itself lead to the authentication of the H(e)NB device. Consequently, any, possibly illegitimate or compromised, device would be able to access the operator's IP network with a valid AKA credential, unless additional measures are taken (see 7.3).
NOTE 2: Depending on operator needs, existing HLR/HSS element and interfaces may be used for this purpose.  The allocation of IMSI ranges and possible restrictions for these IMSIs in HLR attributes are out of the scope of this technical report.
7.6.1.2.2
Assumptions at H(e)NB

Appropriate AKA credentials must be provided to the H(e)NB.

If EAP-AKA is used for device authentication, then the related credential has to be provided to the Trusted Environment (TrE) of the H(e)NB. If used for this purpose, to allow mutual authentication as required for device authentication, either the inherent properties of AKA to also authenticate the home network may be used, or for the authentication of the SeGW, the root certificate of the operator should be installed at the H(e)NB.
If EAP-AKA is used for authentication of the hosting party, the related credential is stored on a Host Party Module (HPM).
7.6.1.2.3
Assumptions for Storage of AKA Credential

For device authentication, the appropriate AKA credential is stored and the related application executed in a trusted environment, called Trusted Environment (TrE). A definition of Trusted Environment is given in Section 7.2.2.which should be irremovable. 

For the hosting party authentication, the appropriate AKA credential is stored and the related application executed in a secure environmentI, called hosting party module (HPM). A definition of Hosting Party Module is given in Section 7.2.1. 
7.6.1.2.4
Assumptions in Core Network
The SeGW acts as EAP authenticator and relays authentication information to the AAA server. The AAA server retrieves an authentication vector from AuC via HSS/HLR.
The HSS/HLR contains an entry for the device and/or hosting party. The HSS/HLR is able to distinguish between authorizations of AKA credentials associated with UEs, associated with H(e)NB devices and/or associated with H(e)NB hosting parties, e.g. by subscription profile data.
7.6.1.2.5
Authentication Flow

EAP-AKA is run within IKEv2 between H(e)NB and SeGW for mutual authentication of H(e)NB and core network or for authentication of the hosting party.

7.6.1.2.6
Impacts on Core Network

A AAA server is required as modified network element.
The authentications of the H(e)NBs generate additional processing load, and network load for HLR/ HSS.

Additional storage capacity is required in HLR/HSS for the H(e)NB or hosting party entries. 

7.6.1.2.7
Authentication Identifier

An identifier is needed for the authentication protocol to indicate the identity of the H(e)NB device or the hosting party, e.g. in the identification information elements of the protocol used. Also the access control in SeGW is based on this identifier. The identifiers used for AKA-based authentication should be globally unique.

The identifier for AKA-based authentication is the IMSI of the AKA credential. For this purpose, these IMSIs have to be marked in HLR/HSS as used for H(e)NBs, e.g. by allocating dedicated ranges or by adding specific attributes.

NOTE: The implementation of the related HLR/HSS entry is out of scope of this document.

7.6.1.3
Certificate-based Client Authentication

7.6.1.3.1
General
Authentication is based on device certificate for H(e)NB and network certificate for the core.
The H(e)NB authenticates with the built-in device certificate to the SeGW. For this purpose, the SeGW verifies the H(e)NB device certificate. In order to enforce the access control, the verified device identity is looked up in a whitelist maintained by the H(e)NB device identity server. The whitelist is a positive list which collects the device identities of those H(e)NB devices that are allowed by the operator to be connected to the core network due to valid contracts.

The SeGW is authenticated by the H(e)NB based on server certificate. This is no different from SeGW authentication used together with EAP-AKA based device authentication.

NOTE 1: This section focuses on authentication and does not consider access control.

NOTE 2: This section only describes usage of certificate-based authentication to device authentication, as the currently known use cases propose EAP-AKA for the authentication of a hosting party. In principle, also the application of certificate-based authentication to hosting party authentication is possible.

NOTE 3: It is out of scope of this technical report if also variants with the initial enrollment based on vendor certificates and the further authentications based on operator certificates might be possible.
7.6.1.3.3
Assumptions at H(e)NB

The H(e)NB is provisioned with a device certificate and the associated private key generated by the vendor. This device certificate allows the authentication of the H(e)NB by the SeGW (and thus the operator network).

The credential (private key) must be stored in a TrE.

NOTE: It is out of scope of this technical report to define how a list of trusted root certificates or cross-certification by the vendor CA is used to authenticate the SeGW.
7.6.1.3.4
Assumptions for Binding Device Validation to Certificate-based Client Authentication
Device validation of H(e)NB is bound to the certificate-based client authentication by making the H(e)NB and the TrE perform, collectively, a designated part of the procedure of device validation and the procedure of certificate-based client authentication in a same or successive session(s) of a common security protocol, such as the IKEv2 protocol. 
7.6.1.3.5
Assumptions in Core Network

A H(e)NB device identity server is available in the core network as network element providing additional functionality. This server manages a whitelist holding the information about valid device identities of H(e)NBs.
The SeGW must be provided with an appropriate certificate for H(e)NB device certificate validation.

NOTE: The H(e)NB identity server is not necessarily implemented as a physical server, but may be co-located with other functions.

7.6.1.3.6
Authentication Flow

IKEv2 with certificates used for authentication may be run between H(e)NB and SeGW to mutually authenticate the H(e)NB and the SeGW. This allows also the binding of Hosting party authentication according to step b1 of section 7.1.

In use cases which only deploy device authentication (bundled authentication of hosting party according to step b2 of section 7.1, or no hosting party authentication at all), also other certificate-based authentication protocols, e.g. TLS with mutual authentication, may be used.

7.6.1.3.7
Impacts on Core Network

A H(e)NB device identity server is required in the operator’s network. The H(e)NB authentications do not affect the HLR/HSS signalling.

7.6.1.3.8
Certificate Management

The certificate management has to cover cases of authorized changes of H(e)NB owner or operator. This includes:

· Private sale of H(e)NB without involvement of vendor or retailer

· Change of operator

NOTE 1: It is out of scope of this technical report how to handle certificate management for authorized changes.

The certificate management also has to handle compromise of certificates.

NOTE 2: No revocation could be chosen, if the trade-off between loss caused by compromise of certificates and CAs and additional cost for revocation methods suggests this. Note, that for this case still the whitelists mentioned above allow the disabling of single H(e)NBs.

NOTE 3: It is out of scope of this technical report to decide if revocation is needed and, in case revocation is needed, how it is handled. 

The certificate management has to cover certificate lifetime since the expected lifetime of a H(e)NB may be longer than the validity periods usually chosen for certificates.

NOTE 4: It is out of scope of this technical report how long the expiry times of certificates may be and how to handle expired certificates, if expiry may be expected.

7.6.1.3.9
Authentication Identifier

An identifier is needed for the authentication protocol to indicate the identity of the H(e)NB device, e.g. in the identification information elements of the protocol used. Also the access control in SeGW is based on this identifier. This identifier must also appear in an attribute of the related certificate.

If certificate based authentication is used for H(e)NB device authentication, then global uniqueness of the device identifier used for authentication is required. In general, the identifier may be any name which can be inserted in an appropriate attribute of the related certificate. In alignment with TS33.310 [12], clauses 6.1.3b and 6.1.3 and RFC4945 [17] section 5.1.3.6, this name should be a Fully Qualified Domain Name (FQDN), as it is to be used in the H(e)NB device certificate. If the device identifier is provisioned by the manufacturer of the device, then the device identifier should be composed of a globally unique manufacturer identity and an identity local to the manufacturer, e.g. a serial number. This provides at the same time global uniqueness and the freedom of the manufacturer to assign identifiers locally,

The definition of the exact authentication identifier format is left to other documents.

NOTE 1: A globally unique, FQDN formatted identifier would be appropriate for H(e)NB identity, allowing the vendor to use different solutions. The definition of the exact structure of the FQDN is considered to be outside the scope of this document.  .

NOTE 2: It is desirable to be able to use the same device identity for both IPSec and TLS, but details are out of scope for this study.

7.6.2 

Device Authentication 
EAP-AKA and certificate both can be used for device authentication.
7.6.2.1 
General

A pre-requisite assumption here is that H(e)NB validation and device authentication should be performed sequentially. At power up, the H(e)NB validation should precede device authentication. 

It is also assumed that the H(e)NB’s TrE should compute within itself the RES and AUTH parameters needed for the IKE_AUTH request messages that the H(e)NB needs to send to the SeGW during the device authentication procedures. 

If certificate of the SeGW needs to be verified by the H(e)NB, the computations required for such verification should use the SeGW’s and the certification authorities’ public key(s) for root certificate(s), as well as any other data required for such verification. To prevent manipulation of public key material or any other required data on the H(e)NB, by which a malicious party could be enabled to impersonate an SeGW, the public keys and their certificates, as well as any other required data, such as certificate revocation lists, need to be protected both when they are provisioned to the H(e)NB and during the H(e)NB’s operational lifetime. Therefore, such keys and other data should be stored in the H(e)NB’s TrE. Further, the cryptographic operations using them should preferably be performed entirely within the H(e)NB’s TrE. 

7.6.2.2 
EAP-AKA based
This authentication, which represents step a as described in section 7.1, is based on EAP-AKA for H(e)NB. EAP-AKA is run within IKEv2 between H(e)NB and SeGW for mutual authentication of H(e)NB and core network. The IKEv2 EAP-AKA authentication will follow the 3GPP TS 33.234 specification [10].

In order to bind the AKA credential to the device identity, which is essential for device authentication, the AKA credential has to be provisioned in the Trusted Environment (TrE) of the H(e)NB.

The call-flow on Figure 5. shows the EAP-AKA based mutual authentication between the H(e)NB, the SeGW, and the core network.
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Figure 5: EAP-AKA-based authentication

1.
The H(e)NB sends an IKE_SA_INIT request to the SeGW.
2.
The SeGW sends IKE_SA_INIT response.
3.
The H(e)NB sends its identity in the IDi payload in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. AUTH is omitted to inform the SeGW that the H(e)NB want to perform EAP authentication. Configuration payload is carried in this message if the H(e)NB’s remote IP address needs to be configured dynamically.  The H(e)NB also requests a certificate from the SeGW.

NOTE: The user profile selected by NAI presented in the IDi payload enforces the choice of authentication (certificate, EAP-AKA, or certificate-EPA-AKA multiple authentication).
4.
The SeGW sends the Authentication Request message with an empty EAP AVP to the 3GPP AAA Server, containing the identity received in IKE_AUTH message sent in step 2.
5.
If necessary, the AAA Server should fetch the device profile and authentication vectors from HSS/HLR.
NOTE: It is out of scope of this technical report to decide whether the appropriate platform for device authentication is an HSS/HLR or a different authenticating entity is needed to be defined is FFS.
6.
The AAA Server initiates the authentication challenge.

7.
The SeGW send IKE_AUTH response to H(e)NB. The EAP message received from the AAA Server (EAP-Request/AKA-Challenge) is included in order to start the EAP procedure over IKEv2. The SeGW’s identity, a certificate, and the AUTH parameter which is used to protect the previous message it sent to the H(e)NB (in the IKE_SA_INIT exchange) are included in this message in case that the H(e)NB need to authenticate the SeGW based on the certificate of the SeGW.
8.
The H(e)NB responds to the authentication challenge. The only payload (apart from the header) in the IKEv2 message is the EAP message. The H(e)NB checks the authentication parameters in case that the H(e)NB need to authenticate the SeGW based on the certificate of the SeGW. Computation of the EAP-AKA RES parameter should be performed within the H(e)NB’s TrE. The SeGW’s root signing public key and any other data required for such verification should be stored in the TrE. To enhance security, the verification could be performed entirely in the TrE
9.
The SeGW forwards the EAP-Response/AKA-Challenge message to the AAA Server.

10.
When all checks are successful, the AAA Server sends the Authentication Answer including an EAP success and the key material to the SeGW. This key material should consist of the MSK generated during the authentication process. 

11.
The MSK should be used by the SeGW to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages.

12.
The EAP Success message is forwarded to the H(e)NB over IKEv2.

13.
The H(e)NB should take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The H(e)NB then forwards the AUTH parameter is sent to the SeGW. Verification of the EAP-AKA parameter AUTH should be performed within the H(e)NB’s TrE.

14.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The SeGW should send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the H(e)NB requested for a Remote IP address through the CFG_REQUEST. Then the AUTH parameter is sent to the H(e)NB together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.
15.
If the SeGW detects that an old IKE SA for that H(e)NB already exists, it will delete the IKE SA and send the H(e)NB an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in H(e)NB.
7.6.2.3 
Certificate-based
This authentication, which represents step a as described in section 7.1,
 is based on device certificate for H(e)NB and network certificate for the core.

IKEv2 with certificates used for authentication is run between H(e)NB and SeGW to mutually authenticate the H(e)NB and the SeGW. 

The IKEv2 certificate-based mutual authentication is executed according to IETF RFC-4306 [11].  The certificate handling and profiles will adhere to 3GPP TS 33.310 [12].  
NOTE: The precise mechanisms which are to be used for verifying the validity of SeGW and H(e)NB certificates (e.g. CRL, OCSP, whitelist) are out of scope of this technical report.
Certificate-based authentication does not require additional measures to ensure the binding between the device identity and the authentication credential. The credential (private key) must be stored in a TrE.

The call-flow on Figure 6. shows the simple certificate based mutual authentication between the H(e)NB and the SeGW. 
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Figure 6: Certificate-based authentication

1.
The H(e)NB sends an IKE_SA_INIT request to the SeGW.
2.
The SeGW sends IKE_SA_INIT response, requesting a certificate from the H(e)NB. 

3.
The H(e)NB sends its identity in the IDi payload in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The H(e)NB sends the AUTH payload, its own certificate, and also requests a certificate from the SeGW.  Configuration payload is carried in this message if the H(e)NB’s remote IP address needs to be configured dynamically. Computation of the AUTH parameter is performed within the H(e)NB’s TrE. 

NOTE: The user profile selected by NAI presented in the IDi payload enforces the choice of authentication (certificate, EAP-AKA, or combined authentication).

4.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message.  The SeGW verifies the certificate received from the H(e)NB.

NOTE: The mechanism for the SeGW to verify access authorization (e.g. checking against a whitelist) is FFS.

5.
The SeGW sends the AUTH parameter and its certificate to the H(e)NB together with the configuration payload, security associations, and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates. The Remote IP address is assigned in the configuration payload (CFG_REPLY), if the H(e)NB requested for a Remote IP address through the CFG_REQUEST.
6.
The H(e)NB verifies the SeGW’s certificate with its stored root certificate. The SeGW’s root signing public key and any other data required for such verification should be stored in the TrE. To enhance security, the verification could be performed entirely in the TrE

NOTE:  It is optional, but not required for the H(e)NB to further validate the SeGW’s certificates, as it is under control of the operator.

7.
If the SeGW detects that an old IKE SA for that H(e)NB already exists, it will delete the IKE SA and send the H(e)NB an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in H(e)NB.
7.6.2.4 
Binding  of device validation procedure to client authentication procedure in the same IKEv2 session
Binding of device integrity and device ID could also be achieved by binding the procedures of device integrity validation and device authentication. Since IKEv2 is the preferred method for device authentication, the device validation procedure should be combined into a new IKE_AUTH request and response exchange that precedes another such exchange performed for device authentication. An alternative is to use the same IKE_AUTH message exchange that is used by device authentication but to embed any additional data needed for device integrity validation (e.g. signed message about the outcome of the integrity checking performed by the TrE)  into appropriately chosen message fields (such as a protected Notification field) or parameters in the existing message exchange.  
7.6.3
Hosting Party Authentication 
7.6.3.1 
Bundled with the Device Authentication
The authentication of the hosting party is bundled with the device authentication, i.e. there is no additional authentication step after the device authentication.  This authentication represents step b2 as described in section 7.1.
EAP-AKA and certificate both can be used when the authentication of the hosting party is bundled with the device authentication. The authentication flow of the bundled authentication is similar to the device authentication.
Editor’s Note: It needs to be clarified how device (client) authentication and hosting party authentication can be bundled when the former needs to take place by the TrE and the latter needs to involve the non-TrE HPM. 
7.6.3.2 
Stand-alone Hosting Party Authentication
7.6.3.2.1
Device Authentication based on Certificate and Hosting Party Authentication based on EAP-AKA
Device Authentication may optionally be followed with an EPA-AKA-based Hosting Party Authentication exchange.  This authentication represents step b1 as described in section 7.1. The IKEv2 certificate-based mutual authentication is executed according to IETF RFC-4306 [11], followed by IKEv2’s multiple authentication procedure defined in IETF RFC4739 [13]. The certificate handling and profiles will adhere to 3GPP TS 33.310 [12], although certificate enrolment and certificate revocation are not required. The IKEv2 EAP-AKA authentication will follow the 3GPP TS 33.234 [10] specification.

As in the case of device authentication, a pre-requisite assumption is that H(e)NB validation and device authentication should be performed sequentially. At power up, the H(e)NB validation should precede device authentication. 

It is also assumed that the H(e)NB’s TrE should perform within itself all computation of the AUTH required for certificate based device authentication, and the HPM is responsible for computing the RES and AUTH parameters for the EAP-AKA based hosting party authentication.  

The call-flow on Figure 7. shows the certificate based mutual authentication between the H(e)NB and the SeGW, followed by an EAP-AKA auth exchange between the H(e)NB/HPM and the AAA server. 
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Figure 7: Combined certificate and EAP-AKA-based authentication

1.
The H(e)NB sends an IKE_SA_INIT request to the SeGW.
2.
The SeGW sends IKE_SA_INIT response, requesting a certificate from the H(e)NB.  The SeGW indicates that it support Multiple Authentication by including the MULTIPLE_AUTH_SUPPORTED payload.
3.
The H(e)NB inserts its identity in the IDi payload in this first message of the IKE_AUTH phase, computes the AUTH parameter within its TrE, and begins negotiation of child security associations. The H(e)NB then sends the AUTH payload, its own certificate, and also requests a certificate from the SeGW.  Configuration payload is carried in this message if the H(e)NB’s remote IP address needs to be configured dynamically.  The H(e)NB indicates that it support Multiple Authentication and that it wants to do a second authentication by including the MULTIPLE_AUTH_SUPPORTED and ANOTHER_AUTH_FOLLOWS attributes.

NOTE: The user profile selected by NAI presented in the IDi payload enforces the choice of authentication (certificate, EAP-AKA, or combined authentication).

4.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message.  The SeGW verifies the certificate received from the H(e)NB.

NOTE: The mechanism for the SeGW to verify access authorization (e.g. checking against a whitelist) is FFS.

5.
The SeGW sends the AUTH parameter and its certificate to the H(e)NB.
6.
The H(e)NB verifies the SeGW’s certificate with its stored root certificate. The SeGW’s and the  root CA’s public key and certificates, as well as any other data required for such verification should be stored in the TrE. To enhance security, the verification could be performed entirely in the TrE

NOTE:  It is optional, but not required for the H(e)NB to further validate the SeGW’s certificates, as it is under control of the operator.

7.
The H(e)NB sends another IKE_AUTH message with the AUTH payload omitted to inform the SeGW that the H(e)NB want to perform EAP authentication.
8.
The SeGW sends the Authentication Request message with an empty EAP AVP to the 3GPP AAA Server, containing the identity received in IKE_AUTH message sent in step 2.
9.
The AAA Server should fetch the user profile and authentication vectors from HSS/HLR.

10.
The AAA Server initiates the authentication challenge.
11.
The SeGW send IKE_AUTH response to H(e)NB. The EAP message received from the AAA Server (EAP-Request/AKA-Challenge) is included in order to start the EAP procedure over IKEv2. The SeGW’s identity, its certificate, and the AUTH parameter which is used to protect the previous message it sent to the H(e)NB (in the IKE_SA_INIT exchange) are included in this message.
12.
The H(e)NB checks the AUTH authentication parameters in case that the H(e)NB need to authenticate the SeGW based on the certificate of the SeGW. The H(e)NB processes the EAP challenge message and uses the HPM for verification of the AUTN and generating the RES parameters. Optionally, processing of the whole EAP challenge message, including verification of the received MAC with the newly derived keying material is performed within the H(e)NB’s HPM as specified in ETSI TS 102.310 [14].  

13. The H(e)NB sends the IKE_AUTH response with the AKA-Challenge to the SeGW.

14. The SeGW forwards the EAP-Response/AKA-Challenge message to the AAA Server.

15.
When all checks are successful, the AAA Server sends the Authentication Answer including an EAP success and the key material to the SeGW. This key material should consist of the MSK generated during the authentication process.

16.
The MSK should be used by the SeGW to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages.

17.
The EAP Success message is forwarded to the H(e)NB over IKEv2.

18.
The H(e)NB should take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. Computation of the AUTH parameteris performed within the H(e)NB’s HPM. 

19. The AUTH parameter is sent to the SeGW.

20.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The SeGW should send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the H(e)NB requested for a Remote IP address through the CFG_REQUEST. Then the AUTH parameter is sent to the H(e)NB together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.
21.
If the SeGW detects that an old IKE SA for that H(e)NB already exists, it will delete the IKE SA and send the H(e)NB an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in H(e)NB.
The basic IKEv2 multiple and EAP-AKA authentication will conform to 3GPP TS 33.234 [10] and IETF RFC-4739 [13]. 

Editor’s Note: It is ffs how certificate used will affect the architecture.
7.6.3.2.2
Binding of device validation procedure to the combined client and hosting-party authentication procedures
Binding of device integrity and device ID could also be obtained by binding the procedures of device integrity validation to that of combined device and hosting-party authentication. Since IKEv2 is the preferred method for combined device and hosting-party authentication, the device validation procedure should be combined into a new IKE_AUTH request and response exchange that precedes another such exchange performed for device authentication, or, by using the same IKE_AUTH message exchange that is used by device authentication but by embedding any additional data needed for device integrity validation (e.g. signed message about the outcome of the integrity checking performed by the TrE) into appropriately chosen message fields (such as a protected Notification field) or parameters in the existing message exchange.  
7.6.3.2.3
Binding of HPM ID and Device ID

The authentication system comprises the following entities:
H(e)NB, the equipment of home node B with a HPM inserted in. Every equipment has a unique EI (Equipment Identity) representing itself. The H(e)NB_EI is assigned by manufacturer. The H(e)NB_EI is stored securely in the TrE of the H(e)NB.
SeGW, Security Gateway, representing operator’s core network to perform mutual authentication with H(e)NB.
HLR/AAA server, Home Location Register for H(e)NB, including Authentication Center . Also, HLR stores the records of H(e)NB_EIs corresponding every HPM_ID, presenting the binding relationship of the H(e)NB_EI and the HPM_ID .AAA server performs binding authentication based on the records.
SeGW forwards the EI of H(e)NB received from this H(e)NB itself to HLR/AAA server. HLR/AAA server compare it with the record. If they’re the same, then it can be ascertained that the H(e)NB is the legitimate equipment binding to the HPM.  
For the trustworthiness of the authentication assertions conveyed by the protocols described below, it is of paramount importance that all sensitive data remain protected by the TrE on the H(e)NB and the HPM. This means in particular that authentication secrets of the H(e)NB, representing the binding authentication of the H(e)NB, and the H(e)NB_EI should be securely stored in the TrE. Furthermore, the Hosting Party Identity and corresponding authentication secrets should also be securely stored in and processed only by the HPM. Secure channels should be used to transport all these data to the SeGW.
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Figure 8: Binding Authentication

(1) H(e)NB requests the TrE for H(e)NB_EI for binding authentication.

(2) The TrE retrieves the H(e)NB_EI that it securely holds. 

(3) The TrE requests the HPM to forward HPM_ID to the TrE. If the TrE is capable of setting up a secure channel with the HPM, then the TrE should first set up a secure channel between it and the HPM, and send the request for HPM_ID protected by the secure channel.  

(4) The HPM forwards the HPM_ID to the TrE. If a secure channel is set-up in step (3) above between the TrE and the HPM, the forwarding of HPM_ID from the HPM to the TrE should be protected by the secure channel. 

(5) The TrE sends, through H(e)NB, a request, including HPM_ID and H(e)NB_EI, to the SeGW to originate the binding authentication process .
(6) The SeGW forwards the HPM_ID and H(e)NB_EI to the HLR/AAA to request the binding record .
(7) After receiving the HPM_ID, HLR/AAA searches for the H(e)NB_EI corresponding the HPM_ID. 
(8) HLR/AAA verifies the H(e)NB_EI from SeGW. If it is the same with the registered record, binding authentication process succeeds. It can be judged that the HPM_ID is inserted in the legitimate equipment. 
(9) The HLR/AAA responds to SeGW the binding Auth result.

(10) SeGW forwards to H(e)NB the binding Auth result, which is forwarded to the TrE in the H(e)NB.
(11) The TrE forwards the binding Auth result for the hosting party to the HPM. If a secure channel has been set-up between the TrE and the HPM, the forwarding of the hosting-party binding Auth result should be done under the secure channel. 
Editor’s Note:  It is FFS whether HPM should not receive the HeNB_EI from the TrE and perform the binding authentication procedure itself. 

This method depends on H(e)NB_EI sent by the entity is true, not forged.

There are two ways to achieve the prerequisite.

1, H(e)NB_EI is treated as onboard token secret. It is stored in H(e)NB a secure domain i.e. from which outsider cannot retrieve it.

Meanwhile, it is transport in cryptograph encrypted by a key (e.g, CK derived from AKA algorithms or Ki stored in HPM.)

Editor's Note: It is ffs what additional requirements (e.g. additional provisioning of keys and/or additional protocol runs) are introduced by the requirement of the encrypted transmission of the H(e)NB_EI.

2, SeGW performs device authentication to verify the H(e)NB_EI before binding authentication.

If a combinations of the HPM with an onboard certificate is used，the binding process would be as following:

(1) Each H(e)NB is provisioned with a shared secret during production. The H(e)NB_EI——>shared secret list are  configured in SeGW or other core network equipment.

The SeGW perform pre-shared mode IKE agreement with H(e)NB to verify the said H(e)NB_EI is true.

(2) Each H(e)NB is configured a digital certificate. 

The SeGW perform certificate mode IKE agreement with H(e)NB to verify the said H(e)NB_EI is true.

Equipment certificate or the pre-shared key can be pre-configured by H(e)NB equipment manufacturers.
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Figure 9: Device and Binding Authentication
In step 2, CP is sent from SeGW to H(e)NB for requesting version information (version payload has been defined in IKEv2 protocol).

In step 3, H(e)NB_EI is carried in version payload. A token is carried in vendor payload or in version payload. Token is calculated by a secret (private key or shared key) and NONCEi and NONCEr.

In step 3a, SeGW verify token.

In step 5, AAA get binding of HPM_ID and H(e)NB_EI;

In step 11, SeGW sends H(e)NB_EI and HPM_ID to AAA for verifying binding.

Editor's Note: It is ffs how to cryptographically bind the two authentications.
End of Modifications
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