
[image: image1.wmf]GLOBAL SYSTEM  FOR 

MOBILE COMMUNICATIONS

R

3GPP TS 33.xyz V0.0.1 (2009-03)
Technical Specification

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

3GPP Security Aspect of Home NodeB and Home eNodeB;

Release 9 

[image: image4.wmf]
[image: image2.jpg]K oy




The present document has been developed within the 3rd Generation Partnership Project (3GPP TM) and may be further elaborated for the purposes of 3GPP.

The present document has not been subject to any approval process by the 3GPP Organizational Partners and shall not be implemented.

This Specification is provided for future development work within 3GPP only. The Organizational Partners accept no liability for any use of this Specification.
Specifications and reports for implementation of the 3GPP TM system should be obtained via the 3GPP Organizational Partners' Publications Offices.

Remove GSM logo from the cover page for pure 3rd Generation documents.

Keywords

<keyword[, keyword]>

Select keywords from list provided in specs database.

3GPP

Postal address

3GPP support office address

650 Route des Lucioles - Sophia Antipolis

Valbonne - FRANCE

Tel.: +33 4 92 94 42 00 Fax: +33 4 93 65 47 16

Internet

http://www.3gpp.org
Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© 2006, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TTA, TTC).

All rights reserved.


Contents

4Foreword


4Introduction


51
Scope


52
References


53
Definitions, symbols and abbreviations


53.1
Definitions


53.2
Symbols


53.3
Abbreviations


54
Overview of Security Architecture


65
Security Features


65.1 Secure Storage and Execution


65.1.1 Hosting Party Module


65.1.2 Trusted Environment (TrE)


65.2 Device Authentication


65.3 Other security features


66
Security Procedures in H(e)NB


66.1 Device Integrity Check


66.2 Binding of HPM ID and Device ID


66.3 Device Location Authentication and Authorization


66.4 Measures for Clock Protection


66.4.1 Clock Synchronization Security Mechanisms for H(e)NB


66.4.2 Based on Secure backhaul Link between H(e)NB and SeGW


66.4.3 Based on Security Protocols of clock Synchronization Protocols


67
Security Procedures between H(e)NB and SeGW


77.1 Device Validation


77.2 Device Authentication


77.3 Host Party Authentication


77.4 IPsec Tunnel Establishment


77.5 Location Locking


78
Access Control Mechanisms for H(e)NB


78.1 ACL for pre-R8 UE accessing to HNB


78.2 CSG for H(e)NB


79
OAM Security Mechanisms for H(e)NB


79.1 IPsec tunnel between H(e)NB and SeGW


79.2 TLS between H(e)NB and OAM server


710
Security Aspects of Emergency Call Handling





Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

Editor’s Note: this document provides initial basis for further TS development.  Further changes to this document may include but not limited to removing, modifying, or adding sections, section headings, contents, etc.

1
Scope

This document specifies …
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: “Vocabulary for 3GPP Specifications”.
[2]

3GPP TS 32.583: “Home Node B (HNB) Operations, Administration, Maintenance and Provisioning (OAM&P); Procedure flows for Type 1 interface HNB to HNB Management System (HMS)”

[3]
Reference to EAP-AKA

Editor’s Note
 It has to be decided which reference is given for EAP-AKA (IETF or 3GPP).

[4]
Reference to IKEv2

Editor’s Note
 It has to be decided which reference is given for IKEv2 (IETF or 3GPP).

[5]
Reference to IPsec

Editor’s Note
 It has to be decided which reference is given for IPsec (IETF or 3GPP).

[6]  



IETF RFC 4739: “Multiple Authentication Exchanges in the IKEv2 Protocol”, Nov 2006.

[7]  



3GPP TS 33.310: “Network Domain Security (NDS); Authentication Framework (AF)”.
[8]  



3GPP TS 23.003: “Technical Specification Group Core Network and Terminals; Numbering, addressing and identification”

[9]




3GPP TS 33.210: “Network Domain Security (NDS); IP network layer security (IP)”
3
Definitions, symbols and abbreviations

<Delete from the above heading those words which are not applicable.>
<Subclause numbering depends on applicability and should be renumbered accordingly.>
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
ASME
 Access Security Management Entity 

4
Overview of Security Architecture and Requirements 

4.1
System architecture of H(e)NB


[image: image3]
Figure 4.1.1: System Architecture of H(e)NB

Description system architecture:

· Air interface between UE and H(e)NB should be backwards compatible air interface in UTRAN or eUTRAN;

· H(e)NB access operator’s core network via a Security Gateway. The backhaul between H(e)NB and SeGW may be insecure. 

· Security Gateway represent operator’s core network to perform mutual authentication with H(e)NB. SeGW and HNB GW are logically separate entities within operator’s network.
· Security tunnel is established between H(e)NB and Security Gateway to protect information transmitted in backhaul link.
· HNB-GW performs the access control for the non-CSG capable UE attempting to access the HNB. SeGW and HNB GW are logically separate entities within operator’s network. If the SeGW and the HNB GW are not integrated, then the interface between the HNB-GW and the SeGW may be protected using NDS/IP [9].
· HeNB GW is optional to deploy. If HeNB is deployed, then SeGW may be integrated into HeNB GW. If the SeGW and the HeNB GW are not integrated, then the interface between the HeNB-GW and the SeGW may be protected using NDS/IP [9].

· Secure communication is required to H(e)NB Management System (HMS). This becomes even more important if HMS is placed outside the operator’s network.
Editor’s Note: The security implications of collapsing certain Core networks related functionality (e.g. SGSN or GGSN) )in the H(e)NB should be included if such collapsing is allowed  
<This section explains the high-level architecture of H(e)NB  security>
4.2
Network Elements

4.2.1
H(e)NB

The H(e)NB is a network element that connects User Equipment via its radio interface to the operator’s core network. Backhaul link to the network is an available broadband connection to the Internet. A H(e)NB is typically deployed in customers’ premises.

NOTE: The term H(e)NB refers to both Home NodeB (HNB) and Home eNodeB (HeNB), when both are meant without distinction.

4.2.2
Security Gateway (SeGW)

The SeGW is a network element at the border of the operator’s core network. After successful mutual authentication between the H(e)NB and the SeGW, the SeGW connects the H(e)NB to the operator’s core network. Any connection between the H(e)NB and the core network is tunnelled through the SeGW.

4.2.3
H(e)NB Management System (HMS)

The HMS is a management server that configures the H(e)NB according to the operator’s policy. HMS is also capable of installing software updates on the H(e)NB. The HMS server may be located inside the operator’s core network (accessible on the MNO Intranet) or outside of it (accessible on the public Internet).

The HMS is specified in TS 32.583 [2].

4.2.4
UE

UE is a standard user equipment for UMTS (for HNB) or LTE (for HeNB).

4.2.5
H(e)NB Gateway (H(e)NB-GW) and MME

Editor’s Note:
It has to be decided if this element is an essential part of the security architecture and should be described here. Otherwise this sub-clause can be deleted.

4.3
Interfaces (Reference Points)

Editor’s Note:
Are we going to specify new interface designators, or are we describing the interfaces with the designators as used for the functions e.g. carried inside a secure tunnel?

4.3.1
Backhaul Link

The backhaul link used between H(e)NB and SeGW provides a secure tunnel carrying both the user plane data and the control plane data that are transmitted between the H(e)NB and network elements in the core network.

HMS traffic is also tunnelled through this secure backhaul link, if the HMS is accessible on the MNO Intranet.

The backhaul link may also carry other data between H(e)NB and core network, e.g. time protocol traffic.

4.3.2
HMS Interface

The OAM Interface between the H(e)NB and the HMS server provides a secure connection carrying configuration data., SW updates and additional data, e.g. location information.

4.3.3
Other

Editor’s Note:
Do we need any other interface to be specified with normative text?
Candidates for other interfaces are the interfaces between SeGW and AAA server (if deployed), and the interface between AAA server and HLR. Main specification for such interfaces may reside with CT 1 or CT 4, and may only need requirements from SA3.

4.4
Security Requirements and Principles

4.4.1
Operation
The requirements on operation are:

-
Only algorithms of adequate cryptographic strength shall be used for authentication and protection of confidentiality and integrity.

-
Modifications of Hosting Party controlled information by the operator shall only be allowed with the permission of the Hosting Party.
-
The extent of Hosting Party controllable information shall be controlled by the operator.

-
IMSIs of users connected to H(e)NB shall not be revealed to the Hosting Party of the H(e)NB.
Editor’s Note:
More requirements for general operation principles may be added here.

4.4.2
Requirements on H(e)NB

The requirements on the H(e)NB are:

-
The integrity of the H(e)NB shall be validated before any connection into the core network is established.

-
The H(e)NB shall be authenticated by the SeGW based on a globally unique and permanent H(e)NB identity. The authentication shall be performed using a certificate provided by the manufacturer or vendor of the H(e)NB.

- 
The H(e)NB shall authenticate the SeGW. The authentication shall take place based on a SeGW certificate.

-
Optionally the hosting party of the H(e)NB may be authenticated. The authentication, if used, shall be based on EAP-AKA [3].

-
The H(e)NB shall authenticate the HMS, if the HMS is accessed on the public Internet.

-
The H(e)NB shall be authenticated by the HMS using the same identity as for authentication to the SeGW, if the HMS is accessed on the public Internet.

-
The configuration and the software of the H(e)NB shall only be updated in a secure way, i.e. the integrity of the configuration data including the licensed radio parameters and the integrity of the software updates must be verified.

-
Sensitive data including cryptographic keys, authentication credentials, user information, user plane data and control plane data shall not be accessible at the H(e)NB in plaintext to unauthorized access.

-
The time base of the H(e)NB shall be synchronized to the core network.

-
The location of the H(e)NB shall be reliably transferred to the network.

-
Any unauthenticated traffic received from the access network shall be filtered out by the H(e)NB).

Editor’s Note:
It has to be clarified what this requirement (taken from the TR) really means, as there is also unauthenticated, but valid traffic, e.g. DHCP.

Editor’s Note:
This section contains also solution related requirements, which may be moved later to other sections.

4.4.3
Requirements on SeGW

The requirements on the SeGW are:

-
The SeGW shall be authenticated by the H(e)NB using a SeGW certificate. The SeGW certificate shall be signed by a CA trusted by the operator.

Editor's Note:
This assumes that the SeGW belongs to an operator network. If other specifications will specify SeGWs to other networks, this requirement may have to be adapted.

- 
The SeGW shall authenticate the H(e)NB based on H(e)NB certificate.

-
The SeGW may authenticate the hosting party of the H(e)NB in cooperation with the AAA server  using EAP-AKA [3].

-
The SeGW shall allow the H(e)NB access to the core network only after successful completion of all required authentications.
-
Any unauthenticated traffic from the H(e)NB shall be filtered out at the SeGW.

Editor’s Note:
Other requirements are ffs, e.g. on handling of H(e)NB identities in SeGW and possible AAA server interworking.

4.4.4
Requirements on HMS

The requirements on the HMS are:

-
The HMS shall be authenticated by the H(e)NB using a HMS certificate. The HMS certificate shall be provided by the MNO.

-
The HMS shall authenticate the identity of the H(e)NB using a H(e)NB certificate. This identity shall be the same as used during backhaul link establishment (cf. sub-clause 4.4.5 of this document).

-
If the HMS is accessible on the MNO Intranet, the mutual authentication between HMS and H(e)NB may be replaced by the authentication between SeGW and H(e)NB. In this case only the identity of H(e)NB has to be transferred over the HMS link.

NOTE:
In case of HMS accessible on the MNO intranet there may be an additional secure end-to-end tunnel between H(e)NB and HMS carried inside the secure backhaul link.

Editor’s Note:
It has to be decided if particular requirements are needed for the separate HMS tunnel between H(e)NB and HMS, when HMS is accessible on the public Internet 
4.4.5
Requirements on Backhaul Link

The requirements on the backhaul link are:

-
The establishment of the secure backhaul link shall be based on IKEv2 [4] comprising the required authentications as given in subclauses 4.4.2 and 4.4.3 of this document.

-
The backhaul link shall provide integrity protection of the transmitted data. It may provide confidentiality protection of the transmitted data, depending on operator option.

-
The security solution for the backhaul link shall be based on IPsec ESP tunnel mode [4].

-
Any connection between the H(e)NB and the core network shall be tunnelled through the Backhaul Link.

-
The security solution for the backhaul link shall be compatible with common network address and port translation variations and support firewall traversal.

4.4.6
Requirements on HMS Link

The requirements on the HMS link are:

-
The establishment of the secure HMS link shall be based on the authentication principles as given in subclauses 4.4.2 and 4.4.4 of this document.

-
The HMS link shall provide integrity protection of the transmitted data. It may provide confidentiality protection of the transmitted data, depending on operator option.
5
Security Features 
5.1 Secure Storage and Execution

5.1.1 Hosting Party Module

5.1.2 Trusted Environment (TrE) 
5.2 Device Authentication
The device authentication is mandatory for H(e)NB, it is the mutual authentication of H(e)NB device and the operator’s network. 
The certificate-based authentication solution coupled with a hardware-based Trusted Environment shall be used for device authentication. The credentials and critical security functions for device authentication shall be protected inside a TRE that is securely integrated into the H(e)NB.

Editor’s note: The term “hardware based” may need to be further clarified.
The device authentication shall be securely bound to device integrity validation. 
Editor’s Note: At power up, whether the H(e)NB validation should precede device authentication is ffs. 
The certificate-based device authentication shall have the following parts:

-  The H(e)NB shall be provisioned with a device certificate. This device certificate allows the authentication of the H(e)NB by the SeGW (and thus the operator network).
Editor’s note:  A H(e)NB device identity server shall be available in the core network to manage a whitelist holding the information about valid device identities of H(e)NBs.  The method of this checking is FFS.
-
 

Editor’s NOTE 3: It is FFS how to handle the certificate management.
-
A globally unique, Fully Qualified Domain Name (FQDN) formatted identifier shall be used for certificate based device authentication. 
5.3 Hosting Party Authentication
The hosting party authentication is optionally performed by the operator’s network.

An EAP-AKA based method shall be used for hosting party authentication .
The authentication of the hosting party is based on credentials contained in a separate Hosting Party Module (HPM) in H(e)NB.
The EAP-AKA based hosting party authentication shall have the following parts:
-
An AKA credential shall be stored in HPM enabling to use EAP-AKA. The SeGW is acting as EAP authenticator and forwards the EAP protocol messages to the AAA server to retrieves an authentication vector from AuC via HSS/HLR. 
-
A globally unique identifier in the format of an IMSI shall be used for EAP-AKA based authentication. These IMSIs shall be marked in HLR/HSS as used for H(e)NBs, e.g. by allocating dedicated ranges or by adding specific attributes to avoid misuse of these IMSIs for ordinary UEs.

NOTE: The implementation of the related HLR/HSS entry is out of scope of this document.

5.4 Other security features

The communication between time server and H(e)NB shall be provided adequate protection
6
Security Procedures in H(e)NB
6.1 Device Integrity Check 

6.2 Binding of HPM ID and Device ID

6.3 Device Location Authentication and Authorization

6.4 Measures for Clock Protection

6.4.1 Clock Synchronization Security Mechanisms for H(e)NB 

6.4.2 Based on Secure backhaul Link between H(e)NB and SeGW

6.4.3 Based on Security Protocols of clock Synchronization Protocols
7
Security Procedures between H(e)NB and SeGW 

7.1 Device Validation

7.2 Device Authentication
7.3 Host Party Authentication
7.4 IPsec Tunnel Establishment


8
Security Aspects of H(e)NB Management

8.1
Location Locking
8.2


Access Control Mechanisms for H(e)NB 

8.2.1 Non-CSG Method
8.2.2 CSG Method
8.3 
Protection of HMS traffic between HMS and H(e)NB 

8.3.1 Connection to HMS accessible on MNO Intranet
8.3.2 Connection to HMS accessible on public Internet
9
Security Aspects of Emergency Call Handling 
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