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1. Overall Description:

During their ad hoc meeting in March, SA3 discussed the LS from CT4 and reviewed CT4’s solution described in CR 0178 to TS 23.003, which was attached to CT4’s LS. The attached contributions were input to SA3’s ad hoc meeting in March. They are provided for information and were not agreed by SA3. The outcome of SA3’s discussion and review is as follows:
· SA3 agrees that the use of the new prefixes (“hints”) for EAP-AKA’ defined in CT4’s solution, provides no benefits, in particular no performance benefits, when used in the EPS. The reason for this assessment is that the 3GPP AAA server knows from the context and the rules in TS 33.402, which EAP method to use. A more extensive rationale can be found in section 2.1 of S3-090544.
· SA3 would like to point out that, in an EPS setting, there is a serious security risk when the 3GPP AAA server bases its decision on which EAP method to select on the prefix in the NAI. This is so because the 3GPP AAA server shall not rely on information provided by the user when deciding whether the stronger method EAP-AKA’ shall be used for access authentication. Any such reliance could allow the user to trick the 3GPP AAA server into using the weaker method EAP-AKA. Rather, the 3GPP AAA server shall base this decision on trustworthy information provided by the network. 
· SA3 agrees that the use of the new prefixes for EAP-AKA’ does not introduce security risks when used in the EPS.

· SA3 discussed, but could not agree on the validity of the potential backward compatibility problem raised in row 2 of Table 1 in section 2.2 of S3-090544. The backward compatibility problem refers to a situation where the UE supports EAP-AKA’ and EAP-AKA, but the AAA server supports only EAP-AKA. SA3 agrees that this situation cannot arise in EPS as, according to TS 33.402, in EPS both the 3GPP AAA server and the UE shall support EAP-AKA’. It may or may not arise in general situations not covered by 3GPP specifications.  
· SA3 discussed, but could not agree on whether it was within the remit of 3GPP to define extensions to an IETF-defined EAP method in an EPS-related specification, especially when the usefulness of these extensions did not apply to EPS.

2. Actions:

To CT4:
ACTION: 

SA3 kindly asks CT4 to take the above information into account.
3. Date of Next SA3 Meetings:
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