3GPP TSG-SA3 (Security)
S3-090575
Meeting SA3 ad hoc, 23-26 March 2009, Sophia Antipolis, France

Source:
Qualcomm Europe 
Title:
Proposed response to LS on Enhanced Security for S2c
Document for:
Discussion
Agenda Item:
6
1
Decision/action requested

This contribution proposes a response to an incoming LS from SA2 on integrity protection between UE and PDN GW with DSMIPv6 access.
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3
Rationale

SA3 have received an LS from SA2 [1] asking about the security benefit of adding integrity protection of user traffic between the UE and PDN GW when using DSMIP access to EPC over a trusted access. In particular SA2 ask

 “… whether SA3 sees any scenario where this additional security solution would be beneficial over some Trusted Non-3GPP access networks ..” 
Currently in TS 33.402 [2], SA3 has identified the security properties relating to providing DSMIP over a Trusted access network. The security requirement is to ensure that the traffic received at the PDN GW is actually from the UE. One specific issue with this is to enure that no other UE masquerade as the original UE and send traffic through the PDN GW in the time that the UE disconnects from the Trusted Access and the binding expires at the PDN GW. If the traffic from the UE is integrity protected to the PDN GW, then it become impossible for a rogue UE to send traffic to the PDN GW that will be considerd to be from the original UE. This would enable this security requirement to be satisfied without relying on any interaction between the access network and PDN GW. 

Architecturally the impact of this secure solution is very small. The UE and PDN GW need to run EAP-AKA in IKEv2 to establish security for the DSMIPv6 traffic. This means that the UE and PDN GW already shares keys that can be used to integrity protect the traffic. The integrity protection requires establishing a child SA, which is covered in [3] so it requires no standardisation effort. 

4
Detailed proposal

For the resaons given the previous section of this contribution, it is proposed that SA3 respond to SA2 with the following text:

SA3 have reviewed the proposal to provide integrity protection for user traffic between the UE and PDN GW. SA3 think that this integrity protection provided is worthwhile as it solves a security issue and that the method proposed for providing the integrity protection is appropriate.  

