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1
Decision/action requested

This paper provides some detailed background for the CR provided in S3-09axxxx
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Rationale

This contribution provides details of the ways in which TS 33.401 does not cover all the possibilities of the handling of security contexts. In particular it shows that currently the TS does not deal with the cases of when there are two native security contexts in the UE or MME and the appropriate action to take when in such cases. Without some modifications to the TS, there will be important unspecified behaviour that could lead to different implementations. The related contribution [2] provides the changes to TS 33.401 that are proposed by this contribution.  
4
Detailed proposal

Currently TS 33.401 only recognises having one native EPS security context at a time. This is not sufficient to correctly detail the UE and MME behaviour as it is possible for them both to hold two native contexts. This happens in the case that the UE and MME share a current native context and the MME initiates an AKA run. If this is successful, then both the UE and MME will have two native contexts. Presumably the next stage would be for the MME to initiate a NAS SMC to start using keys derived from the new KASME to protect NAS traffic (and initiate an AS key change on the fly if necessary). Running the NAS SMC may not be possible due to mobility issues, e.g. the UE moves to UTRAN/GERAN because of the radio conditions. Hence it is important to specify the UE and MME behaviour with these possible different types of native secuity contexts to ensure consistent beahviour and the best possible security.

Firstly it is necessary to be able to distinguish between the two types of native security contexts in order to provide detailed UE and MME behaviour. It is proposed to use current (with a small change to the definition as described below) to describe the native context that is being used to protect NAS traffic and add the following definition of a pending native context to describe a context that has just been an AKA run. 

Pending EPS NAS security context: A native EPS context that has been created by a successful AKA run but not yet taken into use by a NAS SMC or one that has been de-actived by a handover to E-UTRAN. 

The change to the current definition of a EPS security context is to remove the need to be registered to have a current security context. Without this change there would be a third type of native context, e.g. pending, current and another one. To align with this change, text is added to state that mapped contexts are deleted if the UE stops being registered in E-UTRAN (see companion CR [2]). The definiution of the current UMTS security context has been separated out as in this case, the current one is related to key generation rather than taken into use (e.g. NAS SMC).  

The UE and MME only have both a pending and a current native context when the MME is in the process of moving to a new KASME to provide the keying material to protect the traffic between the UE and network. This means that the behaviour of handling the native context should support this move – this is partly supported already in the specification by storing a pending native context in the USIM or other non-volatile memory. This storage overwrites any current native security context that is stored there. 
One case for particular attention is after a handover to E-UTRAN. When the handover occurs, it is possible that there exists a current native and a pending native security context. The handover proecedure produces a mapped security context, which becomes the current one. Following the above pricnciples, it is proposed that the current native security context is deleted if a pending one exists and any current native security context becomes a pending one otherwise in both UE and MME. This behaviour also ensures that it is only necessary for the UE and MME to store one pending and one native context at a time – not the two possible pending contexts. 

In the subsequent TAU Request after the handover, the UE includes the eKSI of any native security context that it now holds, so the MME can (re-)activate it if it has the same context, while protecting the message with the current mapped context. It is further proposed that this principle is followed for all TAU Requests, i.e. if the UE has a pending context it includes the eKSI of the pending context. 
The following diagrams provide the states transitions for a particular native and mapped security context respectively. 
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Figure 1: State transitions for a native security context
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Figure 2: State diagram for a mapped context

The transitions given in the figures that are not already in the specification are included in [2]. 
