Page 1



3GPP TSG-SA WG3 Ad Hoc Meeting 
(
 S3-090530
Sophia-Antipolis, France, 23-26 Mar 2009
	CR-Form-v9.4

	CHANGE REQUEST

	

	(

	33.401
	CR
	0193
	(

rev
	-
	(

Current version:
	8.3.1
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	X
	ME
	X
	Radio Access Network
	x
	Core Network
	x


	

	Title:
(

	Additional condition of KeNB refresh 

	
	

	Source to WG:
(

	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent, China Mobile

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	SAES
	
	Date: (

	10/03/2009

	
	
	
	
	

	Category:
(

	B
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)

	
	

	Reason for change:
(

	Two conditions of KeNB refresh are 1) when the PDCP COUNTs are about to wrap around; and 2) when forward security is provided in the target eNB by intro-cell handover to prevent the source eNB from knowing the current KeNB. However, the latter condition of KeNB refresh is missed in clause 7.2.9 key-change-on-the-fly. 

	
	

	Summary of change:
(

	Additional condition of KeNB refresh.

	
	

	Consequences if 
(

not approved:
	Incomplete conditions of KeNB refresh.

	
	

	Clauses affected:
(

	7.2.9.1, 7.2.9.3

	
	

	
	Y
	N
	
	

	Other specs
(

	
	
	 Other core specifications
(

	

	affected:
	
	
	 Test specifications
	

	
	
	
	 O&M Specifications
	

	
	

	Other comments:
(

	


================= START OF FIRST CHANGE ==================
7.2.9.1
General

Key-change-on-the fly consists of re-keying or key-refresh.

Key refresh shall be possible for KeNB , KRRC-enc, KRRC-int , and KUP-enc  and shall be initiated by the eNB when the PDCP COUNTs are about to wrap around or if forward security is provided through intra-cell handover right after inter-eNB handover (including X2-handover and S1-handover). The procedure is described in clause 7.2.9.3.

Re-keying shall be possible for the KeNB , KRRC-enc, KRRC-int , and KUP-enc  . This re-keying shall be initiated by the MME when an EPS AS security context different from the currently active one shall be activated. The procedures for doing this are described in clause 7.2.9.2.

Re-keying shall be possible for KNAS-enc and KNAS-int. Re-keying of KNAS-enc and KNAS-int shall be initiated by the MME when a NAS EPS security context different from the currently active one shall be activated. The procedures for doing this are described in clause 7.2.9.4. 

Re-keying of the entire EPS key hierarchy including KASME shall be achieved by first re-keying KASME, thenKNAS-enc and KNAS-int, followed by re-keying of the KeNB and derived keys. For NAS key change-on-on-the fly, activation of NAS keys is accomplished by a NAS SMC procedure. 

AS Key change on-the-fly is accomplished using a procedure based on intra-cell handover. The following AS key changes on-the-fly shall be possible: local KeNB refresh (performed when PDCP COUNTs are about to wrap around or if forward security is provided through intra-cell handover right after inter-eNB handover), KeNB re-keying performed after an AKA run, activation of a native context after handover from UTRAN or GERAN.

================= END OF FIRST CHANGE ==================
================= START OF SECOND CHANGE ==================
7.2.9.3
KeNB refresh

This procedure is initiated by the eNB when the PDCP COUNTs are about to wrap around based on an intra-cell handover or if forward security is provided through intra-cell handover right after inter-eNB handover. The KeNB chaining that is performed during a handover ensures that the KeNB is re-freshed w.r.t. the RRC and UP COUNT after the procedure.

================= END OF SECOND CHANGE ==================
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