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This contribution analyzes the continuing lifetime of keys on Inter-RAT mobility.
1 Introduction

In UMTS, the START value is used to restrict the lifetime of CK/IK; In LTE/SAE, the NAS COUNT value is used to restrict the lifetime of KASME. When the START/NAS COUNT value is about to wrap around, UMTS AKA/EPS-AKA shall be run. 
In TS33.401, it was pointed out that the keys in new RAT shall be derived from the keys in old RAT by MME, and the START/NAS COUNT shall be reset to 0, when using mapped context and performing Inter-RAT mobility. 

It means that in case UE uses mapped context and performs Inter-RAT mobility, the keys used in the new RAT inherit the keys in the old RAT, but the lifetime of the keys in the new RAT is reset and does not reflect the lifetime continuation of the keys which already had been used in the old RAT for a period of time even in some scenario the lifetime was almost reach to the threshold. It is unreasonable and has some security threats, for example the security threat in UTRAN may be introduced into E-UTRAN if EPS-AKA is not run as soon as possible. 

This contribution will analyze the various cases and propose how to continue the lifetime of keys on Inter-RAT mobility.
2 Analysis
2.1 Idle mode procedures in UTRAN
When UE in idle mode moves from E-UTRAN to UTRAN and uses mapped UMTS security context, MME shall derive CK’/IK’ from KASME. KASME is acted as the parent of CK’/IK’, i.e. the lifetime of KASME continues in UTRAN until an UMTS AKA is run. If KASME has been exposed in E-UTRAN, the attacker can derive CK’/IK’ from KASME. 
Since the START value shall set to 0 in UTRAN, the derived CK’/IK’ shall be used until the CK’/IK’ expires, i.e. when the STARTvalue is about to wrap around. If the KASME will expire and UE moves backwards and forwards between E-UTRAN and UTRAN/GERAN and the UMTS AKA/EPS-AKA is not run, here the lifetime of KASME is prolonged illimitably. In this way, the attackers have enough time to get the keys. If the attackers fetch the keys, they have many chances to perform an attack. 
Therefore, the START value needs to continue the lifetime of KASME and go forward to wrap around in normal principle as soon as possible regardless of inter-RAT interworking. 

Only when the START value is about to wrap around and an AKA shall be run, the security threats in UTRAN are absolutely separated from E-UTRAN. 
2.2 Idle mode procedures in E-UTRAN

When UE in idle mode moves from UTRAN to E-UTRAN and uses mapped EPS security context, MME shall derive KASME’ from CK/IK, NONCEue and NONCEmme. The NONCEs can only ensure the freshness of KASME’, i.e. the same KASME’ can not be derived twice when UE moves backwards and forwards between UTRAN/GERAN and E-UTRAN. Here CK/IK are acted as the parent of KASME’, that is to say the potential security threats from UTRAN/GERAN is introduced into E-UTRAN untill a new fresh Authentication and Key Agreement procedure is done, that is achieved by EPS-AKA 

The current specification 33.401 just simply sets the NAS COUNT values to 0 in E-UTRAN, so the security threats will still continue in E-UTRAN if CK/IK is compromised in UTRAN. To mitigate the threats, the NAS COUNT value needs to continue the lifetime of CK/IK and wrap around as soon as possible.

When the NAS COUNT value is about to wrap around and an EPS-AKA shall be run, the security threats from UTRAN are absolutely ended in EUTRAN.
2.3 Handover procedures 

The START/NAS COUNT value handling in the handover procedure in current specification is similar with that in the idle procedure, i.e. the START/NAS COUNT value shall set to 0 when UE moves from E-UTRAN/UTRAN to UTRAN/E-UTRAN. In this senario the problem that pointed out in clause 2.1 and 2.2 still exists. So the start value of START/NAS COUNT needs to be reconsidered. 
2.4 Backward compatibility 

For the enhanced UE, it can indicate its setting START/NAS COUNT capability to MME in UE security capability included in TAU Request or Forward Relocation Request message or Attach Request. For the enhanced MME, it can check UE’s setting START/NAS COUNT capability to decide whether to derive the START/ NAS COUNT value. If UE does not indicate its setting START/NAS COUNT capability to MME, the START/NAS COUNT value shall be not derived by the enhanced MME; For (Pre-) R8 MME, it shall ignore UE’s setting START/NAS COUNT capability and perform procedure according to current TS 33.401.  
So, the backward compatibility can be resolved easily.

3 Solutions 
It is specified that START is a string of 20-bits. The NAS COUNT is constructed as a NAS sequence number (least significant 8-bits) concatenated with a NAS overflow counter (most significant 16-bits). When NAS COUNT is input to NAS ciphering or NAS integrity algorithms it is considered to be a 32-bit entity where the most significant bits are padded with zeros (NAS COUNT=0x00 || NAS OVERFLOW || NAS SQN).
In order to continue the lifetime of the keys during Inter-RAT mobility, the START value can be derived from the NAS COUNT value by MME when UE moves from E-UTRAN to UTRAN; The initial value of NAS COUNT value can be derived from the START value by MME. In addition, the derived NAS COUNT value can be used to replaced NONCE(s) to derive KASME’ from CK/IK, when UE moves from UTRAN to E-UTRAN. 

There is no parameter that represents the lifetime of key in GERAN. When UE moves from GERAN to E-UTRAN, MME can set the NAS downlink COUNT value to an initial value. But for moving from E-UTRAN to GERAN, it’s not necessary to tranfer the COUNT value. 
4 Proposal 

It is proposed for SA3 to discuss above in detail and take it into account in R9.
5 Reference 
[1] TS 33.102
[2] TS 33.401
[3] TS 24.301








































































































































































































































































































































































































































































































































































