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********************** start first change **********************************

4.2
Multimedia telephony


4.2.1
General

Clause 4.2 is about use cases where end-to-end media security is a requirement. If access security is the only requirement, there are no use case specific aspects on security.
NOTE: The use of the term "multimedia telephony" in this clause is not limited to the definition in TS 22.172.

4.2.2
Peer-to-peer 

The most common use case for multimedia telephony is a call from one peer to another. Usually the call is made directly between the initiating terminal and a terminal used by the designated receiver. However, sometimes the receiver has set up call forwarding to some other user’s terminal. In other cases the call may be directed to more than one terminal (forking). A typical scenario which combines both call forwarding and forking is when the phones of a manager and his assistant ring simultaneously and the call is forwarded to a voice mailbox if neither of them answers the call. At call initiation or latest when the connection has been established the originating and the terminating user’s identities should be displayed at the other end. Only the party picking up the call should have access to the plaintext media.
The security settings for the call indicate if and how media security should be used. The user may indicate if end-to-end security is requested, or if end-to-middle-to-end security is acceptable. The latter allows trusted network nodes to access the clear text content to be able to perform e.g. transcoding. If a call is started in unprotected mode it is possible to initiate security during the ongoing call.  The user may determine if use of security is independent of the terminating user/subscriber identity or if it only should be used if the call is terminated at a defined (set) of user/subscriber(s). Note that IMS has no notion of secure terminal identities, only of the user/subscriber identities IMPU/IMPI. Note further that there is a trade-off between these security configuration options and usability requirements. 
4.2.3
Non RTP based media 
Multimedia telephony includes non-RTP based media such as text communication, file transfers, video clip sharing, picture sharing, audio clip sharing, etc. Such media is normally MIME encoded and transported over MSRP [5][6] with media set-up in SDP. Information carried over MSRP may, according to the standards [5] [6], be protected by (PSK-)TLS [7] [8] on a point-to-point basis or by using S/MIME [9]. The standard solutions available thus either only give a point-to-point protection or rely on public-key cryptography. 

4.2.4
Deferred delivery

One use case of particular interest is when a call ends up in a voice or other media mailbox in the network. In this case it may be beneficial if the media payload could be stored by the mailbox in the same encrypted format as it is sent in, i.e. without any decryption of the ciphering protecting it. When the end user later accesses the encrypted media in the mailbox it should be sent without having to perform re-encryption. Whether avoiding decryption and re-encryption at the mailbox for other than security reasons is ffs. In either case, channel security, specifically replay and integrity protection of the communication between the end-point and mailbox is necessary. PSS [4] is an example of how RTP payload media protection can be combined with transport security. Deferred delivery of end-to-end protected media would require an end-to-end security association for application layer security and security association per hop for channel security where the hop-by hop security associations might be derived from the end-to-end security association.
Deferred delivery of end-to-end protected media may require a key management system which does not depend on the identity of transmission end-points but should depend on the identities of the sender and intended receivers. This type of deferred delivery may require new media set-up signaling and new media protection mechanisms or a combination of existing ones. It will however not be a problem for the caller to, if needed, determine the type of the terminating device. as signalling of capabilities already is part of SIP. 
4.2.5
Group and conference calls

Another use case is in group communication, e.g. conference calls with end-to-end security. In this type of service it is necessary that all users have access to the same key, the group key. There may also be one "group key" per sender. If support of large groups is out of scope, as it would be for normal size conference calls, group key management could be based on naïve schemes, e.g performing distribution of the group key(s) directly from a key management server to each user in the group. If end-to-end security isn’t required, the conference bridge may decrypt and then re-encrypt the media and other solutions will be available, e.g. protecting the communication between a user and the conference bridge using user unique keys. Note that a conference bridge needs access to media in cleartext for a type of group communication where participants expect the bridge to mix media streams, like in a normal conference call. Still group key management could yield simple and efficient solutions also for this case. Note that use of group keys is not the only solution for securing conferences.
4.2.6
Conclusions

The conclusions from the multimedia telephony use cases described above are that it would increase the applicability of the key management system if it, in addition to straightforward point-to-point channel protection also could support group keying, application layer security and deferred delivery of end-to-end protected media. The key management system should also be generic in the sense that it is easy to introduce keying for new services. Media can be RTP-media and/or different types of text, video, and picture streams/files/formats. 
It should be noted, however, that existing security protocols (like TLS or SRTP) that may be used to protect multimedia telephony services have considerably different requirements with respect to security context management. It may therefore make sense to reduce complexity by offering optimized solutions for major use cases, e.g. a key management system focussed on RTP based traffic (voice or video calls as well as media streaming). 
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