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1
Introduction
The WID on IMS Media Plane Security proposes a modular approach to IMS media security with one module for e2m protection. In this contribution we analyse different options in the realization of such functionality and propose a way forward.
2
Analysis
There are two main issues that need to be reviewed before making a decision regarding the technical implementation of an e2m media plane security solution. The first is if there is a need for more than one crypto end-point in the “middle”, and the second is related to how an e2m solution can coexist with an e2e solution.
A guiding principle in the design of e2m solution is that what is mandatory to implement should involve as few network entities as possible; this to minimize complexity and implementation effort.
2.1 End-points for e2m protection 

A schematic diagram of an IMS system with controlling and media handling entities is depicted in figure 1.
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Figure 1. IMS signalling and media plane entities
The media plane traffic may be routed in different ways depending on required network supported functionality and in which type of system the terminating device is present. Traffic between two terminals in the same IMS domain could be routed without involvement of any media node. The media can however be anchored in the access edge via the IMS Access GW (e.g., for NAT traversal or transcoding purposes), while at the same time ensuring that media traffic is only routed locally (which may be a requirement for local breakout). Traffic may also be routed via the home network to a MRFP for conferencing, transcoding or other media handling functions. When the traffic is intended for a subscriber in another domain/network, the media traffic is routed to an interworking gateway (CS-MGW, IM-MGW or TrGW). We note that the only node that all traffic always would be possible to include in the path (assuming local optimization of media is desired), is the IMS Access GW. 

From a security point of view it would be preferable to terminate the media plane security as far into the network as possible. This would mean that when traffic is between an IMS domain and e.g. a legacy system, media plane security should be terminated in the IM-MGW and when traffic is between terminals in the same domain the media plane security should be terminated in the IMS Access. Such dynamic behaviour is however problematic and would incur a lot of complexities and added new functionality. 

The discussion below takes a call initiated by the UE in figure 1 as a starting point. Similar considerations hold when analysing handling of media coming into the domain via an interworking gateway.

Looking at how a call is set-up, we first note that resource allocation for media handling in SIP-proxies is performed when an INVITE is processed. This means that when e.g. the P-CSCF/ALG handles an INVITE it has to decide if it should initiate termination of the media plane security or if it should let the secured media pass further into the network. But the P-CSCF/ALG will not know how media will be routed; Is the terminating device in the same IMS domain? Will media be routed to a MRFP? Neither will it in general know where media plane security terminating functionality is present in the network. This means that the P-CSCF will have to apply a fixed policy to either always terminate media plane security or not do this.

Controlling termination of media plane security in the home network, via the S-CSCF, would imply that all secured media plane traffic to be terminated in the "middle" would have to pass a MRFP. This would in most cases add yet another application server and node in the media transport route with added costs (node capacity and functionality) and delays (extra processing). We also note that the routing analysis of the INVITE in the S-CSCF will only happen after all Application Servers have processed it. This means that just as for the P-CSCF, the S-CSCF will have to apply a fixed policy to either always terminate media plane security or not do this, as it cannot know if the media plane will be forward to an interworking gateway supporting media security or not.

Terminating media plane security as far into the network as possible, means that it is terminated in an interworking gateway. A consequence of this would be that all interworking gateways would have to be able to terminate media plane security. This implies that the needed functionality would have to be implemented in several nodes. Furthermore, all secured media plane traffic would have to be routed to such a gateway (even for internal traffic). This would also here in most cases add yet another node in the media transport route with added costs (node capacity and functionality) and delays (extra processing). Terminating media plane security in an interworking gateway would also mean that e.g. transcoding would have to be handled there.

The above discussion clearly shows that media plane security should be terminated in the IMS Access GW. The reason is that all media would have the possibility to traverse this node; thus there will be no need to route traffic to a node capable of media plane security termination just for that reason. Having media plane termination in the IMS Access GW also allows all network supported media plane functionality to be performed on plaintext media without additional crypto processing (such as NAT traversal, transcoding).  Furthermore, as the SIP signalling security ends in the P-CSCF it also seems natural to have the termination point as close to the P-CSCF as possible.

2.2 Coexistance of e2m and e2e protection 

It has been discussed that a generic media plane security set-up procedure could be deployed which wouldn't require any signalling indication of if e2m or e2e media security is requested. We claim that such an approach is not really viable. We first note that as described in the previous clause, a fixed policy has to be applied when determining where to end e2m media plane security and if a generic set-up procedure without signalling indication is used, then either e2m would always be used or never at all. Taking the approach that e2e is tried first and if it fails then e2m would be employed wouldn't work as without any signalling indication the IMS system would have to correlate a first failed set-up attempt with the one following. This would imply a high complexity in its implementation (requiring B2BUA functionality), and delay the setup significantly (in particular if the call is being forked, the forking procedures will happen twice).   Thus it is essential that there is means in the signalling which makes it possible for the network to distinguish if the requested media plane security is for e2e or e2m protection. 
3
Conclusion

The conclusions from the discussions above are that 

1. 
The only mandatory to implement termination point for e2m media plane security shall be in the IMS Access GW and it shall be controlled from the P-CSCF/ALG.

2.
To allow for simple implementation for coexistence of e2m and e2e media plane security set-up procedures the set-up signalling shall indicate the type of security requested. 

4
Proposal

It is proposed that the conclusions in clause 3 are adopted as working assumptions in the design of IMS media plane security and that the pCR below is approved for inclusion in TR 33.828.
pCR

*****  Start of change, new clause 6.2.2.1  *****
6.2.2.1
Preferred endpoint analysis
A schematic diagram of an IMS system with controlling and media handling entities is depicted in figure Y.
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Figure Y. IMS signalling and media plane entities
The media plane traffic may be routed in different ways depending on required network supported functionality and in which type of system the terminating device is present. Traffic between two terminals in the same IMS domain could be routed without involvement of any media node. The media can however be anchored in the access edge via the IMS Access GW (e.g., for NAT traversal or transcoding purposes), while at the same time ensuring that media traffic is only routed locally (which may be a requirement for local breakout). Traffic may also be routed via the home network to a MRFP for conferencing, transcoding or other media handling functions. When the traffic is intended for a subscriber in another domain/network, the media traffic is routed to an interworking gateway (CS-MGW, IM-MGW or TrGW). We note that the only node that all traffic always would be possible to include in the path (assuming local optimization of media is desired), is the IMS Access GW. 

From a security point of view it would be preferable to terminate the media plane security as far into the network as possible. This would mean that when traffic is between an IMS domain and e.g. a legacy system, media plane security should be terminated in the IM-MGW and when traffic is between terminals in the same domain the media plane security should be terminated in the IMS Access GW. Such dynamic behaviour is however problematic and would incur a lot of complexities and added new functionality. 

The discussion below takes a call initiated by the UE in figure Y as a starting point. Similar considerations hold when analysing handling of media coming from into the domain via an interworking gateway.

Looking at how a call is set-up, we first note that resource allocation for media handling in SIP-proxies is performed when an INVITE is processed. This means that when e.g. the P-CSCF/ALG handles an INVITE it has to decide if it should initiate termination of the media plane security or if it should let the secured media pass further into the network. But the P-CSCF/ALG will not know how media will be routed; Is the terminating device in the same IMS domain? Will media be routed to a MRFP? Neither will it in general know where media plane security terminating functionality is present in the network. This means that the P-CSCF will have to apply a fixed policy to either always terminate media plane security or not do this.

Controlling termination of media plane security in the home network, via the S-CSCF, would imply that all secured media plane traffic to be terminated in the "middle" would have to pass a MRFP. This would in most cases add yet another application server and node in the media transport route with added costs (node capacity and functionality) and delays (extra processing). We also note that the routing analysis of the INVITE in the S-CSCF will only happen after all Application Servers have processed it. This means that just as for the P-CSCF, the S-CSCF will have to apply a fixed policy to either always terminate media plane security or not do this, as it cannot know if the media plane will be forward to an interworking gateway supporting media security or not.

Terminating media plane security as far into the network as possible, means that it is terminated in an interworking gateway. A consequence of this would be that all interworking gateways would have to be able to terminate media plane security. This implies that the needed functionality would have to be implemented in several nodes. Furthermore, all secured media plane traffic would have to be routed to such a gateway (even for internal traffic). This would also here in most cases add yet another node in the media transport route with added costs (node capacity and functionality) and delays (extra processing). Terminating media plane security in an interworking gateway would also mean that e.g. transcoding would have to be handled there.

The above discussion clearly shows that media plane security should be terminated in the IMS Access GW. The reason is that all media would have the possibility to traverse this node; thus there will be no need to route traffic to a node capable of media plane security termination just for that reason. Having media plane termination in the IMS Access GW also allows all network supported media plane functionality to be performed on plaintext media without additional crypto processing (such as NAT traversal, transcoding).  Furthermore, as the SIP signalling security ends in the P-CSCF it also seems natural to have the termination point as close to the P-CSCF as possible.
*****  End of changes  *****
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