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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.

In this contribution, we give some analysis the authentication identity of HNB and put forward some possible results. We kindly ask SA3 to take these results into account and pick one as the basis of HNB authentication.
2
References

(Reference - in list form - should be made to previous SA3/3GPP/etc. documents.)

3
Rationale

(with bullet points, the reasons for the proposed action. 
The objectives of the proposal should be clearly stated. 
Rejected alternative solutions should be mentioned if this aids understanding).
In the 33.820, there are two possible methods to store the secure credential: it is stored in a removable TRE or in a irremovable TRE. However, it isn’t clear that how to store the relevant authentication identity.

We can use two methods to store the authentication identity.

1. It is stored in the TRE, it is named TRE id;

2. It is stored in the HNB, it is name HNB id.

Considering two possible methods to store the secure credential, there are the following combinations.

1. A removable TRE, a TRE id is used as the authentication identity;

2. A removable TRE, a HNB id is used as the authentication identity;

3. A removable TRE, a TRE id is used as the authentication identity, HNB use TRE id as its HNB id;

4. A irremovable TRE, a TRE id is used as the authentication identity;

5. A irremovable TRE, a HNB id is used as the authentication identity;

6. A irremovable TRE, a TRE id is used as the authentication identity, HNB use TRE id as its HNB id;

In case 1,4, the TRE id is like the IMSI in SIM, the HNB id is like the IMEI in UE, it is easy to deploy and there is no security problem in authentication procedure;

In case 2,5, it is a little inconvenient to deployed, considering TRE is secure  environment and  other places in the HNB isn’t secure, the HNB id can be replaced, so it isn’t so secure;

In case 3,6, it is a little inconvenient to deployed, usually, the vendor will use a HNB id before the HNB was sold. However, there is no TRE id at this time.
4
Detailed proposal

According to the analysis above, we think that the following case is more suitable to use indentity for authentication.

1. A removable TRE, a TRE id is used as the authentication identity;

2. A irremovable TRE, a TRE id is used as the authentication identity;

We kindly ask SA3 to take these results into account and use them as the basis of HNB authentication.
