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1. Introduction

In SA3#54 the skeleton of TS33.xyz (3GPP Security Aspect of H(e)NB – S3-090320) was agreed. In this contribution, the agreed part for Security Mechanisms of H(e)NB Clock Synchronization in TR 33.820 is proposed for section 6.4. It is proposed that SA3 agrees to incorporate the text in the following pCR into the TS.
2. Proposed pCR

************************************ start of first change ************************************
5.3 Other security features
The communication between time server and H(e)NB shall be provided adequate protection
************************************ end of first change ************************************
************************************ start of second change ************************************
6.4 Measures for Clock Protection

6.4.1 General 
The following sections describe the various implementation options that can be used for clock synchronization security mechanism.
6.4.2 Based on Secure backhaul Link between H(e)NB and SeGW
The clock server shall be located behind the SeGW, the communication between the clock server and H(e)NB is protected by the secure backhaul link between H(e)NB and the SeGW. 
It shall be possible to leave some of the clock related signalling messages unprotected. In this case, the messages which have no timestamps shall be protected considering the real time of the clock information, e.g. for IEEE 1588, the general messages shall be protected and the event messages shall not be protected.
NOTE 1: There may be some security risks leaving some of clock synchronization messages unprotected, e.g., DoS attack to core network or H(e)NB. Care should be taken in considering what messages are to be protected or not protected. 
NOTE 2: There may be bandwidth, delay or jitter problems if all of the time synchronisation (e.g. IEEE 1588) traffic is protected. This should be taken into consideration in clock synchronisation protection. 

NOTE 3: If delays for time synchronization become excessively long because bandwidths required to transport secured (or unsecured) time synchronization packets, the need to rely more on internal clock for time-related operations will be greater, since time synchronization may not take place at sufficiently high frequencies. Therefore, SA3 may need to investigate measures to ensure and protect the availability and accuracy of local time-clocks within the H(e)NB.
Editor’s Note: Provisioning of the clock server name needs to be considered as additional step for the purpose of comparing against different solutions.
6.4.3 Based on Security Protocols of clock Synchronization Protocol
Existing clock synchronization protocols with built-in security protocols can be used. For example, the Network Time Protocol (NTP) defines Autokey Specification to secure the clock synchronization, and IEEE 1588 also defines a security extension in its specification. 

When a Clock Synchronization Protocol is used for clock synchronization for H(e)NB, the security protocols can be used as Clock Synchronization Security mechanisms for H(e)NB.
NOTE 1: When the time server is reached via the unsecured Internet, this opens up the risk of DNS attacks and IP address spoofing outside the operator network. In addition the H(e)NB has additional open ports (e.g. for NTP) accessible from the Internet, which may make hardening of the device against Internet based attacks harder.
NOTE 2: In case NTP is used, the scaling of the Secure NTP to the scale of the number of H(e)NBs (i.e. the NTP server handling different credentials for each H(e)NB) is to be considered before decision.

************************************ end of second change ************************************
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