SA WG3 Temporary Document

Page 1
-


[image: image1]3GPP TSG SA WG3 Security — S3#54bis
S3-090469
Sophia Antipolis, France, 23 – 27 March 2009

Source:
Huawei
Title:
Pseudo-CR on TS 33.xyz: Security Architecture of H(e)NB
Document for:
Discussion and Approval
Agenda Item:
8.1
Work Item / Release:
Work Item on H(e)NB security
1. Introduction

In SA3#54 the skeleton of TS33.xyz (3GPP Security Aspect of H(e)NB – S3-090320) was agreed. In this contribution, the agreed part for system architecture of H(e)NB in 33.820 is included to section 4 and proposed that SA3 agrees to incorporate the text into the TS.
Section 4.2 and Section 4.3 in TR 33.820 describe identical architecture for HNB and HeNB. Section 4.2 describes system architecture of HNB and Section 4.3 describes system architecture of HeNB. We propose to unify the system architecture of HNB in Section 4.2 and system architecture of HeNB and include the unified system architecture of H(e)NB into TS 33.xyz. In addition, Section 4.4 that overview of Security Architecture is also proposed to add to TS 33.xyz.
It is proposed that SA3 agrees to incorporate the text in the following pCR into the TS.
2. Proposed pCR
************************************ start of change ************************************
4
Overview of Security Architecture 
4.1
System architecture of H(e)NB
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Figure 4.1.1: System Architecture of H(e)NB

Description of proposed system architecture:

· Air interface between UE and H(e)NB should be backwards compatible air interface in UTRAN or eUTRAN;

· H(e)NB access operator’s core network via a Security Gateway. The backhaul between H(e)NB and SeGW may be insecure. 

· Security Gateway represent operator’s core network to perform mutual authentication with H(e)NB. Mutual authentication need support of authentication server and PKI.

· Security tunnel is established between H(e)NB and Security Gateway to protect information transmitted in backhaul link.
· Secure communication is required to Operation, Administration and Maintenance (OAM). This becomes even more important if OAM is placed outside the operator’s network.
Editor’s Note: The security implications of collapsing certain Core networks related functionality (e.g. SGSN or GGSN) )in the H(e)NB should be studied  
NOTE: There may be a Home Gateway in the architecture at the customer premise. If such a Home Gateway is a physically and logically separate entity than the H(e)NB, such a Home Gateway should not be present in the architecture since the security of the H(e)NB should not rely on the security of the Home Gateway. However, if such a Home Gateway is physically or logically integrated with a H(e)NB, it should be studied if security aspects (e.g. device security) of the Home Gateway may impact that of the H(e)NB. In addition, the existence of any Home Gateway (integrated or separated) may imply restriction on the selection of backhaul security solutions, e.g. to allow NAT traversal.
4.2
Overview of Security Architecture
Figure 4.2.1 gives an overview of the complete security architecture of H(e)NB.
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Figure 4.2.1: Overview of the H(e)NB security architecture
Five security feature groups are defined. Each of these feature groups meets certain threats and accomplishes certain security objectives:

· H(e)NB access security (I): the set of security features which include the mutual authentication between H(e)NB and network, security tunnel establishment between H(e)NB and SeGW, authorisation mechanisms and location locking mechanisms of H(e)NB. SeGW should interact with entities (AAA/HLR or H(e)NB device identity server) located in CN for performing mutual authentication and authorization. 
· Network domain security (II): the set of security features which include security communication and security communication between SeGW and CN.
· H(e)NB service domain security (III): the set of security features which include security communication between H(e)NB and entities located in CN. For working properly, H(e)NB should interact with an OAM server or a device management server located in CN to download software or update configuration data. Communication between H(e)NB and these entities should be secured.
· UE access control domain security (IV): the set of security features which include UE access control mechanisms. These security features only apply to legacy UEs. For Rel-8 compliant UEs, the access control of the UE is based on the allowed CSG list and accomplished on the terminal and CN, H(e)NB will not perform access control for the Rel-8 compliant UEs .  
· UE access security domain (V): the set of security features that provide UEs with secure access to mobile communication system. Since the introduction of the H(e)NB should have no influence on the UE, the security features of this domain is as same as the security features defined in the corresponding mobile communication system specifications and consequently out of scope of current specification.
************************************ end of change ************************************
OAM





Operator’s core network





unsecure link





SeGW





H(e)NB





UE








3GPP

SA WG3 TD


_1279352062.vsd
Mobile Network Security Stratum


UE access control Stratum


UE


H(e)NB


CN


SGW


(I)


(I)


(I)


(II)


(III)


(IV)


(V)


(V)


Transport  Security Stratum


H(e)NB 
Access Security Stratum


Service Security  Stratum


Access  Authentication Stratum



