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	1st Modified Section


7.5.3
Analysis of Device Integrity Validation

Three variants for performing device validation are analyzed, namely autonomous, remote , and semi-autonomous validation.

The following properties of the three variants are relevant for a selection:

-
Root of trust: All three variants require an immutable root of trust (HW, SW and possibly data) to exist in the device.
-
Execution of validation check: 
-
Remote validation communicates detailed logged information about the system’s state to the PVE. Apart from necessitating provisioning of dedicated network bandwidth for this, it also requires a large database of allowed system configurations on the part of the PVE, including costly maintenance and management. The remote validation variant requires the existence of an attestation server within the operator network, which must be provided with device type and SW version specific validation check data. This entails considerable management effort for this server including push of new version validation check data from the manufacturer to the operator.
In addition a remote attestation protocol has to be specified, which is either 3GPP specific, or gives a close binding to a specific validation and attestation method, if taken from some other standardization body.
-
The autonomous validation variant requires the provisioning of the device itself with validation check data, e.g. together with the SW downloaded. This requires the device to be able to check the integrity of the validation check data, which can be accomplished by signing this data by the manufacturer, and including the root certificate of the manufacturer into the root of trust of the device. 

      Autonomous validation avoids network communication. The network assumes that if an H(e)NB failed its validation test, then it would not attempt to obtain a network attachment That assumption is valid only if the security functionality of the H(e)NB is embodied in a single, immutable component which can be specified and certified and cannot feasibly be compromised. If an attacker finds a way of compromising the security of H(e)NBs, then the assumption fails but there is no way that the network can know that. An attacker might also exploit the properties of autonomous validation to compromise a large number of H(e)NBs to deny service access to these devices. This makes H(e)NBs relying solely on autonomous validation unattractive.
- 
The semi-autonomous validation provides more information to the PVE than autonomous validation but with a reduced messaging overhead compared to that of remote validation. It requires the device to be in possession of reference metrics to compare with the measurements taken on programs and components. The TrE is thus  able to assess the integrity of a pre-designated components of the H(e)NB while such components are being loaded into the H(e)NB system. 

      A signaling mechanism from the TrE through the H(e)NB notifies the PVE of the TrE’s assessment of the integrity checks. The large amount of data that would need to be reported if remote validation were performed is replaced by potentially mush smaller amount of  signaling messages in the case of semi-autonomous validation. 
      The signaling messages, by including indicators to the reference metrics used in integrity checking by the platform, can increase the trust the external validator (PVE) can have regarding the local integrity checking process performed by the H(e)NB. The signaling message, by using time-stamping, can be used by the PVE to assess the freshness of the local integrity check. 
      Devices with insufficient resources or network bandwidth to perform remote validation, or devices that are not allowed by the operator to perform autonomous validation would benefit from performing semi-autonomous validation.  Semi-autonomous validation combines beneficial traits of both autonomous and remote validation in a way that can be scaled according to practical requirements. The PVE can be assured that the H(e)NB has reached a secure state in which the TrE has enforced the policy that only integrity-verified components are loaded and/or started. Verification and enforcement tasks to ensure that the H(e)NB reaches a secure state can thus be shared and load-balanced between the H(e)NB and the PVE.
-
Handling of multiple backhaul links: If more than one backhaul link is established, then for remote validation the successful validation has to be ensured for every link establishment (cf. sub-clause 7.7.1).
-
In case of remote validation and semi-autonomous validation this can be achieved either by some information infrastructure in the network keeping track of the validation state of each device, or by performing the remote validation or semi-autonomous validation separately for each link establishment.
-
In case of autonomous validation, the successful establishment of the first link, which includes successful authentication of the device, is by itself proof of the first passed validation check. As autonomous validation does not include any freshness statement about when the validation actually took place, the whole device must re-validate upon establishment of a second link. Otherwise, the SeGW will not become aware of possible system changes (e.g. the device established the first link after successful autonomous validation, then a malicious program is loaded). The fact that the device established a first connection does not guarantee the security of subsequent backhaul links. Instead, there has to be some kind of signaling to the SeGW about the failed validation so that the SeGW may properly handle the previously established links. As a particular case of undesired system change, compromised devices which do not autonomously validate their integrity but retain the ability to authenticate cannot be identified.
-
In semi-autonomous validation, the device will perform an assessment of the integrity of the pre-designated part of the H(e)NB prior to the link establishment. PVE then makes a decision whether the H(e)NB should be allowed to access the core network or not, and signals the decision t to the SeGW. 
Additional security is provided by semi-autonomous validation. It provides at least some minimum information about the security properties of the specific device type, for instance about the roots of trust and the specific secure properties of the start-up process. This may be traced back to manufacturer or third party certification of the device type, which allows the PVE to assess the security of the device. Additionally, it enables the blacklisting of rogue devices in case of a detected aberration of behavior. 
· Remote Software updates: both SAV and remove validation are able to cater for providing remote software updates but SAV does it using much less complexity than remote validation.



The required management is different in the three variants, requiring for the remote validation case an additional server, specification of an additional attestation protocol, and more complex management procedures for manufacturer and operator. In the case of semi-autonomous validation, the device signals its changes in system state to the PVE via the SeGW. This allows for a load balancing between network and H(e)NB. In contrast to autonomous validation, the H(e)NB requires less resources to perform validation and the signaling reduces the bandwidth usage required in remote attestation.


The required management is different in the three variants, requiring for the remote validation case an additional server, specification of an additional attestation protocol, and more complex management procedures for manufacturer and operator.
In the case of semi-autonomous validation, the device signals its changes in system state to the PVE via the SeGW. This allows for a load balancing between network and H(e)NB. In contrast to autonomous validation, the H(e)NB requires less resources to perform validation and the signaling reduces the bandwidth usage required in remote attestation.
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