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7.5.2.4
Semi-Autonomous Validation

The purpose of semi-autonomous validation (SAV)  is to provide a method whereby the PVE has enough evidence to make policy-based decisions, but with a lower messaging overhead than remote validation, whilst providing a higher level of trust than autonomous validation. SAV can also cater for remote software updates but with much less complexity than remote validation.
The H(e)NB may perform a semi-autonomous validation of the integrity of the H(e)NB. The following steps can apply:
1. Secure start-up: 
Before proceeding to perform device authentication procedure, the TrE of the H(e)NB first performs a check of the integrity of certain pre-designated components (such as boot codes) of the H(e)NB.. 

a. This first step should be initiated autonomously by the TrE itself when this step is performed before the first instance of authentication (for the purpose of setting up a secure backhaul link, for example) after power-on of the H(e)NB. This step can be considered as a “secure boot” step. The purpose of this first step is for the TrE to ensure the integrity of the most basic components of the H(e)NB by ensuring that only such components may be loaded and/or started only after being verified of their integrity.
This first step should be initiated autonomously by the TrE itself when this step is performed before the first instance of authentication (for the purpose of setting up a secure backhaul link, for example) after power-on of the H(e)NB. 

b. This secure start-up step could be re-initiated autonomously by the TrE itself, or by a request from the network (e.g. PVE) whose request the TrE is then required  to fulfil.,.


2. 
3. Trusted start-up:
Further checks could take place either by the TrE itself or by a measuring component in the H(e)NB external to the TrE but integrity-protected by the TrE. In such later-stage checks, integrity of other components, configurations, or parameters of the rest of the H(e)NB is checked when they are loaded  or started,  or at other, pre-defined  run-time time events, wherever such are available to the measuring component.  The results of the checks performed up to this point in time are recorded in ways that utilize protective storage provided by the TrE.


.

4. The TrE then processes the results of the checks obtained in Steps 1 and 2, in such a way as to use them to form a message out of such results, to be conveyed to the PVE. The PVE, upon receipt of such a message, can then use it to assess the integrity of the H(e)NB. One possible method is for the TrE to sign a message, using a signing key protected by the TrE and protecting the integrity of the message, that the H(e)NB has passed the integrity check which it has performed. The message may also include evidence that can be used by the PVE to assess the state of the result of the integrity checks that have been performed by the PVE on the pre-designated components of the H(e)NB and may also include evidence of any binding between the autonomous validation check and a subsequent procedure of device authentication. The TrE may also put a time-stamp on such a message to ensure freshness.. An alternative to time-stamping is that after secure boot, the protocol for network access starts and then a nonce is supplied by the network to be used by the TrE for combining with the aforesaid message. That may also be a feature of binding the device authentication to the validation. Such a signed message attests to the fact that the result that the TrE compiles out of the data from steps 1 and 2 and transfers to the PVE comes from the H(e)NB’s TrE after a secure start-up procedure. Such a message can also attest to the freshness of the local integrity check. For the verification of the signature on the message, the validation should be bound to the TrE ID used in device authentication. This signing adds to the security of the purely autonomous validation check by adding some traceability, backed up by the fact that the results of the TrE’s autonomous checks of the H(e)NB’s start-up configuration are trusted by way of the trust imparted to the TrE.


5. The TrE forward the signed message to the PVE, via the SeGW.  The TrE  then can use the signed message from the H(e)NB and can decide whether to allow the H(e)NB to move forward with authentication. This signed message may be included in an appropriate message field used to perform initial authentication with the SeGW. The PVE may  use information in the signed message in various ways:  
a. The PVE can check the integrity of the TrE itself against a single, static configuration, and reject access connections in case of failure.

b. The PVE can make fine-grained decisions on access control. That means in particular that access can be denied, based on the presence/absence and integrity of single/multiple components inside or outside the TrE.

c. Based on indications contained in the validation statement, the PVE may fetch information on the integrity and security properties of components of the H(e)NB from trusted third parties.

d. The PVE may mandate configuration changes before allowing access. Such remediation procedures may include for instance forced software updates.
e. The PVE may grant quarantined network access while required configuration changes and software updates are not yet applied
It should be noted that the operations in Step 3 above are only possible in SAV by sending interpretable information to the PVE.

SAV can also cater for remote software updates as can remote validation, but with much less complexity than the latter. If a token which includes the hash of the updated code, product ID, firmware version, manufacturer identifier etc.  is passed back to the network then this can provide the assurance that the correct software update has been applied. However, the entire scheme rests on trust in the manufacturer or certifier of the H(e)NB to protect the firmware update procedures with the TrE and to supply appropriate metrics to match against.
End of modifications
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