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1
Introduction
At SA3 #54 SA3 agreed on CR S3-090301, which says:
"In the case of first authentication, the NAI shall indicate EAP-AKA’ as specified in TS 23.003 [8]." 

Based on SA3’s decision, CT4 agreed on specific NAI prefixes for EAP-AKA' in TS 23.003. CT4 has sent an LS to SA3 (S3-090436/C4-090799) where they ask SA3 to review CT4’s solution. 
The CT4 solution is described in CR C4-090527 which is attached to the CT4 LS. In C4-090527 specific NAI prefixes (also called as “hint digits”) are defined for EAP-AKA’.  E.g. hint digit “6” is defined for root NAI. It should be noted that hint digit “0” has been defined for root NAI for EAP-AKA in TS 23.003. 

This contribution discusses using specific NAI prefixes for EAP-AKA’ (specified in draft-arkko-eap-aka-kdf) compared to using the same NAI prefixes for both EAP-AKA (as specified in RFC 4187) and EAP-AKA’. It is proposed that the same NAI prefixes should be used for both EAP-AKA and EAP-AKA’.
2
Discussion
The use of hint digits with EAP-AKA’ can be divided into two scenarios

A. Use of hint digits in EPC

B. Use of hint digits in general situations, e.g. mixed environments, not necessarily addressed by 3GPP
It is important to make this distinction as the usefulness of hint digits will be different as is discussed in the following part of this contribution.
It should be noted that the hint digit issue is the only thing that is preventing draft-arkko-eap-aka-kdf from being published as an RFC (to be RFC 5448).
2.1 Use of hint digits in EPC

TS 23.003 states that only NAIs of the form “...@...epc...” are allowed to be used with EPC, and any AAA server to which such a NAI is routed is by definition capable of EAP-AKA'. And when a UE sends a NAI of this form, it is EPS-capable. So, according to TS 33.402, both UE and AAA support EAP-AKA', and we never have a backward compatibility problem here. 
[Comments : There is no such statement in 23.003]
Reply: The comment is not correct, the statement can be inferred from TS 23.003 v8.3.0 together with the CR in document C4-090527 approved now by 3GPP SA, cf. quote marked in green below. This CR states:
“For EAP-AKA', see IETF Internet-Draft draft-arkko-eap-aka-kdf [xx], the Root NAI shall comply with IETF RFC 4187 [50] except that the username part of the Root NAI shall be prepended with the single digit "6". 

When the username part includes the IMSI, the Root NAI shall be built according to the following steps:

1.
Generate an identity conforming to NAI format from IMSI as defined in EAP AKA [50] as appropriate; 

2.
Convert the leading digits of the IMSI, i.e. MNC and MCC, into a domain name, as described in subclause 19.2. 
3.
Prefix domain name with the label of "nai".

“The result will be a root NAI of the form:

"0<IMSI>@nai.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org" for EAP AKA authentication

"6<IMSI>@nai.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org" for EAP AKA' authentication”

And the referenced subclause 19.2. states: 

“The Home Network Realm/Domain shall be derived from the IMSI as described in the following steps:

1.
take the first 5 or 6 digits, depending on whether a 2 or 3 digit MNC is used (see 3GPP TS 31.102 [27]) and separate them into MCC and MNC; if the MNC is 2 digits then a zero shall be added at the beginning;

2.
use the MCC and MNC derived in step 1 to create the "mnc<MNC>.mcc<MCC>.3gppnetwork.org" domain name;
3.
add the label "epc" to the beginning of the domain name. ”
Do we have a performance advantage when using hints in EPC? No, as we can see from the discussion of the cases of EAP use in EPC: 

1)  In the case of access authentication for S2a (trusted access using PMIP or MIPv4), it is clear from the EPC context that EAP-AKA' shall be used according to TS 33.402. No hint is needed.

2) In the case of EAP in IKEv2 for S2b (untrusted access) and S2c (DSMIPv6), it is clear from the EPC context that EAP-AKA shall be used according to TS 33.402. No hint is needed.

3) In the case of EAP for access authentication for S2b and S2c it is not clear from the EPC context what EAP method to use, and either EAP-AKA or EAP-AKA' could be used. But it is fine to then always use EAP-AKA' because both UE and AAA support it. No hint is needed. (Note that for using EAP-AKA', the access network identity of the non-3GPP access network is needed; so the AAA Server shall select EAP-AKA' method if that parameter is received; otherwise it shall use EAP-AKA.)
There is no use of EAP-SIM in the EPC context. So, the hint is not needed to distinguish between EAP-SIM and a variant of EAP-AKA. 

Conclusion: This means that it does not matter for EPC whether there are hints or not, as long as the realm part of the NAI contains "epc". It is only important that the structure of the NAI is clearly defined in TS 23.003 so that the AAA server knows how to parse it.
2.2 Use of hint digits in general situations not necessarily addressed by 3GPP
The other important scenario to consider is what happens in general, real-life, situations (e.g. in mixed environments) not necessarily addressed by 3GPP specifications. It is not sufficient to only consider what happens when all entities are in sync and everything is configured perfectly so that both sides know what to expect (This was discussed in clause 2.1 above). If that was always the case, we would not need EAP layer method negotiation, negotiation of KDF functions in EAP-AKA', or bidding down protection.
This is why we need to consider situations when things can go wrong and sometimes operators may want to deploy devices on purpose in a manner which is not necessarily what 3GPP specified. E.g. AAA routing may be configured to connect the EPC domain to a legacy AAA server. EAP-AKA' may get used outside 3GPP environments, just as EAP-SIM and EAP-AKA have been used, at least to a small extent. 
In their CR C4-090527, CT4 have considered this kind of mixed environment situation. Especially, CT4 have looked at a case when a UE capable of only EAP-AKA communicates with an EAP-AKA’ capable AAA server. In this case an optimization of message exchange could be possible if EAP-AKA’ specific hints are used. However, at the same time a possible backwards compatibility problem is introduced in another case where EAP-AKA’ capable UE communicates with an AAA server that supports only EAP-AKA. 

Table 1 below illustrates the possible backwards compatibility cases when using different hint digits for EAP-AKA and EAP-AKA’.  It should be noted that in Rel-8 both UE and AAA server shall implement both EAP-AKA and EAP-AKA’, and that draft-arkko-eap-aka-kdf defines that the AAA server shall offer EAP-AKA’ if it supports EAP-AKA’. Only flows relevant to the current discussion are shown.
Table 1: Using different hint digits for EAP-AKA and EAP-AKA’

	Case
	UE supports
	Flow
	AAA server supports
	Comment

	1
	EAP-AKA’ and
EAP-AKA
	-> EAP RSP/Identity: “hint digit: 6”
<- EAP REQ/AKA’-Challenge

-> EAP RSP/AKA’-Challenge

Etc.
	EAP-AKA’ and
EAP-AKA
	No issues.

	2
	EAP-AKA’ and
EAP-AKA
	-> EAP RSP/Identity: “6”

Failure at AAA server side


	EAP-AKA
	The AAA server may not have an understanding of what the identifier 6xxxxx means without either additional programming or configuration. As a result, legacy AAA servers may fail to understand this, and being unable to relate the identifier to any particular subscriber, cannot fall back to EAP-AKA.
[Comments: As stated in step 4, clause 6.2 of TS 33.402:” The message is routed towards the proper 3GPP AAA Server based on the realm part of the NAI as specified in TS 23.003 [8]….”. , this implies that, if the hint digit indicates that it is EAP-AKA’, then the EAP RSP/Identity message shall be routed towards a proper 3GPP AAA Server which is capable of EAP-AKA’ instead of towards AAA server which is only capable of EAP-AKA. So this scenario should be avoid ]
Reply: the routing is based on the realm part of the NAI, but the hint is not part of the realm so the above argument is flawed. 
Furthermore not all implementations of EAP-AKA’ may follow 3GPP standards.

	3a
	EAP-AKA
	-> EAP RSP/Identity: “0”
<- EAP REQ/AKA’-Challenge

-> EAP NAK
Fall back to EAP-AKA at server
<- EAP REQ/AKA-Challenge

-> EAP RSP/AKA-Challenge

Etc.
	EAP-AKA’ and
EAP-AKA
	Case 3 has two variants.

This is according to current draft-arkko-eap-aka-kdf, i.e. the AAA server always offers EAP-AKA’ if it supports EAP-AKA’.

AAA server is able to fall back to EAP-AKA when receiving a NAK from the UE.


	3b
	EAP-AKA
	-> EAP RSP/Identity: “0”
Server offers EAP-AKA method based on received identity
<- EAP REQ/AKA-Challenge

-> EAP RSP/AKA-Challenge

Etc.
	EAP-AKA’ and
EAP-AKA
	Case 3 has two variants.

This behaviour is not according to current draft-arkko-eap-aka-kdf. However, if different hint digits are used, then it would be natural that the AAA server offers EAP-AKA method based on received identity.   I.e. in this case AAA server offers EAP-AKA challenge when receiving “0”. 
[Comments: this variant 3b) is preferred since it has better performance, so current draft-arkko-eap-aka-kdf needed to be updated correspondingly.]
This would mean a change in draft-arkko-eap-aka-kdf. 
[Comments: Since it is still a draft, so some necessary changes are acceptable.]

Additionally, the EAP peer should be mandated to indicate EAP-AKA’ if it supports EAP-AKA’. Otherwise the procedure would fail by the bidding down protection in draft-arkko-eap-aka-kdf if both sides support EAP-AKA’ but the EAP peer indicates hint digit for EAP-AKA.
[Comments: Even if both UE and AAA can support EAP-AKA and EAP-AKA’, but if the UE visits the EPS via ePDG/S2b (untrusted access) or S2c (DSMIPv6), the UE may still prefer EAP-AKA to be used]
Reply: in EPS it is clear from the context which EAP method is to be used, see other parts of this discussion paper. 


	4
	EAP-AKA
	-> EAP RSP/Identity: “0”
<- EAP REQ/AKA-Challenge

-> EAP RSP/AKA-Challenge

Etc.
	EAP-AKA
	No issues.


Table 2 below illustrates the possible backwards compatibility cases when using the same hint digits for EAP-AKA and EAP-AKA’.  

Table 2: Using the same hint digits for EAP-AKA and EAP-AKA’
	Case
	UE supports
	Flow
	AAA server supports
	Comment

	1
	EAP-AKA’
EAP-AKA
	-> EAP RSP/Identity: “hint digit: 0”

<- EAP REQ/AKA’-Challenge

-> EAP RSP/AKA’-Challenge

Etc.
	EAP-AKA’
EAP-AKA
	No issues.

	2
	EAP-AKA’
EAP-AKA
	-> EAP RSP/Identity: “0”
<- EAP REQ/AKA-Challenge
Fall back to EAP-AKA at UE 
-> EAP RSP/AKA-Challenge

Etc.
	EAP-AKA
	UE is able to fall back to EAP-AKA when receiving an EAP-AKA challenge. No extra round trips needed.
[ Comments: If the UE visits the EPC via S2a(trusted access using PMIP or MIPv4), the UE may prefer EAP-AKA’ and for the UE errors may happen if the AAA tries to fall back to EAP-AKA: e.g. the UE who prefers EAP-AKA’ may expect the AT_KDF_INPUT AVP in the EAP REQ/AKA-Challenge from AAA, but the AAA who fallbacks to EAP-AKA will set this AVP to empty, then the UE behaves as if the AUTN had been incorrect and authentication fails. This is clearly stated in clause 3,1 of draft-arkko-eap-aka-kdf.
Reply: again in EPS it is clear from the context which EAP method is to be used, see other parts of this discussion paper. 
Actually, this scenario should be avoided. See also our comments in column 2, table 1]

	3
	EAP-AKA
	-> EAP RSP/Identity: “0”
<- EAP REQ/AKA’-Challenge

-> EAP NAK
Fall back to EAP-AKA
<- EAP REQ/AKA-Challenge

-> EAP RSP/AKA-Challenge

Etc.
	EAP-AKA’
EAP-AKA
	AAA server is able to fall back to EAP-AKA when receiving a NAK from the UE.
[Comments: This has additional roundtrips and thus has bad performance compared to the above variant 3b) when using different hint digits for EAP-AKA and EAP-AKA’ ]
Reply: this should never happen in 3GPP as explained in this discussion paper. For the general case, you have a trade-off between performance and backward compatibility. We prefer the latter.

	4
	EAP-AKA
	-> EAP RSP/Identity: “0”
<- EAP REQ/AKA-Challenge

-> EAP RSP/AKA-Challenge

Etc.
	EAP-AKA
	No issues.


When analysing the use of hint digits, it can be seen that there are no issues in cases 1 and 4 in either of the solutions.  
Using specific “hint digits” for EAP-AKA’ introduces a backwards compatibility problem. This happens in Table 1 case 2 where a Rel-8 UE tries to connect to pre-Rel-8 3GPP AAA server which does not support EAP-AKA’.  In this case the UE uses EAP-AKA’ specific “hint digit” (e.g. value “6” as specified in CR C4-090527) whereas the AAA server is expecting a value referring to EAP-AKA (i.e. “0”). The AAA server may not have an understanding of what the identifier 6xxxxx means without either additional programming or configuration. As a result, legacy AAA servers may fail to understand this, and being unable to relate the identifier to any particular subscriber, cannot fall back to EAP-AKA. As a consequence, the AAA server will fail the authentication even though both the UE and AAA server would have supported EAP-AKA. 
The cover sheet of CR C4-090527 indicates as “consequences if not approved” the following: 
“No clear mechanism for the UE to indicate the EAP method preference to Home AAA. This may lead to additional EAP/HSS message exchanges or interoperability problems” 
As can be seen from Table 2, there are no expected interoperability problems if the same hint digits are used as all cases would eventually result in common EAP method. Instead, there will be a backwards compatibility problem if different hint digits are used as explained above.
However, there is an extra roundtrip in case 3 of Table 2 when compared to case 3b in Table 1 (assuming that draft-arkko-eap-aka-kdf would be changed). 
Therefore, there is a trade-off between saving a round-trip in one case or having a backwards compatibility problem in another case.
[Comments: As can be seen from the above, there are no such claimed “backwards compatitility problem” when using different hint digits for EAP-AKA and EAP-AKA’]. Reply: yes it does, cf. above
2.3 Use of hint digits for fast re-authentication ID and pseudonym

In addition to the discussion above, the CR C4-090527 contains unnecessary prefixes for the pseudonym and fast re-authentication IDs as well. These IDs are assigned by the AAA server so when they get used, the AAA Server already knows what EAP method is to be used for authentication. The AAA server can store the used algorithm together with the temporary ID. It should be noted that there were no prefixes defined for these IDs in the I-WLAN. 
3
Conclusion and proposal
The use of hint digits with EAP-AKA’ can be divided into two scenarios

A. Use of hint digits in EPC

B. Use of hint digits in general situations, e.g. mixed environments, not necessarily addressed by 3GPP
It can be concluded that it does not matter for EPC (scenario A)) whether there are hint digits or not. 
In mixed environments (scenario B)) there is a trade-off when using specific hint digits for EAP-AKA’ or the same hint digits for both EAP-AKA and EAP-AKA’: An optimization of message exchange could be possible if EAP-AKA’ specific hints are used. However, at the same time a possible backwards compatibility problem is introduced in another case
[Comments: as above stated, actually this problem doesn’t exist] Reply: yes it does, cf. above
In their CR C4-090527, CT4 have considered this kind of mixed environment situation. For the robustness of the system, we believe that avoiding a backwards compatibility problem should have higher priority than saving a round-trip in one mixed environment case. Therefore, it is proposed to use the same hint digits for EAP-AKA’ as is used for EAP-AKA. The accompanying CR implements the proposal in TS 33.402. 

It is also proposed to send an LS to CT4 to ask them to change TS 23.003 accordingly. 
[Comments: As it can be from the above, since the method of using different hint digits for EAP-AKA and EAP-AKA’ has better performance than that of using same hint digits, and also it has no such claimed “backwards compatility problem”, so we suggest that SA3 rejects the corresponding CR S3-090545.
Also current draft-arkko-eap-aka-kdf needed to be updated correspondingly to reflect this.]
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