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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.

In this contribution, a problem about eNB security was put forward. We kindly hope that SA3 can pay attention to it and my suggestion is that a new work item for security of untrusted network equipment is necessary.
2
References

(Reference - in list form - should be made to previous SA3/3GPP/etc. documents.)

3
Rationale

(with bullet points, the reasons for the proposed action. 
The objectives of the proposal should be clearly stated. 
Rejected alternative solutions should be mentioned if this aids understanding).

Security requirements on eNodeB were listed in 33.401 5.3. The detailed requirements are the following.

5.3
Security requirements on eNodeB

5.3.1
General

The security requirements given in this section apply to all types of eNodeBs. More stringent requirements for specific types of eNodeBs may be defined in other documents.

5.3.2
Requirements for eNB setup and configuration

Setting up and configuring eNBs shall be authenticated and authorized so that attackers shall not be able to modify the eNB settings and software configurations via local or remote access. 

1.
Security associations are required between the EPS core and the eNB and between adjacent eNBs, connected via X2. These security association establishments shall be mutually authenticated and used for communication between the entities. The security associations shall be realized according to clause 11 and 12 of this specification.

2.
Communication between the remote/local O&M systems and the eNB shall be mutually authenticated.

3.
The eNB shall be able to ensure that software/data change attempts are authorized 

4.
The eNB shall use authorized data/software. 

5.
Sensitive parts of the boot-up process shall be executed with the help of the secure environment. 

6.
Confidentiality of software transfer towards the eNB shall be ensured.

7.
Integrity protection of software transfer towards the eNB shall be ensured.
5.3.3
Requirements for key management inside eNB

The EPS core network provides subscriber specific session keying material for the eNBs, which also hold long term keys used for authentication and security association setup purposes. Protecting all these keys is important.

1.
Keys stored inside eNBs shall never leave a secure environment within the eNB except when done in accordance with this or other 3GPP specifications. 

5.3.4
Requirements for handling User plane data within the eNB

It is eNB's task to cipher and decipher user plane packets between the Uu reference pointand the S1/X2 reference points. 

1.
User plane data ciphering/deciphering shall take place inside the secure environment where the related keys are stored. 

2.
The transport of user data over S1-U and X2-U shall be integrity, confidentially and replay-protected from unauthorized parties. If this is to be accomplished by cryptographic means, clause 12 shall be applied.

NOTE: The use of cryptographic protection on S1-U and X2-U is an operator's decision. In case the eNB has been placed in a physically secured environment then the 'secure environment' may include other nodes and links beside the eNB.

5.3.5
Requirements for secure environment of the eNB

The secure environment is logically defined within the eNB and is a composition of functions for the support of sensitive operations.

1.
The secure environment shall support secure storage of sensitive data, e.g. long term cryptographic secrets and vital configuration data.

2.
The secure environment shall support the execution of sensitive functions, e.g. en-/decryption of user data and the basic steps within protocols which use long term secrets (e.g. in authentication protocols).

3.
Sensitive data used within the secure environment shall not be exposed to external entities.

4.
The secure environment shall support the execution of sensitive parts of the boot process.

5.
The secure environment's integrity shall be assured.

6.
Only authorised access shall be granted to the secure environment, i.e. to data stored and used within, and to functions executed within.

5.4
Void

All the above requirements has a same feature, the security was guaranteed by eNB locally, the secure enviroment is the base for eNB security, however, it isn’t enough for eNB security. Consider the following case, if an attacker have the software of an eNB and if he can imitate the secure environment by software, all the requirements given above were bypassed.  
4 Detailed proposal
As analysis given above, if there are only local security requirements, it isn’t enough for eNB security, some other requirements should be  added. Consider that these new requirements required new mechanisms, and there are other network equipments will meet same security problems as eNB. We suggest that SA3 should start a new work item, and security of untrusted network equipment was studied in the WI.
